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Fortinet FCSS_LED_AR-7.6 Exam Syllabus Topics:

Topic Details

¢ (Central Management: This section addresses managing FortiSwitch via FortiManager over FortiLink,
implementing zero-touch provisioning, configuring VLANSs, ports, and trunks, and setting up FortiExtender
and FortiAP devices.

Topic 1

¢ Authentication: This domain covers advanced user authentication using RADIUS and LDAP, two-factor
authentication with digital certificates, and configuring syslog and RADIUS single sign-on on

Topic 2
P FortiAuthenticator.

¢ Monitoring and Troubleshooting: This section covers configuring quarantine mechanisims, managing
FortiAIOps, troubleshooting FortiGate communication with FortiSwitch and FortiAP, and using monitoring

Topic 3
ope tools for wireless connectivity.

e Zero-Trust LAN Access: This domain covers machine authentication, MAC Authentication Bypass, NAC
policies for wireless security, guest portal deployment, and advanced solutions like FortiLink NAC,

Topic 4 . .
dynamic VLAN, and VLAN pooling,

Fortinet FCSS - LAN Edge 7.6 Architect Sample Questions (Q21-Q26):

NEW QUESTION # 21
Refer to the exhibits.

A company has multiple FortiGate devices deployed and wants to centralize user authentication and authorization. The administrator
decides to use FortiAuthenticator to convert RSSO messages to FSSO, allowing all FortiGate devices to receive user authentication
updates.

After configuring FortiAuthenticator to receive RADIUS accounting messages, users can authenticate, but FortiGate does not
enforce the correct policies based on user groups. Upon investigation, the administrator discovers that FortiAuthenticator is receiving
RADIUS accounting messages from the RADIUS server and successfully queries LDAP for user group information. But, FSSO
updates are not being sent to FortiGate devices and FortiGate firewall policies based on FSSO user groups are not being applied.
What is the most likely reason FortiGate is not receiving FSSO updates?

A. The RADIUS Username and Client IPv4 attributes are not defined on FortiAuthenticator.
B. The LDAP server is not configured to retrieve group memberships for RSSO users.

C. The FortiAuthenticator interface is not enabled to receive RADIUS accounting messages.
D. FortiAuthenticator is missing the FSSO user group attribute in the configuration.

Answer: A

Explanation:

In this design, FortiAuthenticator receivesRADIUS accounting (RSSO) messages, looks up the user in LDAP to get group
mformation, theninjects FSSO logon eventstoward all FortiGate devices.

From the exhibits we know:

FortiAuthenticatoris receiving RADIUS accountingfrom the RADIUS server.

LDAP queries are successful and return group membership.

But FortiGatedoes not receive FSSO logons, so identity-based policies are not applied.

For FortiAuthenticator to create an FSSO logon, the RADIUS accounting record must be correctlyparsed into at least:
Username

Client IP address

These are mapped from the RADIUS attributes in theRADIUS Accounting SSO clientconfiguration (for example, User-Name and
Framed-IP- Address). If these are not defined or mapped incorrectly, FortiAuthenticator can see the accounting packet butcannot
build a valid FSSO session, so no update is sent to FortiGate.
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Thus the most likely root cause is:

#The RADIUS Usemamne and Client [Pv4 attributes are not correctly definedfor that RADIUS Accounting SSO client (optionA).
Other options conflict with the scenario:

B- LDARP is already successfully returning groups.

C- FSSO user group attribute is separate; even without it, FSSO logons would still be created (just without group mapping).

D- The interfaceisreceiving RADIUS accounting, so it is clearly enabled.

NEW QUESTION # 22

‘Which policy components are essential in a FortiGate NAC policy for wireless networks?
(Choose three)

Response:

A. Authentication rules

B. IPsec VPN enforcement
C. Role assignment

D. VLAN assignment

E. Posture check condition

Answer: A,C,D

NEW QUESTION # 23

‘Which authentication method is triggered when a device does not support 802.1X but needs to access the network using its MAC
address?

Response:

A. RADIUS EAP chaining

B. LDAP-based login

C. EAP-TLS

D. MAC Authentication Bypass (MAB)

Answer: D

NEW QUESTION # 24

Which three FortiAuthenticator configuration elements are involved in RSSO processing?
(Choose three)

Response:

A. DNS Filter

B. Group Mapping
C. RADIUS Client
D. Syslog Server
E. RSSO Attribute

Answer: B,CE

NEW QUESTION # 25
Refer to the exhibits.

Examine the firewall policy configuration and SSID settings. Users trying to connect to the new Guest wireless network should be
redirected to an external captive portal, however, these wireless users are not able to see the captive portal login page. The external
captive portal URL has been verified as correct, yet the issue persists. Which configuration change should fix the problem?

A. A firewall policy with the ID 11 is missing to enable the captive-portal-exempt option.
B. Add FortiAuthenticator and WindowsAD as exempt sources.

C. Security mode should be set to WPA2 Enterprise to authenticate through RADIUS.
D. Include the user group guest.portal in the firewall policy.



Answer: A

Explanation:

The correct answer is C.

The LAN Edge 7.6 Architect study guide states: "If you are using an external captive portal server, you must configure a firewall
policy and exempt web traffic to the external captive portal IP address." It also states: "Just selecting and applying the address object
and selecting the services is not enough to allow the traffic to pass through FortiGate. You must also have a corresponding firewall
policy in place that allows the pinhole traffic to pass through FortiGate." The guide firther explains: "An alternative method to exempt
captive portal traffic is to create a firewall policy and enable the Exempt from Captive Portal option." In this case, the external
captive portal URL is correct, but users still cannot reach the login page. That means the traffic needed to reach the external captive
portal is not being exempted properly through the firewall policy. Therefore, the missing correction is to use the firewall policy with
the captive-portal-exempt option.

Why the other options are incorrect:

A). Incorrect. The study guide refers to exempting traffic to the external captive portal destination, not adding FortiAuthenticator and
WindowsAD as exempt sources B). Incorrect. External captive portal authentication does not require WPA2 Enterprise. The SSID
can remain open and use captive portal authentication instead D). Incorrect. The guest user group is used on the policy that allows
authenticated users onward access after login, not on the exempt policy that lets unauthenticated users reach the portal first

NEW QUESTION # 26

With our top quality FCSS LED AR-7.6 exam preparation materials, you will get Fortinet certification and avail the excellent job
opportunities available at the top ranking IT companies. Now you can easily pass FCSS LED AR-7.6 Practice Test with the help
of our valid learning materials and you will get a promotion in your company and work in a respectful and comfortable environment.
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