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NEW QUESTION # 10
Refer to the exhibit.
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FortiManager is operating behind a network address translation (NAT) device, and the administrator configured the FortiManager

NATed IP address under the FortiManager system administration settings.
What is the expected result during discovery?

A. FortiManager sets the 100.65.0.120 IP address on FortiGate.

B. FortiManager sets both the 100.65.0.120 IP address and 10.0.13.120 IP address on FortiGate.
C. FortiManager sets the 100.65.0.101 IP address on FortiGate.

D. FortiManager sets both the 100.65.0.120 IP address and 100.65.0.101 IP address on FortiGate.

Answer: A
Explanation:

When FortiManager is behind a NAT device, setting the NATed IP address (100.65.0.120) in the system admin settings causes
FortiManager to use that NATed IP address for communication and configuration with FortiGate during discovery and management

operations.

NEW QUESTION # 11
Refer to the exhibits. Which IP/netmask will be present in the LAN firewall address object on the Remote-Firewall?
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FortiManager address object
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BR1-FGT-1 [root] IP/Netmask: 192.168.1.0/255.255.255.0

HQ-NGFW:-1 [root] IP/Netmask: 172.16.0.0/255.255.255.0

00O

@ ILocal-Firewall [root] IP/Netmask: 172.16.10.0/255.255.255.0

A. 192.168.1.0/255.255.255.0
B. 172.16.10.0/255.255.255.0
C. 10.0.0.0/255.255.255.0

D. 172.16.0.0/255.255.255.0

Answer: C

Explanation:

In FortiManager, the "Per-Device Mapping” section allows for overriding the default object value for specific devices. The Remote-
Firewall is not listed in the Per-Device Mapping table.

Therefore, it will use the default value defined in the top portion of the address object, which is

10.0.0.0/255.255.255.0.

NEW QUESTION # 12
An admmnistrator suspects that the Collector Agent is not forwarding login events to FortiGate.
What is the most effective troubleshooting step?

¢ A Restart the domain controller to refresh authentication services.
e B. Verify if FortiGate is set to use LDAP authentication instead of FSSO.
e C. Verify if DC agent is enabled on the FortiGate.



e D. Check if TCP port 8000 is open between the collector agent and FortiGate.
Answer: D

Explanation:

This point is not covered in the uploaded FortiManager 7.6 study guide , so the answer is based on Fortinet's official FSSO
documentation. Fortinet documents that in FSSO Collector Agent deployments, the FortiGate connects to the Collector Agent on
TCP port 8000 by default , and if a different port is not configured, that is the port that must be reachable. Fortinet also explains that
the DC agents monitor user logon events and pass the information to the Collector Agent, which stores the information and sends it
to the FortiGate .

So, when login events are not reaching FortiGate, the most effective first troubleshooting step is to verify connectivity on TCP 8000
between the Collector Agent and FortiGate. Options A, B, and C are less direct and do not test the actual transport path used by
the Collector Agent to send FSSO information to FortiGate.

NEW QUESTION # 13
While attempting to push a NetFlow configuration script through the FortiManager policy package: an administrator encounters an
error stating that an object is unrecognized in line 4.

Starting log (Run cn database)

config vdem

edit AGEUSR

[line 4] > config sys interface [parameter(s) invalid. detail: object unrecognized]

Failed to commit to DB, reason([line 4] > config sys interface [parameter(s) invalid. detail: object unrecognized]

Running script(NetFlow Configuration) on DB failed F R I II lE I

What must the administrator do to successfully apply the NetFlow configuration script and avoid the object unrecognized error?

A. Create a normalized interface on the policy layer before running the script.

B. Make sure the user running the script has full access to the VDOM-AGEUSR.
C. Run the script on the device database.

D. Use metadata variables if they use VDOM s in the script.

Answer: C

Explanation:

The correct answer is B . The error occurs because the script is being run on the policy package database , but the failing command
is config sys interface, which is a device-level configuration command, not a policy- layer command. The lab guide gives the exact
relationship: "Because the scripts target the device database, first, you will run the scripts against the device database, and then install
the scripts on the managed devices" and "The scripts contain configuration changes related to device-level settings." By contrast, the
lab guide shows Policy Package or ADOM Database scripts being used for firewall objects and policies in a policy package.

So this NetFlow script must be run on the device database , then installed. The issue is not VDOM permissions, metadata variables,
or normalized mterfaces.

NEW QUESTION # 14
Refer to the exhibits. An administrator must replace the source LAN interface in policy ID 2 on their FortiGateRugged-70F.

However, when they try to install the policy package, they receive the error shown in the exhibit.
‘What should the administrator do to resolve the error?
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e A. Replace LAN with lan1, which is supported by FortiGateRugged-70F models.
¢ B. Create a perOdevice mapping for the LAN interface.



e (. Use a metadata variable to dynamically assign an interface when this error occurs.
e D. Use the API to assign a system template interface forFortiGateRugged-70F model.

Answer: B

Explanation:

The installation error clearly states that the dynamic interface mapping for "LAN" is undefined for device HQ-NGFW-1 (a
FortiGateRugged-70F). In the "Normalized Interface" view, "LAN" is a normalized name, but FortiGateRugged-70F uses "lanl" as
the actual interface. To resolve the conflict, the administrator must create a per-device mapping linking the normalized interface
"LAN" to "lan1" for the FortiGateRugged-70F device. This allows FortiManager to properly translate the interface name during
policy installation.

NEW QUESTION # 15
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