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Fortinet FCP_FAC_AD-6.5 Exam Syllabus Topics:

Topic Details

Topic 1
OAuth and SAML:This section of the exam measures the skills of an Identity and Access Management
(IAM) Specialist and covers the implementation of OAuth services and SAML-based single sign-on
configurations.

Topic 2
FIDO2 Authentication: This section of the exam measures the skills of a Modern Authentication Specialist
and covers the setup and use of FIDO2 standards for passwordless authentication.

Topic 3
Portal Services: This section of the exam measures the skills of a Portal Administrator and covers the
configuration and management of self-service portals for guest and local user access.

Topic 4
FSSO Process and Methods: This section of the exam measures the skills of a Network Architect and
covers the Fortinet Single Sign-On (FSSO) framework, including its processes and various deployment
methods.

Topic 5
Administrative Users and High Availability: This section of the exam measures the skills of a System
Engineer and covers the management of administrative user accounts and the implementation of high
availability configurations to ensure system reliability and redundancy.

Topic 6
Administering and Authenticating Users: This section of the exam measures the skills of a Security
Administrator and covers the processes for creating, managing, and authenticating user accounts within the
FortiAuthenticator system.

Topic 7
This section of the exam measures the skills of a Network Security Engineer and covers the configuration
of FortiAuthenticator for wired and wireless 802.1X authentication using supported EAP methods.

Topic 8

Two-Factor Authentication: This section of the exam measures the skills of a Security Engineer and covers
the implementation and configuration of two-factor authentication using FortiTokens and other verification
methods.

Topic 9 802.1X Authentication

Topic 10
Certificate Management: This section of the exam measures the skills of a Certificate Manager and covers
the administration of digital certificates, including issuance, renewal, and revocation processes.

Topic 11
FSSO Deployment and Troubleshooting: This section of the exam measures the skills of a Systems
Integrator and covers the practical deployment of FSSO solutions and techniques for troubleshooting
common issues.

Topic 12
PKI and FortiAuthenticator as a CA: This section of the exam measures the skills of a PKI Specialist and
covers the use of FortiAuthenticator as a Certificate Authority (CA) within a Public Key Infrastructure
(PKI).

Topic 13
Managing Users and Troubleshooting Authentication: This section of the exam measures the skills of a
Technical Support Specialist and covers advanced user management techniques and methods for
diagnosing and resolving authentication issues.
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NEW QUESTION # 20 
What is the benefit of integrating FortiAuthenticator with Active Directory for single sign-on?

A. It centralizes user management and reduces password fatigue
B. It prevents any user logon events from being recorded
C. It requires users to use different credentials for different resources
D. It allows users to authenticate using only their email addresses

Answer: A

NEW QUESTION # 21 
What is the role of the FortiAuthenticator certificate management service?

A. Generating local certificates for various purposes
B. Managing user passwords
C. Managing network load balancing
D. Handling firewall configurations

Answer: A

NEW QUESTION # 22 
When a local root CA is created on FortiAuthenticator, the option to export the key and certificate is not available, however the
option to export the certificate is.
Why is this the case?

A. The certificate includes the private key for a local root certificate.
B. For security reasons, a local root certificate includes OCSP responder information for automatic key retrieval.
C. A private key is not generated for a local root certificate.
D. There should never be a need to export the private key.

Answer: D

Explanation:
For security reasons, FortiAuthenticator does not allow exporting the private key of a local root CA, as the root private key must
remain protected to maintain the integrity and trust of the entire PKI hierarchy.

NEW QUESTION # 23 
What is the advantage of using FortiToken for two-factor authentication?

A. It can generate unlimited tokens for free
B. It can be easily integrated with any third-party authentication service
C. It's a physical token made of solid gold
D. It doesn't require user interaction for authentication

Answer: D

NEW QUESTION # 24 
What is the benefit of using remote authentication services?

A. They replace the need for encryption protocols
B. They reduce the need for firewalls
C. They increase network speed
D. They enable secure access for users outside the corporate network

Answer: D
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