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Fortinet FCSS - SD-WAN 7.6 Architect Sample Questions (Q28-Q33):

NEW QUESTION # 28

Refer to the exhibit. The exhibit shows output of the command diagnose sys sdwan service4collected on a FortiGate device The
administrator wants to know through which interface FortiGate will steer traffic from local users on subnet 10
0.1.0/255.255.255.192 and with a destination of the social media application Facebook.

Based on the exhibits, which two statements are correct? (Choose two.)

Diagnose output

fgtl_1 # diagnose sys sdwan serviced

Service(l) : Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(l), TOS(0x0/0x0), Protocol(0): src(1->65535) :dst (1->65535), Mode (priority),
link-cost-factor ( latency), link-cost-threshold(10), heath-check (Corp_ HC)
Members (2) :
1: Seq num (2 port2 underlay), alive, latency: 0.506, selected
2: Seq num (1 portl underlay), alive, latency: 1.079, selegted
Application Control(2): Microsoft.Portal (41469,0) Business (0428)
Src address(l):
10.0.1.0-10.0.1.255

Service(2): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2 .
Gen(l), TOS(0x0/0x0), Protocol(0): src(l—>$553gj:dst(l—)GSSSS), Mode (priority),
link-cost-factor ( latency), link-cost-fhxesheld(10), heath-check (Corp_HC)
Members (1) :
1: Seg num (2 port2 underlay)@) alive, selected
Application Control (2): Social.ﬁsdia£0}23) General.Interest (0,12)
Src address(1l): '
10.0.1.0-10.0.1.258

Service(3): Address Mode(IPVﬁ) flaqs=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg p
shortcut priori®tys 2
Gen(l),Hqutﬁig7Qk0), Protocol (0) : src(1->65535) :dst (1->65535), Mode (sla hash-
mode=round-robin)
Members (3) :
1: Seg’num(4 HQ T1 overlay), alive, sla(0x3), gid(0), cfg_order(0),
local cost(0), selected
2: Seqg num(5 HQ T2 overlay), alive, sla(0x3), gid(0), cfg_order(1l),
local cost(0), selected
3: Seq_num(6 HQ_T3 overlay), alive, sla(0x3), gid(0), cfg_order(2),
local cost(0), selected
Src address(1l):
10.0.1.0-10.0.1.255

Dst address (1) :
0.0.0.0-255.255.255.255

A. When FortiGate cannot recognize the application of the flow, it steers the traffic through the preferred member of rule 3,
HQ TI.

B. There is no service defined for the Facebook application, so FortiGate appliesservice rule 3 and directs the traffic to
headquarters.

C. FortiGate steers traffic for social media applications according to the service rule 2 and steers traffic through port2.

D. When FortiGate cannot recognize the application of the flow, it load balances the traffic through the tunnels HQ T,
HQ T2, HQ T3.

Answer: C,D

Explanation:
Service rule 2 includes Social. Media (0,23), which matches Facebook, and only port2 is selected and alive.



Ifthe application is not identified, service rule 3 (with mode=round-robin) distributes traffic across HQ T1, HQ T2, and HQ T3.

NEW QUESTION # 29
Refer to the exhibits.
Exhibit A
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Exhibit A shows a policy package definition. Exhibit B shows the install log that the administrator received when he tried to install the
policy package on FortiGate devices.
Based on the output shown in the exhibits, what can the admmistrator do to solve the issue?

A. Use a metadata variable instead of a dynamic interface to define the firewall policy.

B. Dynamic mapping should be done automatically. Review the LAN interface configuration for branch2_fgt.

C. Create dynamic mapping for the LAN interface for all devices in the installation target list.

D. Policies can refer to only one LAN source interface. Keep only the D-LAN, which is the dynamic LAN interface.

Answer: C

NEW QUESTION # 30

SD-WAN nteracts with many other FortiGate features. Some of them are required to allow SD- WAN to steer the traffic.
Which three configuration elements that you must configure before FortiGate can steer traffic according to SD-WAN rules?
(Choose three.)

A. Interfaces

B. Security profiles
C. Firewall policies
D. Traffic shaping
E. Routing

Answer: A,CE

Explanation:

Interfaces must be defined and added as SD-WAN members to participate in traffic steering,
Routing is required so FortiGate knows how to reach destinations through SD-WAN paths.
Firewall policies are needed to permit traffic and allow SD-WAN rules to take effect.

NEW QUESTION # 31



Refer to the exhibits. An administrator is testing application steering in SD-WAN. Before generating test traffic, the admnistrator
collected the information shown in the first exhibit. After generating GoToMeeting test traffic, the administrator examined the
corresponding traffic log on FortiAnalyzer, which is shown in the second exhibit.

The admmnistrator noticed that the traffic matched the implicit SD-WAN rule, but they expected the traffic to match rule ID 1.
‘Which two reasons explain why some log messages show that the traffic matched the implicit SD- WAN rule? (Choose two.)

SD-WAN service details

branch_fgt # diagnose sys sdwan service4

Service(l): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(2), TOS(0x0/0x0), Protocol(0): src(l->65535):dst(1->65535), Mode
{manual)
Members (2) :
1: Seqg num(l portl underlay), alive selected
2: Seqg_num{2 port2 underlay), alive selected
Application Control(3): Microsoft.Portal(41469,0) Salesforce(l16920,0)
Collaboration(0,28)
Src address(1l):
10.0.1.0-10.0.1.255

Service(2): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority: 2
Gen(2), TOS(0x0/0x0), Protocol(0): src(i+->65535):dst(1->65535), Mode
(manual)
Members (1) :
1: Seg num(2 port2 undexlay), alive selected
Application Control (3)# Facebook (15832,0) LinkedIn(16331,0) Game (0,8)
Src address(l):
10.0.1.0-10.0.1.255

branch_fgt # diagnose sys sdwan internet-service-app-ctrl-list
List App.Ctrl Database Entry(IPv4) in Kernel:

Max App Ctrl Size=32768 Num App Ctrl Entry=6 — T
R pep_ceri_ =ERTINE

Microsoft.Portal (41469 28): IP=184.27.181.201 6 443
MSN.Game (16135 8): IP=13.107.246.36 ©& 443

Salesforce (16920 29): IP=23.205.255.92 € 443
GoToMeeting (16354 28): IP=23.205.106.86 6 443
GoToMeeting (16354 28): IP=23.212.249.144 6 443
Facebook (15832 23): IP=31.13.80.36 €& 443

branchl_fgt # get router info routing-table all

g% 0.0.0.0/0 [1/0] wia 1%2.2.0.2, portl, [1/0]
[1/0] wia 192.2.0.10, peort2, [1/0]

GoToMeeting traffic log on FortiAnalyzer
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A. FortiGate could not refresh the routing information on the session after the application was detected.

B. The session 3-tuple did not match any of the existing entries in the ISDB application cache.

C. Full SSL mnspection is not enabled on the matching firewall policy.

D. No configured SD-WAN rule matches the traffic related to the collaboration application GoToMeeting

Answer: A,B

Explanation:

The session 3-tuple did not match any of the existing entries in the ISDB application cache.

SD-WAN app steering using Internet Service DB relies on a cache of app IP/port "3-tuples”. If the first packets of a new session
don't match an entry (e.g., GoToMeeting uses an [P not yet in cache), the session is steered by the implicit rule. That's why some
logs show "implicit," while others (when the cache later has a match) hit your explicit rule.

FortiGate could not refresh the routing information on the session after the application was detected.

The path is chosen at session setup. If the app is recognized after the session is established and FortiGate can't (or isn't allowed to)
re-route mid-session, it keeps the original SD-WAN decision (implicit rule) for that flow. Subsequent sessions may match the
explicit rule once the app/IP is known.

NEW QUESTION # 32

Refer to the exhibit. An administrator configures SD-WAN rules for a DIA setup using the FortiGate GUI. The page to configure
the source and destination part of the rule looks as shown in the exhibit. The GUI page shows no option to configure an application
as the destmation of the SD-WAN rule Why?
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A. You cannot use applications as the destination when FortiGate is used for a DIA setup.

B. You must enable the feature first using the GUI menu System > Feature Visibility.

C. FortiGate allows the configuration of applications as the destination of SD-WAN rules only on the CLL
D. You nmust enable the feature on the CLL

Answer: B

Explanation:
To configure applications as destinations in SD-WAN rules via the GUI, the Application Control feature must be enabled in System
> Feature Visibility. Once enabled, the GUI displays the application-based options.

NEW QUESTION # 33
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