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CompTIA SecurityX Certification Exam Sample Questions (Q213-Q218):

NEW QUESTION # 213

An incident response analyst finds the following content inside of a log file that was collected from a compromised server:
2308464678 ... whoami ..... su2032829%72%322/// ...... /etc/passwd .... 2087031731467478432 ...

$6490/90/./ .< XML?.. .... nty.

Which of'the following is the best action to prevent future compromise?

A. Filtering inserted characters for all user inputs and allowing only ASCII characters

B. Implementing an allow list for all text boxes throughout the web application

C. Blocking the processing of external files by forwarding them to another server for processing
D. Improving file-parsing capabilities to stop external entities from executing commands

Answer: D

NEW QUESTION # 214

An engineer is designing a wireless access solution that must comply with the IEEE-specified security requirements for the 802.1X
protocol. The engineer wants to streamline access by removing the need to provide a WPA2 PSK and domain credentials each time
for access. Which of the following actions best meet this requirement? (Choose two.)

A. Configuring RADIUS with EAP-FAST

B. Issuing client authentication certificates to devices

C. Configuring RADIUS with EAP-PEAP

D. Issuing a separate 32-bit key to wireless supplicants

E. Configuring RADIUS with EAP-TLS

F. Using a geofence over the facility and enforcing it for access

Answer: B,E

Explanation:

Issuing client authentication certificates enables certificate-based authentication, removing the need for users to enter PSKs or
credentials repeatedly.

Configuring RADIUS with EAP-TLS leverages those certificates within the 802.1X framework, providing strong, standards-based
authentication that meets IEEE security requirements.

NEW QUESTION # 215
A company receives reports about misconfigurations and vulnerabilities in a third-party hardware device that is part of its released
products. Which of the following solutions is the best way for the company to identify possible issues at an earlier stage?

A. Performing regular red-team exercises on the vendor production line

B. Implementing a proper supply chain risk management program

C. Implementing a monitoring process for the integration between the application and the vendor appliance
D. Performing vulnerability tests on each device delivered by the providers

Answer: B

Explanation:

Addressing misconfigurations and vulnerabilities in third-party hardware requires a comprehensive approach to manage risks
throughout the supply chain. Implementing a proper supply chain risk management (SCRM) programis the most effective solution as
it encompasses the following;

Holistic Approach: SCRM considers the entire lifecycle of the product, from mnitial design through to delivery and deployment. This
ensures that risks are identified and managed at every stage.

Regular Audits and Assessments: A robust SCRM program involves regular audits and assessments, both internally and with
suppliers, to ensure compliance with security standards and best practices.

Collaboration and Commumication: Ensures that there is effective communication and collaboration between the company and its
suppliers, leading to faster identification and resolution of issues.
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Other options, while beneficial, do not provide the same comprehensive risk management:

A . Performing vulnerability tests on each device delivered by the providers: While useful, this is reactive and only addresses issues
after they have been delivered.

B . Performing regular red-team exercises on the vendor production line: This can identify vulnerabilities but is not as comprehensive
as a full SCRM program.

C . Implementing a monitoring process for the integration between the application and the vendor appliance: This is important but
only covers the integration phase, not the entire supply chain.

Reference:

CompTIA SecurityX Study Guide

NIST Special Publication 800-161, "Supply Chain Risk Management Practices for Federal Information Systems and Organizations"
ISO/IEC 27036-1:2014, "Information technology - Security techniques - Information security for supplier relationships"

NEW QUESTION # 216

A web application server that provides services to hybrid modern and legacy financial applications recently underwent a scheduled
upgrade to update common libraries, including OpenSSL. Multiple users are now reporting failed connection attempts to the server.
The technician performing initial triage identified the following:

* Client applications more than five years old appear to be the most affected.

* Web server logs show initial connection attempts by affected hosts.

* For the failed connections, logs indicate "cipher unavailable."

Which of'the following is most likely to safely remediate this situation?

A. The server needs to be configured for backward compatibility to SSL 3.0 applications.

B. The client TLS configuration must be set to enforce electronic codebook modes of operation.

C. The client applications need to be modified to support AES in Galois/Counter Mode or equivalent.

D. The server-side digital signature algorithm needs to be modified to support elliptic curve cryptography.

Answer: C

Explanation:

The "cipher unavailable" message indicates that the client and server could not agree on a common cipher suite. After the OpenSSL
update, the server likely dropped support for older, insecure ciphers (such as RC4 or

3DES) that legacy clients still use. The safest remediation is to update or configure the client applications to support modern, secure
ciphers such as AES in Galois/Counter Mode (AES-GCM) or an equivalent strong cipher suite that is supported by the updated
OpenSSL server.

* Option A (SSL 3.0) is unsafe because SSL 3.0 is deprecated and vulnerable to multiple attacks (e.g., POODLE).

* Option C (ECB mode) is insecure due to pattern leakage and should never be enforced.

* Option D (ECC signatures) relates to key exchange and signatures, not to the "cipher unavailable" issue directly.

This approach aligns with SecurityX CAS-005 cryptographic interoperability guidance-modernize clients rather than reintroduce
insecure protocols.

NEW QUESTION # 217

A nation-state actor is exposed for attacking large corporations by establishing persistence in smaller companies that are likely to be
acquired by these large corporations. The actor then provisions user accounts in the companies for use post-acquisition. Before an
upcoming acquisition, a security officer conducts threat modeling with this attack vector. Which of the following practices is the best
way to investigate this threat?

A. Comparing all existing credentials to personnel and services

B. Auditing vendors to mitigate supply chain risk during the acquisition

C. Placing a hold on all information about corporate interest in acquisitions

D. Restricting internet traffic originating from countries in which the nation-state actor is known to operate

Answer: A

NEW QUESTION # 218
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