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HPE Campus Access Switching Expert Written Exam Sample Questions
(Q121-Q126):
NEW QUESTION # 121 
You haverecently configured a switch for 802.IX authentication with HPE Aruba Networking ClearPass. A security admin is seeing
events withthe following description in ClearPass Event Viewer.
RADIUS authentication attempt from unknown NAD (10.10.1.10:1812)'
Which command should you us to identify theconfiguration issue?

A. show radius-server shared-secret
B. show aaa authentication-server radius
C. show radius-server detail
D. show ip source-interfaceradius
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Answer: D

Explanation:
The ClearPass Event Viewer message "RADIUS authentication attempt from unknown NAD (10.10.1.10:
1812)" indicates that ClearPass received a RADIUS request from the IP address 10.10.1.10, but this IP is not configured as a
trusted Network Access Device (NAD) in ClearPass's network device list, or the shared secret doesn't match. The first step in
troubleshooting on the switch side is to verify which source IP address the switch is actually using to send these RADIUS requests.
* RADIUS Source IP:AOS-CX switches can be configured to use a specific source IP address for RADIUS packets, often using
the ip source-interface radius [vrf <vrf-name>] command. This is important if the switch has multiple IP interfaces or uses VRFs.
* Analysis of Commands:
* A. show ip source-interface radius: This command directly displays the configured source interface and IP address used for
RADIUS communications, allowing comparison with the IP configured in ClearPass.
* B. show aaa authentication-server radius: Shows server group configuration, not the source IP used by the switch.
* C. show radius-server shared-secret: Not a standard command; secrets are usually masked in other commands.
* D. show radius-server detail: Shows configured RADIUS server details but doesn't explicitly show the source IP the switch is
using to originate packets.
* Conclusion:To identify why ClearPass sees requests from an "unknown NAD" IP (10.10.1.10), the first step on the switch is to
confirm which source IP it's using. show ip source-interface radius provides this crucial information.
References:AOS-CX Security Guide (RADIUS Client Configuration, ip source-interface), ClearPass Documentation (NAD
Configuration). This relates to "Authentication/Authorization" (9%) and
"Troubleshooting" (10%) objectives.

NEW QUESTION # 122 
A customer wants to deploy loT security devices that are PoE-powered. Dueto its criticality. it is required that those devices remain
active even during a switch software upgrade. What is a valid solution to meet customer requirements?

A. power-over-ethernet always-on
B. a VSX pairof switches for redundancy
C. power-over-ether net quick-poe
D. power-over-ethernel priority

Answer: A

Explanation:
The question involves a customer deploying PoE-powered IoT security devices (e.g., door locks) that must remain active during an
AOS-CX switch software upgrade. The task is to identify a valid solution.
* Analysis of Options:
* Option A:Incorrect. A VSX pair provides redundancy but does not guarantee PoE continuity during a single switch's upgrade.
* Option B:Incorrect. quick-poe reduces PoE startup time but does not ensure power during upgrades.
* Option C:Correct. power-over-ethernet always-on ensures PoE remains active during software upgrades, meeting the
requirement.
* Option D:Incorrect. PoE priority adjusts power allocation but does not guarantee continuity during upgrades.
* Why Option C is Correct:The power-over-ethernet always-on feature on AOS-CX switches ensures that PoE power delivery
continues uninterrupted during software upgrades or reboots, critical for devices like IoT security door locks that require constant
power. This feature prevents power cycling on PoE ports, maintaining device operation. For example, enabling it on relevant ports
(e.g., interface 1/1/1 power-over-ethernet always-on) ensures compliance with the customer's requirement, as per HPE Aruba
Networking's PoE high-availability guidelines.
* Relevance to Certification Objectives:
* Connectivity (9%):Configuring PoE for critical device deployment.
* Network Resiliency and Virtualization (8%):Ensuring device uptime during maintenance.
* Troubleshooting (10%):Resolving PoE continuity issues.
References:
HPE Aruba Networking AOS-CX Configuration Guide: PoE Always-On Feature.
HPE7-A06Study Guide: Covers PoE configuration for high-availability devices.
HPE Aruba Networking Technical Documentation: PoE Best Practices for IoT.

NEW QUESTION # 123 
Drag and Drop Question



Match the AOS-CX switch BGP keepalive and holddown timers to the default.

Answer:

Explanation:

Explanation:
Keepalive timer: 60 seconds (interval for sending keepalive messages).
Holddown (Hold) timer: 180 seconds (maximum time to wait before declaring a neighbor down if no keepalives are received).

NEW QUESTION # 124 
To ensure device redundancy in an HPE Campus Access network, which configurations should be applied?

A. DHCP Snooping
B. Link Aggregation
C. Active-Active Failover
D. VRRP

Answer: B,D

NEW QUESTION # 125 
Which feature is supported on Ethernet Ring Protocol Switching (ERPS) ports?

A. ISL
B. MCLAG
C. loop-protect
D. MVRP

Answer: C

Explanation:
ERPS (Ethernet Ring Protection Switching) already provides loop avoidance in a ring topology, but it still supports loop-protect on
its ports. Loop-protect helps detect and prevent accidental bridging loops outside the ERPS control plane. Other features like ISL,
MVRP, or MCLAG are not supported on ERPS ring ports.

NEW QUESTION # 126
......
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