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ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q162-Q167):

NEW QUESTION # 162
Primary storage is the:

A. Memory, such as magnetic disks, that provide non-volatile storage.

B. Memory used in conjunction with real memory to present a CPU with a larger, apparent address space.

C. Memory where information must be obtained by sequentially searching from the beginning of the memory space.
D. Memory directly addressable by the CPU, which is for the storage of

instructions and data that are associated with the program being executed.

Answer: D

Explanation:

* Answer "Memory, such as magnetic disks, that provide non-volatile storage" refers to secondary storage.

* Answer "Memory used in conjunction with real memory to present a CPU with a larger, apparent address space" refers to virtual
memory, and answer "Memory where information must be obtained by sequentially searching from the beginning of the memory
space" refers to sequential memory.

NEW QUESTION # 163
A manufacturing organization wants to establish a Federated Identity Management (FIM) system with its 20 different supplier
companies. Which of the following is the BEST solution for the manufacturing organization?

A. Lightweight Directory Access Protocol (LDAP)
B. Trusted third-party certification

C. Cross-certification

D. Security Assertion Markup language (SAML)

Answer: D

Explanation:

Section: Identity and Access Management (IAM)

Explanation/Reference: https://www.netiq.conYdocumentation/access-manager-43/applications-configuration- guide/
data/b1ka6lkd.html

NEW QUESTION # 164
What is the term commonly used to refer to a technique of authenticating one machine to another by forging packets froma trusted
source?

A. Man-in-the-Middle (MITM) attack
B. Spoofing
C. Smurfing

D. Session redirect

Answer: B

Explanation:

The term commonly used to refer to a technique of authenticating one machine to another by forging packets froma trusted source is
spoofing. Spoofing is a type of attack that involves impersonating or masquerading as a legitimate entity, such as a user, a device, or
a network, by altering or falsifying the source or destination address of a packet3. Spoofing can be used to bypass authentication,
gain unauthorized access, or launch other attacks, such as denial-of-service or man-in-the-middle. Man-in-the-middle, smurfing, and
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session redirect are not terms that refer to a technique of authenticating one machine to another by forging packets froma trusted
source, as they are related to different types of attacks or techniques. Man-in-the-middle is an attack that involves intercepting and
modifying the communication between two parties. Smurfing is an attack that involves sending a large number of ICMP echo
requests to a network broadcast address, using a spoofed source address of the intended victim Session redirect is a technique that
involves changing the destination address of a packet to redirect it to a different location. References: 3: Official (ISC)2 CISSP
CBK Reference,

5Sth Edition, Chapter 4, page 199. : CISSP All-in-One Exam Guide, Eighth Edition, Chapter 7, page 423.

NEW QUESTION # 165
Which of the following is an example of a vulnerability of full-disk encryption (FDE)?

A. Data at rest has been compromised when the user has authenticated to the device.
B. Data in transit has been compromised when the user has authenticated to the device.
C. Data on the device cannot be restored from backup.

D. Data on the device cannot be backed up.

Answer: A

Explanation:

Full-disk encryption (FDE) is a security technique that encrypts the entire hard drive of a device or system, protecting the data at
rest from unauthorized access, disclosure, or modification. However, FDE has a vulnerability that data at rest has been compromised
when the user has authenticated to the device, which means that once the user enters the correct password or credentials to boot up
the device or system, the data on the hard drive is decrypted and accessible to anyone who has physical access to the device or
system, such as a thief or an attacker. This vulnerability can be exploited by using cold boot attacks, evil maid attacks, or other
methods that target the device or system when it is powered on or in sleep mode. The other options are not examples of
vulnerabilities of FDE, as FDE does not affect the ability to restore, backup, or transmit data.

References: Official (ISC)2 CISSP CBK Reference, Fifth Edition, Domain 3: Security Architecture and Engineering, pp. 483-484;
CISSP All-in-One Exam Guide, Eighth Edition, Chapter 7: Security Architecture and Engineering, pp. 697-698.

NEW QUESTION # 166
The Lattice Based Access Control model was developed to deal mainly with in computer systens.

A. Information flow
B. Access control
C. Message routes
D. Encryption

Answer: A

Explanation:

Information flow is clearly central to confidentiality but to some extent it also applies to integrity. The basic work in this area was
done around 1970 and was driven mostly by the defense sector. Information flow in computer systens is concerned with flow from
one security class (also called security label) to another. These controls are applied to objects. An object is a container of
information, and an object can be a directory or file.

NEW QUESTION # 167
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