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three kinds of versions of our GH-500 Preparation questions in this website, namely, PDF version, online engine and software
version, and you can choose any one of them as you like. No matter you buy any version of our GH-500 exam questions, you will
get success on your exam!

Free update for 365 days is available for GH-500 study guide, so that you can have a better understanding of what you are going to
buy. Through free demo, you can also know what the complete version is like. In addition, with experienced experts to compile the
GH-500 Exam Dumps, quality can be guaranteed. Therefore, if you choose us, you can use them at ease. We have online and offline
chat service stuff, who are quite familiar with GH-500 study guide, if you have any questions, you can consult us.
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Microsoft GitHub Advanced Security Sample Questions (Q65-Q70):
NEW QUESTION # 65 
When secret scanning detects a set of credentials on a public repository, what does GitHub do?

A. It sends a notification to repository members.
B. It notifies the service provider who issued the secret.
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C. It scans the contents of the commits for additional secrets.
D. It displays a public alert in the Security tab of the repository.

Answer: B

Explanation:
When a public repository contains credentials that match known secret formats, GitHub will automatically notify the service provider
that issued the secret. This process is known as "secret scanning partner notification". The provider may then revoke the secret or
contact the user directly.
GitHub does not publicly display the alert and does not send internal repository notifications for public detections.

NEW QUESTION # 66 
A secret scanning alert should be closed as "used in tests" when a secret is:

A. Solely used for tests.
B. Not a secret in the production environment.
C. In a test file.
D. In the readme.md file.

Answer: A

Explanation:
If a secret is intentionally used in a test environment and poses no real-world security risk, you may close the alert with the reason
"used in tests". This helps reduce noise and clarify that the alert was reviewed and accepted as non-critical.
Just being in a test file isn't enough unless its purpose is purely for testing.

NEW QUESTION # 67 
Which of the following statements most accurately describes push protection for secret scanning custom patterns?

A. Push protection is an opt-in experience for each custom pattern.
B. Push protection is not available for custom patterns.
C. Push protection is enabled by default for new custom patterns.
D. Push protection must be enabled for all, or none, of a repository's custom patterns.

Answer: A

Explanation:
Comprehensive and Detailed Explanation:
Push protection for secret scanning custom patterns is an opt-in feature. This means that for each custom pattern defined in a
repository, maintainers can choose to enable or disable push protection individually. This provides flexibility, allowing teams to
enforce push protection on sensitive patterns while leaving it disabled for others.

NEW QUESTION # 68 
What is a prerequisite to define a custom pattern for a repository?

A. Enable secret scanning
B. Specify additional match criteria
C. Close other secret scanning alerts
D. Change the repository visibility to Internal

Answer: A

Explanation:
You must enable secret scanning before defining custom patterns. Secret scanning provides the foundational capability for detecting
exposed credentials, and custom patterns build upon that by allowing organizations to specify their own regex-based patterns for
secrets unique to their environment.
Without enabling secret scanning, GitHub will not process or apply custom patterns.



NEW QUESTION # 69 
Which of the following is the best way to prevent developers from adding secrets to the repository?

A. Create a CODEOWNERS file
B. Make the repository public
C. Configure a security manager
D. Enable push protection

Answer: D

Explanation:
The best proactive control is push protection. It scans for secrets during a git push and blocks the commit before it enters the
repository.
Other options (like CODEOWNERS or security managers) help with oversight but do not prevent secret leaks.
Making a repo public would increase the risk, not reduce it.

NEW QUESTION # 70
......
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