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AR #126

Your organization has placed a project on hold and has stopped 30 public EC2 instances. These instances use instance store
volumes and do not have custom AMIs associated. You are still being charged every month. What is the charge probably for?
Response:
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A. You have Elastic IPs associated with those instances.

B. AWS charges for dormant accounts.

C. You are being charged for the EBS volumes.

D. There is a "stopped instance" fee that AWS charges every month.
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AE #127

A company needs to protect against potential botnet command and control traffic from any Amazon EC2 instances that is in in the
company's AWS Environment.

‘Which solution will meet these requirements?

e A. Use AWS WAF Bot Control. Configure a managed rule group that uses an AWS managed rule set to block botnet traffic.

¢ B. Use AWS Systerms Manager. Run a Systems Manager Autormation runbook on the EC2 instances to configure the
mstances to block botnet traffic.

e (. Use Amazon Route 53 Resolver DNS Firewall. Add a rule to a rule group to use the
AWSManagedDomainsBotnetCommandandControl managed domain list with an action to block botnet traffic.

e D. Use AWS Shield Advanced. Activate Shield Advanced protections on the EC2 instances to filter and block botnet traffic.
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EE #128

When using a Link Aggregation Group (LAG) composed of two AWS Direct Connect connections, how many IPv4 Border
Gateway Protocol (BGP) sessions are required per Virtual Interface (VIF)?

Response:

A0
B.1
C.2
D.3
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A2 #129

The Security department has mandated that all outbound traffic froma VPC toward an on-premises datacenter must go through a
security appliance that runs on an Amazon EC2 instance.

Which of the following maximizes network performance on AWS?

(Select TWO.)

Response:

A. Security appliance support for multiple elastic network interfaces
B. Support for the enhance networking drivers

C. The instance sizes and families supported by the security appliance
D. Support for sending traffic over the Direct Connect connection

E. Support for placement groups within the VPC
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AE #130
A company has multiple VPCs in the us-east-1 Region. The company has deployed a website in one of the VPCs. The company
wants to implement split-view DNS so that the website is accessible internally from the VPCs and externally over the mternet with

the same domain name, example.com.
‘Which solution will meet these requirements?
Response:

e A Change the DHCP options for each VPC to use the IP address of an on-premises DNS server. Create a private hosted



zone and a public hosted zone for example.com Map the private hosted zone to the website's internal IP address. Map the
public hosted zone to the website's external IP address.

¢ B. Create Amazon Route 53 private hosted zones and public hosted zones that have the same name, example.com. Associate
the VPCs with the private hosted zone. Create records in each hosted zone that determine how traffic is routed.

¢ (. Create an Amazon Route 53 Resolver inbound endpoint for resolving example.com internally. Create a Route 53 public
hosted zone for routing external DNS queries.

¢ D. Create an Amazon Route 53 Resolver outbound endpoint for resolving example.com externally.
Create a Route 53 private hosted zone for routing internal DNS queries.
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