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R #24
Refer to the exhibits.

A customer wants to deploy 12 FortiAP 431F devices on high density conference center, but they do not currently have any PoE
switches to connect them to. They want to be able to run them at fill power while having network redundancy From the FortiSwitch
models and sanple retail prices shown in the exhibit, which build of materials would have the lowest cost, while filfilling the
customer's requirements?

e A 2x FortiSwitch 248E-FPOE
¢ B. 1x FortiSwitch 248EFPOE
e C. 2x FortiSwitch 124E-FPOE
e D. 2x FortiSwitch 224E-POE

ER: C

i RE R «
the access point will require about 24.5 W of power and the 124E-FPOE has a Capacity of about 370 meaning
25x12 =300 so you left with about 70 W on the switch meaning you can still add two more access point on that switch.

i =8 #25
Refer to the exhibit showing a FortiSOAR playbook.

You are investigating a suspicious e-mail alert on FortiSOAR, and after reviewing the executed playbook, you can see that it
requires intervention.
‘What should be your next step?

A. Run the Mark Drive by Download playbook action

B. Reply to the e-mail with the requested Playbook action

C. Click on the notification icon on FortiSOAR GUI and run the pending input action
D. Go to the Incident Response tasks dashboard and run the pending actions

ER: D

Bt REES B -

The exhibited playbook requires intervention, which means that the playbook has reached a point where it needs a human operator
to take action. The next step should be to go to the Incident Response tasks dashboard and run the pending actions. This will allow
you to see the pending actions that need to be taken and to take those actions.

The other options are not correct. Option B will only show you the notification icon, but it will not allow you to run the pending input
action. Option C will run the Mark Drive by Download playbook action, but this is not the correct action to take in this case. Option
D is not a valid option.

Here are some additional details about pending actions in FortiSOAR:

Pending actions are actions that need to be taken by a human operator.

Pending actions are displayed in the Incident Response tasks dashboard.

Pending actions can be run by clicking on the action in the dashboard.
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i =8 #26

A remote IT Team is in the process of deploying a FortiGate in their lab. The closed environment has been configured to support
zero-touch provisioning from the FortiManager, on the same network, via DHCP options. After waiting 15 minutes, they are
reporting that the FortiGate received an IP address, but the zero- touch process failed.

The exhibit below shows what the IT Team provided while troubleshooting this issue:

Which statement explains why the FortiGate did not install its configuration from the FortiManager?

A. The DHCP server used the incorrect option type for the FortiManager [P address.

B. The FortiGate was not configured with the correct pre-shared key to connect to the FortiManager
C. The DHCP server was not configured with the FQDN of the FortiManager

D. The configuration was modified on the FortiGate prior to connecting to the FortiManager

ZEX: D

i RE S«
httpsy/community. fortinet.com/tS/FortiGate/ Technical- Tip-How-to-perform zero-touch-provisioning-with/ta- p/197623

PR #27

Refer to the exhibits.

A FortiGate cluster (CL-1) protects a data center hosting multiple web applications. A pair of FortiADC devices are already
configured for SSL decryption (FAD-1), and re-encryption (FAD-2). CL-1 nust accept unencrypted traffic from FAD-1, perform
application detection on the plain-text traffic, and forward the inspected traffic to FAD-2.

The SSL-Offload- App-Detect application list and SSL-Offload protocol options profile are applied to the firewall policy handling
the web application traffic on CL-1.

Given this scenario, which two configuration tasks must the administrator perform on CL-1? (Choose two.) A)

B)

A. OptionD
B. Option A
C. Option B
D. Option C

EX: CD

L EER

To enable application detection on plain-text traffic that has been decrypted by FortiADC, the administrator must perform two
configuration tasks on CL-1:

Enable SSL offloading in the firewall policy and select the SSL-Offload protocol options profile.

Enable application control in the firewall policy and select the SSI-Offload- App-Detect application list. Reference:
https/docs. fortinet.con/document/fortigate/6.4.0/cookbook/103438/application-detection-on-ssk-offloaded-traffic

FIRE #28

Refer to the exhibit.

A customer has deployed a FortiGate 300E with virtual domains (VDOMSs) enabled in the multi- VDOM mode. There are three
VDOMs: Root is for management and internet access, while VDOM 1 and VDOM 2 are used for segregating internal traffic.
AccountVInk and SalesVInk are standard VDOM links in Ethernet mode.

Given the exhibit, which two statements below about VDOM behavior are correct? (Choose two.)

A. Root VDOM is an Admin type VDOM, while VDOM 1 and VDOM 2 are Traffic type VDOM:s.

B. The VDOM links are in Ethernet mode because they have IP addressed assigned on both sides.

C. OSPF routing can be configured between VDOM 1 and Root VDOM without any configuration changes to AccountVInk
D. Traffic on AccountVInk and SalesVInk will not be accelerated.

E. You can apply OSPF routing on the VDOM link in either PPP or Ethernet mode

Z%: DE
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