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NEW QUESTION # 161 
Policy documentation and training is a:

A. Technical control
B. Logical control
C. Physical control
D. Administrative control

Answer: D
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Explanation:
There are three, commonly accepted forms of Controls:
Administrative-These are the laws, regulations, policies, practices and guidelines that govern the overall requirements and controls
for an Information Security or other operational risk program. For example, a law or regulation may require merchants and financial
institutions to protect and implement controls for customer account data to prevent identity theft. The business, in order to comply
with the law or regulation, may adopt policies and procedures laying out the internal requirements for protecting this data, which
requirements are a form of control.
Logical -These are the virtual, application and technical controls (systems and software), such as firewalls, antivirus software,
encryption and maker/checker application routines.
Physical -Whereas a firewall provides a "logical" key to obtain access to a network, a "physical" key to a door can be used to gain
access to an office space or storage room. Other examples of physical controls are video surveillance systems, gates and barricades,
the use of guards or other personnel to govern access to an office, and remote backup facilities.

NEW QUESTION # 162 
Why is early integration of pre-deployment testing crucial in a cybersecurity project?

A. It allows skipping final verification tests.
B. It identifies issues before full deployment, saving time and resources.
C. It eliminates the need for continuous integration.
D. It increases the overall testing time and costs.

Answer: B

Explanation:
Integrating testing early helps identify security vulnerabilities and configuration issues before they reach production, reducing
remediation costs and time. Reference: [Security Guidance v5, Domain 10 - Application Security]

NEW QUESTION # 163 
What is true of companies considering a cloud computing business relationship?

A. The cloud computing companies are absolved of all data security and associated risks through contracts and data laws.
B. The confidentiality agreements between companies using cloud computing services is limited legally to the company, not the
provider.
C. The cloud computing companies own all customer data.
D. The companies using the cloud providers are the custodians of the data entrusted to them.
E. The laws protecting customer data are based on the cloud provider and customer location only.

Answer: D

NEW QUESTION # 164 
Use elastic servers when possible and move workloads to new instances.

A. False
B. True

Answer: B

NEW QUESTION # 165 
Logs, documentation, and other materials needed for audits and compliance and often serve as evidence of compliance activities are
known as:

A. Documented Evidence
B. Log Trail
C. Artifacts
D. Proof of Audit



Answer: C

Explanation:
Artifacts are the logs, documentation, and other materials needed for audits and compliance; they are the evidence to support
compliance activities. Both providers and customers have responsibilities for producing and managing their respective artifacts.
Reference: CSA Security GuidelinesV.4(reproduced here for the educational purpose)

NEW QUESTION # 166
......
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