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F5 Security Solutions 52 & 401 5% 5% & (Q68-Q73):

HMA #68

Which sources of threat data are most likely to provide actionable insights for enhancing an organization's security posture?
(Select TWO)

Response:

A. Internal memos

B. Threat intelligence feeds
C. Enployee social events
D. Security conferences

Eﬁ: B\ D

HM #69

Scenario: During a security review, your team finds that recent threat analysis reports have not been mntegrated into the existing threat
models. This oversight could lead to inadequate threat mitigation.

What steps should you take to correct this?

Response:

e A Assigna teamto monitor and update threat models continuously.
¢ B. Develop a new process for regularly integrating threat intelligence.
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¢ (. Review past incidents to determine if the lack of updates had any impact.
¢ D. Immediately update all threat models with the latest reports.

Eﬁ: B\ D

HE #70
What is the primary goal of a proactive security response plan?
Response:

A. To react quickly after a breach

B. To document security incidents

C. To prevent security incidents from occurring
D. To increase the budget for security tools

Ef#: C

HE#T1

Scenario: After a security incident, it was discovered that the incident response team had not been adequately trained on the latest
threats and mitigation strategies.

‘What should be done to improve future incident response?

Response:

A. Conduct regular training sessions to keep the team updated on new threats.
B. Assign incident response duties to external contractors.

C. Rely on existing knowledge and hope the team adapts during an incident.
D. Reduce the frequency of threat updates to avoid overwhelming the team.

Ef: A

B #72
Which security framework is commonly used for securing Internet of Things (IoT) devices?
Response:

A.ISO 27001

B. NIST Cybersecurity Framework
C. IoT Security Framework

D. HIPAA
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