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A. User access log
B. Incident response plan
C. Intrusion detection system
D. Firewall

Answer: D

Explanation:
A firewall is a preventive control that helps to protect a network by acting as a barrier between internal and external networks,
monitoring and controlling incoming and outgoing traffic based on predetermined security rules. It prevents unauthorized access and
defends against network-based attacks.

NEW QUESTION # 106 
Which of the following threat intelligence techniques involves monitoring network traffic and analyzing abnormal patterns or
behaviors?

A. Signature-based Detection
B. Reputation-based Detection
C. Indicators of Compromise (IoCs)
D. Anomaly-based Detection

Answer: D

Explanation:
Anomaly-based detection involves monitoring network traffic and comparing it against baseline or normal behavior. It looks for any
abnormal patterns or behaviors that could indicate potential threats.

NEW QUESTION # 107 
Which of the following is an example of a detective control?

A. Patch management
B. Access control list (ACL)
C. Security information and event management (SIEM) system
D. Encryption

Answer: C

Explanation:
A SIEM system is a detective control that collects and analyzes security event logs from various sources to identify and detect
potential security incidents. It provides real-time monitoring and alerts for suspicious activities, enabling organizations to identify and
respond to security events effectively.

NEW QUESTION # 108 
What is a denial of service (DoS) attack?

A. A technique used by attackers to obtain sensitive information through deception.
B. A software program that is designed to damage, disrupt, or gain unauthorized access to a computer system.
C. An attack that overwhelms a target system with a flood of traffic or requests, rendering it inaccessible to legitimate users.
D. A form of cyber attack that attempts to gain unauthorized access to a network.

Answer: C

Explanation:
A denial of service (DoS) attack is a type of cyber attack that aims to make a target system or network unavailable to its intended
users by overwhelming it with a flood of traffic or requests. This effectively denies legitimate users access to the system.

NEW QUESTION # 109 



Which of the following is a secure method for sharing sensitive documentation with external parties?

A. Uploading the documents to a public file-sharing service
B. Sending the documents via email attachments
C. Printing the documents and sending them through traditional mail
D. Using an encrypted communication channel

Answer: D

Explanation:
Sending sensitive documentation via email or public file-sharing services presents security risks. It is recommended to use an
encrypted communication channel, such as secure file transfer protocol (SFTP) or a secure cloud-based collaboration platform, to
protect the confidentiality and integrity of the information being shared.

NEW QUESTION # 110
......
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