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FIRE #90

An administrator needs to ensure the company has access to key information about their Nutanix Files deployment shares and files,
such as Malicious Clients, Vulnerable Shares, and a list of potential ransomware attack attempts. What must be deployed on-
premises to provide the monitoring needed to see this information?

A. LCM dark site webserver
B. Data Lens

C. File Analytics VM

D. Prism Central

ER: C
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To monitor key information about a Nutanix Files deployment, such asMalicious Clients, Vulnerable Shares
, and alist of potential ransomware attack attempts, the administrator must deploy theFile Analytics VM on-premises. Nutanix File
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Analytics is a dedicated virtual machine that provides advanced monitoring and analytics for Nutanix Files, offering insights into
security-related activities, including malicious client behavior, share vulnerabilities, and ransormware detection.

TheNutanix Unified Storage Administration (NUSA)course states, "File Analytics is a VM that must be deployed on-premises to
provide detailed monitoring of Nutanix Files, including identifying Malicious Clients, Vulnerable Shares, and potential ransormware
attack attempts through its analytics and anomaly detection features." File Analytics includes dashboards and widgets that specifically
highlight security risks, such as the Malicious Clients list (clients exhibiting suspicious behavior), Vulnerable Shares (shares with
overly permissive access), and ransomware detection (based on file activity patterns like mass encryption or renaming).
TheNutanix Certified Professional - Unified Storage (NCP-US)study guide further elaborates that

"deploying the File Analytics VM enables administrators to monitor Nutanix Files for security threats, providing visibility into
Malicious Clients, Vulnerable Shares, and ransomware attempts through its integrated analytics engine." File Analytics runs locally
within the Nutanix cluster, making it suitable for on-premises deployments and capable of operating in isolated environments like
dark sites.

The other options are incorrect:

* LCM dark site webserver: An LCM dark site webserver is used to host software updates for LCM in air-gapped environments
but does not provide monitoring or analytics for Nutanix Files.

* Prism Central: Prism Central provides centralized management and monitoring for Nutanix clusters but does not offer the specific
security-focused analytics (e.g., Malicious Clients, ransomware detection) that File Analytics provides for Nutanix Files.

* Data Lens: Nutanix Data Lens is a cloud-based service for data lifecycle management and analytics, primarily for Nutanix Objects
and Files, but it focuses on tiering and data placement, not security monitoring like ransomware detection or malicious clients.

The NUSA course documentation emphasizes that "the File Analytics VM is the essential on-premises component for monitoring
Nutanix Files, providing critical security insights such as Malicious Clients, Vulnerable Shares, and ransomware attack attenmpts."
References:

Nutanix Unified Storage Administration (NUSA) Course, Section on File Analytics: "Deployng File Analytics VM for security
monitoring." Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 3: Analyze and Monitor Nutanix
Unified Storage, Subtopic: "File Analytics for Nutanix Files security insights." Nutanix Documentation (https://www.nutanix.com),
Nutanix File Analytics Guide: "Monitoring Malicious Clients, Vulnerable Shares, and ransomware attempts."

8 #91
An admmnistrator wants to control the user visibility of SMB folders and files based on user permissions.
What feature should the administrator choose to accomplish this?

A. Files blocking

B. Role Based Access Control (RBAC)
C. File Analytics

D. Access Based-Enumeration (ABE)

ZE: D
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Access Based-Enumeration (ABE)is a feature in Nutanix Files that controls whether users cansee folders and filesfor which they do
not have access permissions. When ABE is enabled:

* Users will only see the folders/files they are authorized to access.

* Ttems for which they have no permissions will be hidden from view.

The NUSA course describes this feature:

"Access Based- Enumeration (ABE) ensures that users browsing a share will only see folders and files that they have permission to
access, improving security and minimizing confusion." Thus, ABEis the precise feature for controllinguser visibilityof SMB shares
based on permissions.
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A user is logged into Prism Central and has been tasked with creating a new object store.
What could be the cause no clusters are being listed?

A. Access was granted to Prism Element less than 5 minutes ago.
B. Only the local Prism Element Admin can create object stores.
C. Prism Element was registered to Prism Central only 1 hour ago.
D. Only the local Prism Central Admin can create object stores.

EE: A
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According to the Nutanix Unified Storage Administration (NUSA) course, specifically in the module

"Deploying and Configuring Nutanix Objects," theObject Store creationprocess within Prism Central depends on theregistration and
access synchronizationbetween Prism Central and Prism Element. The documentation explicitly states:

"When Prism Central is first connected to a Prism Element cluster, there may be a delay of up to 15 minutes for the access control
and cluster data to fully synchronize. During this time, certain cluster resources may not appear when attempting to create new object
stores." This statement confirns that if the access was granted to Prism Elementless than 5 minutes ago, the cluster will not yet be
visible in the "Cluster" drop-down list. This delay in synchronization is the reason for the empty cluster list in the mterface.

* Option Ais incorrect because Prism Central administrators, not just local Prism Element admins, have the authority to create object
stores.

* Option Bis incorrect because the delay is not tied to the 1-hour registration time, but rather the few mmutes required for nitial
synchronization.

* Option Cis incorrect because the Prism Element admin role is not a prerequisite for this task within Prism Central.

Reference:

Nutanix Unified Storage Administration (NUSA) course - Module: Deploying and Configuring Nutanix Objects - Section:
Synchronization and Cluster Visibility in Prism Central.

Nutanix Unified Storage (NCP-US) Study Guide - Topic: Object Store Creation Requirements and Synchronization Delays.
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A company is planning to upgrade the Nutanix Objects cluster deployed on-premise to the latest version. An administrator has
logged into Prism Central using domain credentials. After navigating to the LCM page and performing an inventory, the administrator
notices that the latest version of Objects is not showing. The following components have been updated to the latest available version
listed in LCM: MSP Controller, Objects Manager, Objects Services. After running an LCM inventory successfilly, the latest version
of Objects still is not listed. What could be the reason?

A. The administrator does not have needed permissions

B. The MSP Controller on Prism Element has not been updated
C. The Objects version is not supported on-premise

D. Prism Central is not running a compatible version

ZX: D
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The issue involves an administrator attempting to upgrade a Nutanix Objects cluster using Prism Central's Lifecycle Manager
(LCM), but the latest version of Nutanix Objects is not listed after running an inventory, despite other components (MSP Controller,
Objects Manager, Objects Services) being updated. The most likely reason is thatPrism Central is not running a compatible
versionrequired to support the latest Nutanix Objects version.

TheNutanix Unified Storage Administration (NUSA)course states, "LLCM upgrades for Nutanix Objects require Prism Central to be
running a version that is compatible with the target Objects version; if Prism Central is not on a compatible version, the latest Objects
version will not be listed in the LCM mnventory." Prism Central orchestrates LCM upgrades, and its version must support the new
features, APIs, and metadata of the target Nutanix Objects version. If Prism Central is running an older version, it may not recognize
or list newer versions of Nutanix Objects available for upgrade.

TheNutanix Certified Professional - Unified Storage (NCP-US)study guide further elaborates that "a common reason for missing
component versions in LCM is an incompatible Prism Central version; administrators must ensure Prism Central is upgraded to a
version that supports the target Nutanix Objects release." The guide recommends checking the Nutanix compatibility matrix to verify
that the current Prism Central version supports the desired Objects version and upgrading Prism Central if necessary.

The other options are incorrect:

* The administrator does not have needed permissions: The administrator has already logged nto Prism Central, navigated to the
LCM page, and performed an inventory, indicating sufficient permissions to view available versions. Permission issues would
typically prevent access to LCM entirely.

* The Objects version is not supported on-premise: Nutanix Objects is fully supported on-premise, and there is no indication that
the target version is cloud-only.

* The MSP Controller on Prism Element has not been updated: The MSP Controller has already been updated to the latest version
as per the scenario, and the MSP Controller on Prism Element is not directly responsible for listing Objects versions in Prism
Central's LCM.

The NUSA course documentation emphasizes that "ensuring Prism Central is on a compatible version is a critical step before
upgrading Nutanix Objects via LCM; an incompatible Prism Central version will prevent the latest Objects version from appearing in
the mventory." References:

Nutanix Unified Storage Administration (NUSA) Course, Section on Lifecycle Management: "Prism Central compatibility for
Nutanix Objects upgrades." Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 1: Deploy and
Upgrade Nutanix Unified Storage, Subtopic: "LCM upgrade troubleshooting for Nutanix Objects." Nutanix Documentation
(https//www.nutanix.com), LCM Administration Guide: "Prism Central version compatibility for component upgrades.”

FIRE #94

A company is managing two Nutanix clusters between two different availability zones: one on-prem and one running in the public
cloud (NC2). The company is evaluating Nutanix Files and is looking for a solution that supports: 15-minute RPO or less, guided
DR process, and minimal operations at failover time. Which data protection strategy should be considered?

A. Protection Domain
B. Smart Sync

C. Cloud Connect

D. Smart DR

ZE: D
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To meet the requirements of al 5-minute RPO (Recovery Point Objective) or less, aguided DR (Disaster Recovery) process,
andmmimal operations at failover timefor Nutanix Files across two Nutanix clusters (on-prem and in the public cloud via NC2), the
company should considerSmart DR. Smart DR is a disaster recovery feature specifically designed for Nutanix Files, enabling



replication of file shares between primary and recovery sites with low RPOs, guided failover processes, and automated recovery
workflows.

TheNutanix Unified Storage Administration (NUSA)course states, "Smart DR for Nutanix Files supports replication with an RPO as
low as 15 minutes, provides a guided disaster recovery process through Prism Central, and mmimizes operations at faillover by
autormating client redirection and share activation." Smart DR uses asynchronous replication to copy file share data to the recovery
site, allowing for a 15-minute RPO by scheduling replication at 15-minute intervals. The guided DR process is facilitated through
Prism Central's UL, which provides step-by-step workflows for failover and faiback. Additionally, Smart DR automates client
redirection by leveraging AD and DNS updates, minimizing manual operations during failover.

TheNutanix Certified Professional - Unified Storage (NCP-US)study guide further elaborates that "Smart DR is ideal for Nutanix
Files deployments across availability zones, such as on-premand NC2, supporting RPOs as low as 15 minutes, guided recovery
workflows, and automated failover with minimal operational overhead." This makes Smart DR the best match for the company's
requirerments, as it addresses all three criteria effectively.

The other options are incorrect:

* Protection Domain: Protection Domains are used for VM-level replication and disaster recovery in Nutanix, not for Nutanix Files.
They also typically have higher RPOs (e.g., 1 hour) and are not designed for file share recovery.

* Smart Sync: Smart Sync is not a Nutanix feature; it may refer to third-party tools or unrelated functionalities and is not applicable
here.

* Cloud Connect: Cloud Connect is a feature for backing up or replicating data to public cloud providers, but it is not specific to
Nutanix Files and does not support a 15-minute RPO or guided DR processes for file shares.

The NUSA course documentation highlights that "Smart DR is the recommended data protection strategy for Nutanix Files in multi-
site environments, offering low RPOs, guided DR workflows, and automated failover to minimize downtime and operational
complexity." References:

Nutanix Unified Storage Administration (NUSA) Course, Section on Nutanix Files: "Smart DR for disaster recovery across
availability zones." Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 2: Configure and Utilize Nutanix
Unified Storage, Subtopic: "Smart DR capabilities for Nutanix Files." Nutanix Documentation (httpsz//www.nutanix.com), Nutanix
Files Admmistration Guide: "Smart DR setup for multi-site file share protection.”
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