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¢ Reliability and Business Continuity: This section measures the skills of System Administrators and focuses
on maintaining scalability, elasticity, and fault tolerance. It includes configuring load balancing, auto scaling,

FH 1 Multi-AZ deployments, implementing backup and restore strategies with AWS Backup and versioning,

and ensuring disaster recovery to meet RTO and RPO goals.

¢ Networking and Content Delivery: This section measures skills of Cloud Network Engineers and focuses

on VPC configuration, subnets, routing, network ACLs, and gateways. It includes optimizing network cost
FH 2 and performance, configuring DN'S with Route 53, using CloudFront and Global Accelerator for content
delivery, and troubleshooting network and hybrid connectivity using logs and monitoring tools.
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¢ Monitoring, Logging, Analysis, Remediation, and Performance Optimization: This section of the exam
measures skills of CloudOps Engineers and covers implementing AWS monitoring tools such as
CloudWatch, CloudTrail, and Prometheus. It evaluates configuring alarms, dashboards, and notifications,
analyzing performance metrics, troubleshooting issues using EventBridge and Systers Manager, and
applying strategies to optimize compute, storage, and database performance.

FH 3

¢ Security and Compliance: This section measures skills of Security Engineers and includes implementing
IAM policies, roles, MFA, and access controls. It focuses on troubleshooting access issues, enforcing
=M 4 compliance, securing data at rest and in transit using AWS KMS and ACM, protecting secrets, and

applying findings from Security Hub, GuardDuty, and Inspector.

¢ Deployment, Provisioning, and Automation: This section measures the skills of Cloud Engineers and covers

provisioning and maintaining cloud resources using AWS CloudFormation, CDK, and third-party tools. It
=A 5 evaluates automation of deployments, remediation of resource issues, and managing infrastructure using
Systems Manager and event-driven processes like Lambda or S3 notifications.

Z| &l Amazon Associate SOA-C03 FE2EMZEA (Q94-Q99):
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A company hosts an FTP server on EC2 instances. AWS Security Hub sends findings to Amazon EventBridge when the FTP port
becomes publicly exposed in attached security groups.

A CloudOps engineer needs an automated, event-driven remediation solution to remove public access from security groups.
Which solution will meet these requirements?

e A Create a cron job for the FTP server to invoke an AWS Lambda fimction. Configure the Lambda function to modify the
security group of the identified EC2 instances and to remove the instances that allow public access.

¢ B. Configure the existing EventBridge event to stop the EC2 instances that have the exposed port.

e (. Create a cron job for the FTP server that invokes an AWS Lambda function. Configure the Lambda finction to modify
the server to use SFTP instead of FTP.

e D. Configure the existing EventBridge event to invoke an AWS Lambda function. Configure the fimction to remove the
security group rule that allows public access.

HE. D
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Per the AWS Cloud Operations and Security Automation documentation, Security Hub integrates with Amazon EventBridge to
publish findings in real time. These events can trigger automated responses using AWS Lambda functions or AWS Systems
Manager Automation runbooks.

In this scenario, the correct CloudOps approach is to configure the existing EventBridge rule to invoke a Lambda function that
nspects the event payload, identifies the affected security group, and removes the offending imbound rule (e.g, port 21 open to
0.0.0.0/0).

This event-driven remediation provides continuous compliance and eliminates manual intervention. Cron jobs (Options B and C)
contradict event-driven design and add operational overhead. Stopping instances (Option A) doesn't address the root cause - the
insecure security group.

Thus, Option D aligns with AWS best practices for automated security remediation through EventBridge and Lambda.

B2 #95

An application runs on Amazon EC2 instances that are in an Auto Scaling group. A CloudOps engineer needs to implement a
solution that provides a central storage location for errors that the application logs to disk. The solution must also provide an alert
when the application logs an error.

What should the CloudOps engineer do to meet these requirements?

¢ A Deploy and configure the Amazon CloudWatch agent on the EC2 instances to log to a CloudWatch log group. Create a
metric filter on the target CloudWatch log group. Create a CloudWatch alarm that publishes to an Amazon Simple
Notification Service (Amazon SNS) topic that has an email subscription.

¢ B. Create a cron job on the EC2 instances to identify errors and push the errors to an Amazon CloudWatch metric filter.
Configure the filter to publish to an Amazon Simple Notification Service (Amazon SNS) topic that has an SMS subscription.



¢ (. Create an Auto Scaling lifecycle hook that invokes an EC2-based script to identify errors.Configure the script to push the
error messages to an Amazon CloudWatch log group when the EC2 instances scale in. Create a CloudWatch alarm that
publishes to an Amazon Simple Notification Service (Amazon SNS) topic that has an email subscription when the number of
error messages exceeds a threshold.

¢ D. Deploy an AWS Lambda function that pushes the errors directly to Amazon CloudWatch Logs.
Configure the Lambda function to run every time the log file is updated on disk.

HE: A
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The AWS Cloud Operations and Monitoring documentation specifies that the Amazon CloudWatch Agent is the recommended tool
for collecting system and application logs from EC2 instances. The agent pushes these logs into a centralized CloudWatch Logs
group, providing durable storage and real-time monitoring,

Once the logs are centralized, a CloudWatch Metric Filter can be configured to search for specific error keywords (for example,
"ERROR" or "FAILURE"). This filter transforms matching log entries into custom metrics. From there, a CloudWatch Alarm can
monitor the metric threshold and publish notifications to an Amazon SNS topic, which can send email or SMS alerts to subscribed
recipients.

This combination provides a fully automated, managed, and serverless solution for log aggregation and error alerting, It eliminates the
need for manual cron jobs (Option B), custom scripts (Option D), or Lambda-based log streaming (Option C).

AR #96

A finance conmpany stores confidential data in an Amazon S3 bucket. The company uses Amazon QuickSight to analyze the data
and create dashboard reports. The company requires that all data access and connections to QuickSight remain within the
company's VPC network boundary.

‘Which solution will meet these requirements?

¢ A. Configure an Amazon S3 VPC gateway endpoint. Route all data from QuickSight through the endpoint to transfer data.
Grant QuickSight permission to access the S3 bucket.

¢ B. Configure a NAT gateway in the company's VPC. Route all data from QuickSight through the NAT gateway to transfer
data. Grant QuickSight permission to access the S3 bucket.

e C. Setup a VPC endpoint for QuickSight. Use an Amazon EC2 instance as a proxy to establish a direct connection between
the VPC and QuickSight. Create a manifest file that ponts to the S3 data. Store the manifest on the EC2 instance. Grant
QuickSight permission to access the EC2 instance.

¢ D. Create an interface VPC endpoint for QuickSight. Configure the endpoint to connect to QuickSight within the VPC by
using AWS PrivateLink. Create a manifest file that points to the S3 data. Grant QuickSight permission to access the S3
bucket.

He. D

ME:

To keep all QuickSight traffic and data access within the VPC boundary, you must use an interface VPC endpoint for QuickSight
via AWS PrivateLink. This provides a private connection from your VPC to the QuickSight service without traversing the public
nternet. Then QuickSight can read data from S3 (referenced via a manifest file) while staying within the VPC path, as long as the
proper S3 permissions are granted.

AR #97

An environment consists of 100 Amazon EC2 Windows instances. The Amazon CloudWatch agent is deployed and running on all
EC2 mstances with a baseline configuration file to capture log files. There is a new requirement to capture DHCP log files that exist
on 50 of'the instances.

What is the MOST operationally efficient way to meet this new requirement?

A. Run the CloudWatch agent configuration wizard on each EC2 instance and select the advanced detail level

B. Login to each EC2 instance with administrator rights and create a PowerShell script to push logs to CloudWatch.

C. Run the CloudWatch agent configuration wizard on each EC2 instance and add DHCP logs manually.

D. Create an additional CloudWatch agent configuration file to capture the DHCP logs. Use AWS Systens Manager Run
Command to restart the CloudWatch agent on each EC2 instance with the append-config option.

He: D



Y.

Comprehensive Explanation (250-350 words):

The CloudWatch agent supports modular configuration using the append-config option, which allows additional log sources to be
added without overwriting the existing baseline configuration. This makes it ideal for incremental log collection changes across large
fleets.

By creating a separate configuration file specifically for DHCP logs and using Systenms Manager Run Command, the CloudOps
engineer can remotely update only the relevant instances in a scalable and automated manner. This approach avoids manual login and
preserves the existing baseline configuration.

Options B and C require manual intervention on each instance, which is not scalable or operationally efficient.

Option D captures additional logs indiscriminately and does not specifically target DHCP logs, potentially increasing noise and cost.
Therefore, Option A is the most efficient and AWS-recommended approach.

HE #98

A company uses Amazon ElastiCache (Redis OSS) to cache application data. A CloudOps engineer must implement a solution to
increase the resilience of the cache and minimize the recovery time objective (RTO).

‘Which solution will meet these requirements?

A. Enable automatic backups and restore the backups when necessary.

B. Create an Amazon EventBridge rule to initiate a backup every hour.

C. Replace ElastiCache (Redis OSS) with ElastiCache (Memcached).

D. Create a read replica in a second Availability Zone and enable Multi- AZ for the Redis replication group.

He: D
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Comprehensive Explanation (250-350 words):

Amazon ElastiCache for Redis supports Multi- AZ replication groups, which provide high availability by automatically promoting a
replica in another Availability Zone if the primary node fails. This architecture significantly reduces recovery time because failover
occurs automatically without manual intervention.

Creating a read replica in a second AZ ensures redundancy and resilience against AZ-level failures. Enabling Multi- AZ allows Redis
to maintain availability during infrastructure issues or maintenance events.

Option A removes persistence and high availability features. Options B and D rely on backups, which increase RTO because restore
operations take time and require manual steps.

Therefore, Multi- AZ Redis with replicas provides the best combination of resilience and minimal RTO.
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