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L. Ani-forensics - ANSWER  The actions that perpetmitors lake o conceal
their locations, activities, or identities.

2. Cell-phone forensics - ANSWER " The process of scarching the contents of
cell phoses

3. Chain of custody - ANSWER « The comtinuity of control of evidence that
makes it possible to account for all that hus happened to evidence between
its onginal collccton wnd its appearance in court, preferably unaltered

4. Compuier forensics - ANSWER « The use of analytical and investigative
techniques to identify, collect, examine amd preserve computer-based
matenial for presentation as evidence 1 a court of law

5. Curniculum Vitse (CV) - ANSWER ' An extensive document expounding
one’s expenence and quelifications for o position, sinlar fo-a resune but
with more detml, In academia und expen work, a0 CV i3 usually used mther
than & resume

6. Daubent Standard - ANSWER ' The standard holding that only methods
amd 1ooks widely acoepted in the scientilic commumiy can be used in court.
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Questions (Q54-Q59):

NEW QUESTION # 54
Which file system is supported by Mac?

A. EXT4

B. FAT32

C. NTFS

D. Hierarchical File System Plus (HFS+)

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Mac systems traditionally use the Hierarchical File System Plus (HFS+), which supports features such as journaling and metadata
handling suited for Mac OS environments. Newer versions use APFS but HFS+ remains relevant.

* NTFS is primarily a Windows file system

* EXT4 is a Linux file system.

* FAT32 is a generic cross-platform file system but lacks advanced features.

Reference:Apple and NIST documentation confirm HFS+ as a Mac-supported file system for forensic analysis.

NEW QUESTION # 55
Which law is related to the disclosure of personally identifiable protected health information (PHI)?

A. The Privacy Protection Act (PPA)

B. Health Insurance Portability and Accountability Act (HIPAA)

C. Communications Assistance to Law Enforcement Act (CALEA)
D. Electronic Commumications Privacy Act (ECPA)

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

HIPAA establishes standards to protect sensitive patient health information (PHI) and regulates the use and disclosure of such
mformation. Forensic investigators dealing with health data must comply with HIPAA to avoid legal violations.

* HIPAA compliance is critical when handling medical records in investigations.

* Breach of PHI privacy can result in civil and criminal penalties.

Reference:HIPAA is widely referenced in cybersecurity and forensic policies relating to healthcare data protection.

NEW QUESTION # 56
A forensic investigator needs to identify where email messages are stored on a Microsoft Exchange server.
Which file extension is used by Exchange email servers to store the mailbox database?

e A .mil
e B..db
e C. .nsf
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e D. .edb
Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Microsoft Exchange Server uses the.edbfile extension for its Extensible Storage Engine (ESE) database files.
These.edbfiles contain the mailbox data including emails, calendar iterms, and contacts.

* nsfis used by IBM Lotus Notes.

* mailand.dbare generic extensions but not standard for Exchange.

* The.edbfile is the primary data store for Exchange mailboxes.

Reference:According to Microsoft technical documentation and forensic manuals, the Exchange mailbox database is stored
in.edbfiles, which forensic examiners analyze to recover email evidence.

NEW QUESTION # 57
An organization has identified a system breach and has collected volatile data from the system
Which evidence type should be collected next?

A. Running processes

B. Network connections
C. File timestamps

D. Temporary data

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

In incident response, after collecting volatile data (such as contents of RAM), the next priority is often to collect network-related
evidence such as active network connections. Network connections can reveal ongoing commumications, attacker activity, command
and control channels, or data exfiltration paths.

* Running processes and temporary data are also volatile but typically collected simultaneously or immediately after volatile memory.
* File timestamps relate to non-volatile data and are collected later after volatile data acquisition to preserve evidence integrity.

* This sequence is supported by NIST SP 800-86 and SANS Incident Handler's Handbook which emphasize the volatility of
evidence and recommend capturing network state immediately after memory.

NEW QUESTION # 58
Which tool can be used to make a bit-by-bit copy of a Windows Phone 8?

A. Forensic Tookit (FTK)
B. Data Doctor

C. Pwnage

D. Wolf

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Forensic Toolkit (FTK) is a comprehensive forensic suite capable of acquiring bit-by-bit images from various devices, including
Windows Phone 8, by supporting physical and logical extractions. FTK is widely accepted and used for mobile device forensic
imaging.

* Data Doctor is primarily a data recovery tool, not specialized for mobile forensic imaging,

* Pwnage is related to jailbreaking iOS devices.

* Wolf'is not a recognized forensic imaging tool for Windows Phone 8.

NIST mobile device forensic standards cite FTK as a preferred tool for mobile device imaging.

NEW QUESTION # 59
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