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GIAC Red Team Professional Sample Questions (Q95-Q100):

NEW QUESTION # 95
What is a primary use of a command and control (C2) server in a network intrusion?
Response:

e A To serve as a backup server for data storage
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¢ B. To maintain communication with the compromised systems
¢ C. To distribute malware to target machines
¢ D. To enhance the encryption of data traffic

Answer: B

NEW QUESTION # 96

What are key considerations when selecting a method for lateral movement?
Multiple Correct Answers

Response:

A. The privileges required for the technique

B. The operating system compatibility

C. Minimizing the risk of detection

D. The speed of movement from one system to another

Answer: A,C

NEW QUESTION # 97
In the context of adversary emulation, what does TTP stand for?
Response:

A. Tactics, Techniques, and Procedures
B. Techniques, Threats, and Procedures
C. Tools, Techniques, and Practices

D. Threats, Tactics, and Protocols

Answer: A

NEW QUESTION # 98

What are two common communication protocols used in Command and Control infrastructures?
(Choose two)

Response:

A HTTP/S
B. SMB
C.DNS

D. ICMP

Answer: A,C

NEW QUESTION # 99

In network discovery, which types of nformation are typically gathered using SNMP enumeration?
(Choose two)

Response:

A. Usernames and passwords

B. Network interface and routing information
C. Running services and processes

D. Network device types and roles

Answer: B,D

NEW QUESTION # 100
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