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¢ SD-WAN Troubleshooting; This part assesses the troubleshooting skills of network support specialists.
=x 1 Candidates should be able to diagnose and resolve issues related to SD-WAN rules, session behaviors,

routing inconsistencies, and ADVPN connectivity problems to maintain seamless network operations.

¢ Centralized Management: This domain evaluates network administrators’ competence in deploying and
=x 2 managing SD-WAN configurations centrally using FortiManager. It includes tasks such as implementing
branch configurations and utilizing overlay templates to streamline network management.

¢ Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec

topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex multi-
FH 3 hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area
networks using [Psec technologies.

e SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
=X 4 configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-
WAN members and zones effectively, ensuring foundational network segmentation and management.

¢ Rules and Routing: Targeted at network engineers, this section assesses the ability to configure SD-WAN
=A5 rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the
SD-WAN infrastructure.
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HEE #25
Refer to the exhibit. An administrator checks the status of an SD-WAN topology using the FortiManager SD-WAN monitor menus.
All members are configured with one or two SLAs. Which two conclusions can you draw from the output shown? (Choose two.)

A. One member of branch2_fgt is missing the SLAs.

B. This SD-WAN topology contains only two branch devices.

C. The template view should be used to see the hub devices.

D. branch2_fgt establishes six tunnels to the hubs and they are all up.
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HE #26

Refer to the exhibit.

An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl fgt generates traffic to the 10.0.0.0/8
network.

The administrator expects the traffic to match SD-WAN rule ID 1 and be routed over HUB1-VPN1. However, the traffic is routed
over HUB1-VPN3.

Based on the output shown in the exhibit, which two reasons, individually or together, could explain the observed behavior? (Choose
two.)

A. HUBI1-VPNI does not have a valid route to the destination

B. The traffic matches a regular policy route configured with HUB1-VPN3 as the outgoing device
C. HUB1-VPN3 has a higher member configuration priority than HUB1-VPNI.

D. HUBI1-VPN3 has a lower route priority value (higher priority) than HUBI-VPN1.
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AR #27

Refer to the exhibit.

The exhibit shows the health-check configuration on a FortiGate device used as a spoke. You notice that the hub FortiGate doesn't
prioritize the traffic as expected.

Which two configuration elements should you check on the hub? (Choose two.)

A. The performance SLA uses the same criteria.

B. The performance SLA is configured with set embedded-measure accept.
C. The performance SLA has the parameter priority-out-sla configured.

D. This performance SLA uses the same members.

Y. AB

Y.

The hub must use a performance SLA with the same criteria as the spoke's health check. The spoke's health check is using ping
(protocol ping) and measuring latency (link-cost-factor latency). For the hub to use the data sent by the spoke, its performance SLA
nust be configured to measure the same metrics. Ifthe hub is looking for jitter or packet loss, it will not use the latency data sent by
the spoke.

When a spoke sends embedded health data, the hub FortiGate must be configured to receive and use it. This is done by setting set
embedded-measure accept within the performance SLA configuration on the hub. This setting explicitly tells the hub to trust and use
the performance metrics received from the remote FortiGate (the spoke). Without this setting, the hub will likely ignore the
embedded health data and rely on its own health checks, which could lead to incorrect traffic prioritization.


https://www.pass4test.net/FCSS_SDW_AR-7.4.html

EE #28

Refer to the exhibit.

An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl_fgt generates traffic to the 10.0.0.0/8
network.

The admmistrator expects the traffic to match SD-WAN rule ID 1 and be routed over HUB1-VPN1. However, the traffic is routed
over HUB1-VPN3.

Based on the output shown in the exhibit, which two reasons, individually or together, could explain the observed behavior? (Choose
two.)

A. The traffic matches a regular policy route configured with HUB1-VPN3 as the outgoing device
B. HUB1-VPNI does not have a valid route to the destination

C. HUBI1-VPN3 has a lower route priority value (higher priority) than HUB1-VPNI.

D. HUBI-VPN3 has a higher member configuration priority than HUB1-VPN1.

HE:. Cb

HE #29

Refer to the exhibit.

The administrator analyzed the traffic between a branch FortiGate and the server located in the data center, and noticed the behavior
shown in the diagram.

When the LAN clients located behind FGT1 establish a session to a server behind DC-1, the administrator observes that, on DC-1,
the reply traffic is routed overT2. even though T1 is the preferred member in the matching SD-WAN rule.

‘What can the admmistrator do to instruct DC-1 to route the reply traffic through the member with the best performance?

A. Enable auxiliary-session under config system settings.

B. Enable reply-session under config system sdwan.

C. Enable snat-route-change under config system global.

D. FortiGate route lookup for reply traffic only considers routes over the original ingress interface.

He:. B

MH.

When asymmetric routing is observed (such as reply traffic not following the optimal path), the solution is:

"The auxiliary-session feature, enabled under config system settings, allows FortiGate to consider mutltiple egress interfaces for reply
traffic, not just the original ingress interface. This is crucial for SD-WAN environments where the best path may differ between
forward and return directions, especially when performance or policy rules are dynamically evaluated." Activating this ensures reply
traffic is always sent on the member with the best real-time metrics.

References:

[FCSS_SDW_AR-7.4 1-0.docx Q23]

FortiOS 7.4 CLI Reference, "auxiliary-session for SD-WAN Path Optimization"
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