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Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q110-Q115):
NEW QUESTION # 110 
A company is about to conduct a press release. According to AC.L1-3.1.22: Control information posted or processed on publicly
accessible systems, what is the MOST important factor to consider when addressing CMMC requirements?

A. That the company has to safeguard the release of FCI
B. That the information is correct
C. That the CEO approved the message
D. That so long as the information is only FCI, it can be released

Answer: A
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Explanation:
* AC.L1-3.1.22states:"Control information posted or processed on publicly accessible systems."
* This control requires organizations toensure that FCI (Federal Contract Information) is not publicly postedor made accessible in an
uncontrolled manner.
* FCI must beprotected from unauthorized disclosure, even if it is not classified or CUI.
Reference:
NIST SP 800-171, Requirement 3.1.22
CMMC Level 1 Practice AC.L1-3.1.22
Step 2: Why Safeguarding FCI is Critical in a Press ReleaseIf the company releases apress statementthat includesFCI, it must ensure
that the information is not inadvertently exposing sensitive contract-related data.
FCI includesinformation provided by or generated for theDoD under a contractthat isnot intended for public release.
Organizations mustimplement controlsto prevent unintentional exposure.
Step 3: Why Other Answer Choices Are IncorrectA. That the information is correct (Incorrect):
While accuracy is important,CMMC requirements focus on protecting sensitive information, not just ensuring correctness.
B: That the CEO approved the message (Incorrect):
CEO approval does not satisfy CMMC compliance, as it does not address safeguarding FCI.
D: That so long as the information is only FCI, it can be released (Incorrect):
FCI must be protected and cannot be publicly disclosed unless specifically authorizedby the DoD.
Final Confirmation of Correct Answer:The company must safeguard FCI and ensure that no unauthorized disclosures occur in a
public press release.
Thus, the correct answer is:C. That the company has to safeguard the release of FCI

NEW QUESTION # 111 
In preparation for a CMMC Level 1 Self-Assessment, the IT manager for a DIB organization is documenting asset types in the
company's SSP The manager determines that identified machine controllers and assembly machines should be documented as
Specialized Assets. Which type of Specialized Assets has the manager identified and documented?

A. loT
B. Test equipment
C. Restricted IS
D. Operational technology

Answer: D

Explanation:
Understanding Specialized Assets in a CMMC Self-AssessmentDuringCMMC Level 1 Self-Assessments, organizations must
classify theirassetsin theSystem Security Plan (SSP).
* Operational Technology (OT)includesmachine controllers, industrial control systems (ICS), and assembly machines.
* Thesesystems control physical processesin manufacturing, energy, and industrial environments.
* OT assets are distinct from traditional IT systemsbecause they haveunique security considerations(e.g., real-time control, legacy
system constraints).
Specialized Asset Type: Operational Technology (OT)
* A. IoT (Internet of Things) # Incorrect
* IoT devicesinclude smart home systems, connected sensors, and networked appliances, butmachine controllers and assembly
machines fall under OT, not IoT.
* B. Restricted IS # Incorrect
* Restricted Information Systems (IS) refer to classified or highly controlled systems, whichdoes not apply to standard industrial
machines.
* C. Test Equipment # Incorrect
* Test equipment includes diagnostic tools or measurement devicesused forquality assurance, not industrial machine controllers.
* D. Operational Technology # Correct
* Machine controllers and assembly machinesare part ofindustrial automation and control systems, which are classified
asOperational Technology (OT).
Why is the Correct Answer "D. Operational Technology"?
* CMMC Scoping Guidance for Level 1 & Level 2 Assessments
* DefinesOperational Technology (OT) as a category of Specialized Assetsthat requirespecific security considerations.
* NIST SP 800-82 (Guide to Industrial Control Systems Security)
* Identifiesmachine controllers and assembly machinesas part ofOperational Technology (OT).
* CMMC 2.0 Asset Classification Guidelines
* Specifies thatOT systems should be documented separately in an organization's SSP.



CMMC 2.0 References Supporting This answer:

NEW QUESTION # 112 
What is objectivity as it applies to activities with the CMMC-AB?

A. Demonstrating integrity in the use of materials as described in policy
B. Ensuring full disclosure
C. Avoiding the appearance of or actual, conflicts of interest
D. Reporting results of CMMC services completely

Answer: C

Explanation:
nderstanding Objectivity in CMMC-AB ActivitiesObjectivityin CMMC-AB activities refers to therequirement that assessors and
C3PAOs remain impartial, unbiased, and free from conflicts of interestwhile conducting assessments and providing CMMC-related
services.
Key Aspects of Objectivity in CMMC Assessments:#No conflicts of interest-Assessors must not assess organizations they
havefinancial, professional, or personal ties to.
#Unbiased reporting-Findings must bebased solely on evidence, with no external influence.
#Avoiding even the appearance of a conflict-If there isany perception of bias, it must be addressed.
A). Ensuring full disclosure # Incorrect
Full disclosure is importantbut doesnot define objectivity. Objectivity meansremaining neutral and free from conflicts.
B). Reporting results of CMMC services completely # Incorrect
Whileaccurate reporting is required,objectivity focuses on impartiality, not just completeness.
C). Avoiding the appearance of or actual, conflicts of interest # Correct Objectivity in CMMC-AB activities is primarily about
preventing bias and ensuring fair assessments.
Avoiding conflicts of interest ensures thatassessments are credible and trustworthy.
D). Demonstrating integrity in the use of materials as described in policy # Incorrect Integrity is important, butobjectivity is
specifically about avoiding bias and conflicts of interest.
Why is the Correct Answer "C. Avoiding the appearance of or actual, conflicts of interest"?
CMMC-AB Code of Professional Conduct
Requiresassessors and C3PAOs to avoid conflicts of interestand maintainimpartiality.
CMMC Assessment Process (CAP) Document
Emphasizes that assessments must befree from external influence and conflicts of interest.
ISO/IEC 17020 Requirements for Inspection Bodies
Definesobjectivity as avoiding conflicts of interest in the assessment process.
CMMC 2.0 References Supporting This Answer

NEW QUESTION # 113 
An OSC performing a CMMC Level 1 Self-Assessment uses a legacy Windows 95 computer, which is the only system that can run
software that the government contract requires. Why can this asset be considered out of scope?

A. It is a restricted IS
B. It is government property
C. It handles CUI
D. It is operational technology

Answer: A

Explanation:
A Restricted Information System (IS) is defined as an asset that cannot meet modern security controls but is still needed for contract
performance. These systems may be declared out of scope if they are properly isolated, mitigated, and documented. A legacy
Windows 95 computer meets the definition of a restricted IS.
Supporting Extracts from Official Content:
* CMMC Scoping Guide (Level 2): "Restricted IS assets are those that cannot reasonably apply security requirements due to legacy
or operational constraints. They are not assessed but must be identified and protected by alternative methods." Why Option B is
Correct:
* The Windows 95 system is an example of a restricted IS, so it can be scoped out.
* Option A is incorrect - the asset is not handling CUI in this case.



* Option C is incorrect - government property designation does not define scope.
* Option D is incorrect - while it is "legacy," it is not classified as OT; the correct CMMC term is restricted IS.
References (Official CMMC v2.0 Content):
* CMMC Scoping Guide, Level 1 and Level 2 - Restricted IS definition.

NEW QUESTION # 114 
What is the MINIMUM required marking for a document containing CUI?

A. A cover page must be placed to obscure content with the acronym "CUI" prominently placed
B. "CUI" must be placed in the header and footer of the document
C. Portion marks must be placed on all sections, parts, paragraphs, etc. known to contain CUI
D. "WCUI" must be placed in the header and footer of the document

Answer: B

Explanation:
Per DoDI 5200.48, Controlled Unclassified Information (CUI), the minimum marking requirement is that the word "CUI" must
appear in the header and footer of each page of a document containing CUI. Additional markings such as portion markings or cover
sheets may be applied depending on the situation, but the minimum baseline requirement is header and footer placement of "CUI".
Reference Documents:
* DoDI 5200.48, Controlled Unclassified Information (CUI)

NEW QUESTION # 115
......
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