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¢ AML Foundations for Cryptoasset and Blockchamn: This section of the exam measures skills of Anti-
Money Laundering (AML) Officers and Crypto Compliance Specialists. It covers foundational knowledge
FE 1 of AML principles tailored to the cryptoasset and blockchain environment, introducing the regulatory

landscape, typologies of financial crime, and the evolving risks associated with cryptoassets.
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¢ Cryptoasset and Blockchain: This domain targets Blockchain Analysts and Crypto Risk Managers. It

focuses on understanding cryptoasset technologies, blockchain fndamentals, and their operational
FE2 characteristics. Candidates learn about cryptoasset transaction flows, wallets, exchanges, smart contracts,
and the challenges these present to financial crime prevention.

¢ Risk Management Programs for Cryptoasset and Blockchain: This section measures expertise of

Compliance Managers and Risk Officers in developing and implementing risk management frameworks
T3 specifically for the crypto sector. It includes procedures for assessing crypto-related financial crime risks,
designing controls, monitoring compliance, and adapting to emerging threats within the cryptoasset
ecosystem
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8 #28

A customer who runs a cryptoasset automated teller machine (ATM) comes into a financial institution and deposits a larger than
usual amount. When asked about the depostt, the customer answers there has been broader adoption of cryptoassets in the region
where the ATM is located. Which additional information about the business would indicate high risk for money laundering? (Select
Two.)

A. The cryptoasset ATM supports a variety of cryptoassets.

B. The volume and the number of users increase.

C. The region is located within a high-risk jurisdiction.

D. The region is neighboring with a narcotic-producing jurisdiction.
E. The cryptoasset ATM was recently licensed.

EX: CD
f REER B«

Money laundering risk increases if the business operates in or near high-risk jurisdictions (D) or regions associated with narcotics
production (C), as these are common sources of illicit funds.

An increase in volume and users (A) or supporting various cryptoassets (B) alone does not necessarily increase ML risk. Recent
licensing (E) may indicate regulatory compliance, potentially lowering risk.

8 #29
In a blockchain 51% attack, what does 51% refer to?

A. Exchanges

B. Computational power required for mining
C. Governance tokens
D. Wallets

Z%: B

fE R A«

A 51% attack refers to a situation where a single miner or group controls more than 50% of the blockchain network's computational
(hashing) power. This majority control allows them to manipulate the blockchain ledger by double-spending or blocking transactions.
This term is widely recognized in blockchain security contexts and is referenced i typology papers on crypto financial crime risks,
including those issued by UAE authorities and FATF.
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DFSA AML thematic reviews mention the risk of manipulation and double spending in blockchains susceptible to 51% attacks.
Typology reports on cryptoasset risks highlight computational power concentration as a core vulnerability.

"51% refers to the percentage of total mining power or computational power in the network" is the standard definition across crypto
AML/CFT frameworks [31.92. TFS Typology Paper Eng 4.pdf; AMLCFT Guidance for FIs.pdf] .

Thus, C is correct.

i =8 #30
Which blockchain features built-in privacy measures to prevent tracing and conceal ownership and flow of illicit fnds?

A. Polygon
B. Ethereum
C. Cardano
D. Monero

EX: D

i RE B -

Monero is a privacy-focused blockchain designed with built-in features like ring signatures, stealth addresses, and confidential
transactions to obfuscate sender, receiver, and transaction amounts, making tracing difficult.

Cardano, Polygon, and Ethereum are not designed primarily with these privacy features and have publicly traceable ledgers, although
privacy solutions may be layered on.

PR #31
Which statement describes what a staff member should do If suspicious activity is identified?

A. Inform the customer of concerns about the suspicious activity to obtain clarification.

B. Monitor the customer's transactions for the next 6 months to analyze the customer's behavior

C. Report the suspicious activity immediately to the designated Money Laundering Reporting Officer
D. Report the suspicious activity immediately to the financial mvestigation unit.

ER: C

fE AR A -

Staff must report any suspicious activity immediately to the designated Money Laundering Reporting Officer (MLLRO) or equivalent
within their organization. The MLRO is responsible for assessing the suspicion and deciding on escalation to the relevant authorities.
Informing customers (A) could compromise investigations. Reporting directly to financial mvestigation units (B) is not the staff
member's role. Monitoring transactions without reporting (D) delays required action and risks regulatory non-compliance.

DFSA AML Module and FATF Recommendations emphasize timely internal reporting to designated officers as the first step in
managing suspicious activity.

R #32
Which of the following are functions of cryptoasset mining? (Select Two.)

A. Generating new cryptoassets

B. Optimizing and improving the finctionality of the network
C. Validating transactions on the blockchain

D. Ensuring the security of the network

EE: AC

fE R A -

Mining generates new cryptoassets (A) by rewarding miners for solving conmplex cryptographic puzzles. It also validates transactions
on the blockchain (D) by confirming and recording them in blocks, ensuring the integrity of the ledger.

‘While mning indirectly contributes to network security, the core security mechanisms mvolve consensus protocols beyond mining
alone (B). Optimizing network finctionality (C) is usually a development task rather than a mining finction.
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