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HashiCorp Certified: Vault Associate (003)Exam Sample Questions (Q104-
Q109):

NEW QUESTION # 104
You have successfully authenticated using the Kubernetes auth method, and Vault has provided a token. What HTTP header can be
used to specify your token when you request dynamic credentials? (Select two)

A. Authentication: <token>

B. Authorization: Bearer <token>
C. Token: <token>

D. X-Vault-Token: <token>

Answer: B,D

Explanation:

Comprehensive and Detailed In-Depth Explanation:

After authenticating with the Kubernetes auth method, Vault returns a token that must be included in subsequent API requests to
retrieve dynamic credentials. The Vault documentation specifies two valid HTTP headers for this purpose:

"Once authenticated, most Vault operations require a client token to be set either via the X-Vault-Token header or via the
Authorization header using the Bearer type. For example:

* X-Vault-Token: <token>

* Authorization: Bearer <token>"-Vault API Documentation: Authentication

* A: X-Vault- Token: <token> is the primary Vault-specific header for token authentication:

"The X-Vault-Token header is used to specify the token when requesting dynamic credentials from Vault.

This header is commonly used to authenticate and authorize requests to Vault services."

-Vault API Docurmentation

* D: Authorization: Bearer <token> is a standard HTTP authentication header supported by Vault:

"The Authorization header with the Bearer token format is another common way to specify the token when requesting dynamic
credentials from Vault. This header is widely used for authentication purposes in HT TP requests."

-Vault API Documentation

* B: Token: <token> is not a recognized Vault header.

* C: Authentication: <token> is not a standard or supported header in Vault; the correct header is Authorization.

These headers ensure the token is passed securely to Vault for authorizing credential requests.

References:

Vault API Documentation: Authentication

Vault Tokens

NEW QUESTION # 105
What is the default TTL for tokens in Vault if one is not specified?

A. 15 minutes

B. 768 hours (32 days)
C. 60 minutes (1 hour)
D. 24 hours (1 day)

Answer: B

Explanation:
Comprehensive and Detailed In-Depth Explanation:


https://www.prepawayete.com/HashiCorp/HCVA0-003-latest-exam-dumps.html

In HashiCorp Vautt, thedefault TTL (Time To Live)for tokens, when not explicitly specified, is768 hours, equivalent to32 days. This
applies to both the initial TTL and the maximum TTL unless overridden.

* Default Configuration: The documentation states: "When no specific TTL is provided, a generated token will inherit the default TTL
which is 768 hours (32 days)." This long default ensures usability in many scenarios while allowing customization.

* Customization Option: Operators can adjust this using commands like vault write sys/mounts/auth

/token/tune default lease tt=1hmax lease ttE=24h, but without such tuning, 768 hours applies.

* Incorrect Options:

* A. 24 hours: Too short for Vault's default; it's a common custom setting instead.

* B. 15 minutes: Far too brief and not aligned with Vault's defaults.

* D. 60 mmnutes: Another common custom value, not the defauilt.

This default balances usability with security, encouraging explicit configuration for shorter-lived tokens when needed.
Referencehttps//developer.hashicorp.com/vault/docs/concepts/tokens

NEW QUESTION # 106

You have ciphertext stored in an Amazon S3 bucket encrypted by the key named prod-customer. Will Vault decrypt this data with
the command vault write transit/decrypt/prod-customer ciphertext="vault:v4:

XalOFLtnl3emyWb7QCsXsU/kCOn7..." given this output?

* § vault read transit/keys/prod-customer

* keys map[4:1549347108 5:1549347109 6:1549347110]

* Jatest_version 6

* min_available version 0

* min_decryption version 4

* min_encryption version 0

Will Vault decrypt this data for you by running the following command?

* § vault write transit/decrypt/prod-customer ciphertext="vault:v4:Xal fOFIJtn1 3emyWb7QCsXsU
/kCOn7..."

e A Yes, because the minimum decryption key configuration is set to 4
¢ B. No, since the latest version of the key is 6

Answer: A

Explanation:

Comprehensive and Detailed In-Depth Explanation:

Vault can decrypt if the key version is available:

* A. Yes: "The mnimum decryption version set to 4 indicates that Vault will be able to decrypt data encrypted with version 4 of the
key."

* Incorrect Option:

* B. No: "The latest version being 6 does not impact Vault's ability to decrypt earlier versions."
Referencehttpss//developer.hashicorp.comyvault/docs/secrets/transit#usage

NEW QUESTION # 107
Using the Vault CLI, there are several ways to create a new policy. Select the valid commands (Select three)

e A. vault policy create my-policy /tmp/policy.hcl
e B. $ cat user.hcl | vault policy write my-policy -
e C. vault policy write my-policy - << EOF

path "secret/data/*" {

capabilities = ["create", "update']

!

S

EOF
e D. vault policy write my-policy /tmp/policy.hcl

Answer: B,C,D

Explanation:



Comprehensive and Detailed in Depth Explanation:

Vault provides multiple valid ways to create a policy via the CLI using the vault policy write command. The HashiCorp Vault
documentation states: "To write a policy, use the vault policy write command." The valid methods are:

* A: "vault policy write my-policy - << EOF ... EOF uses heredoc syntax to inline policy content, which Vault accepts directly."

* C: "vault policy write my-policy /tmp/policy.hel writes a policy froma file, a standard method per the docs: '"The policy can be read
froma file or piped from stdin.""

* D: "cat user.hcl | vault policy write my-policy - pipes policy content from a file via stdin, another documented approach: "You can
pipe the policy content to the command using -."" Option B, vault policy create, is invalid as no such command exists-only vault
policy write is used. Thus, A, C, and D are correct.

Reference:

HashiCorp Vault Documentation - Policies: Write a Policy

NEW QUESTION # 108
Which of the following statements best describes the difference between static and dynamic credentials in a secrets management
system?

A. Static credentials only apply to specific use cases, while dynamic credentials can be used everywhere.

B. Static credentials are ephemeral and rotated frequently, while dynamic credentials remain unchanged indefinitely.
C. Static credentials often remain persistent for long periods of time, while dynamic are short-lived and auto-rotated.
D. They are functionally identical-the only difference is what secrets engine creates them

Answer: C

Explanation:

Comprehensive and Detailed in Depth Explanation:

The key difference between static and dynamic credentials lies in their lifecycle and management. The HashiCorp Vault
documentation explains: "Static credentials are typically assigned and remain valid for long stretches, requiring manual rotation. By
contrast, dynamic credentials are issued on-demand, designed to be short-lived, and automatically rotated or revoked when they
expire." This reduces exposure risk and simplifies management, making C the correct statement: "Static credentials often remain
persistent for long periods of time, while dynamic are short-lived and auto-rotated." Option A is incorrect as static and dynamic
credentials differ in function, not just origin. Option B misstates their applicability-static credentials aren't limited to specific use cases,
and dynamic credentials have specific purposes. Option D reverses the definitions entirely. Thus, C aligns with Vault's design.
Reference:

HashiCorp Vault Documentation - Static and Dynamic Secrets

NEW QUESTION # 109
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