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(Q89-Q94):

NEW QUESTION # 89

Refer to the exhibits. Jumpbox and Windows-AD are endpoints from the same remote location.

Jumpbox can access the internet through FortiSASE, while Windows-AD can no longer access the internet.
Based on the information in the exhibits, which reason explains the outage on Windows-AD?
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A. The remote VPN user on Windows-AD no longer matches any VPN policy.

B. The device posture for Windows-AD has changed.

C. Windows-AD is excluded from FortiSASE management.

D. The FortiClient version installed on Windows AD does not match the expected version on FortiSASE.

Answer: B

Explanation:

The Windows-AD endpoint now has both "FortiSASE-Compliant" and "FortiSASE-Non- Compliant" tags due to failing the
antivirus software check. As a result, the Secure Internet Access Policy matches the "Non-Compliant" rule, which is set to Deny,
causing the device to lose internet access.

NEW QUESTION # 90
Refer to the exhibit. Which type of information or actions are available to a FortiSASE admmnistrator from the following output?
Endpoints Software Installations FortiGuard Forensics Analysis
» View Endpoints @< Search filterable columns
Names Vendor: Versions First Detected sLastInstalleds Endp
T-Zip 25.00 (x64) Igor Paviov 25.00 2025/08/07 03:17:26 2025/07/05 1
Add Folder Suggestions dialog Microsoft Corporation 10.0.17763.1 2025/08/07 03:17:26 2018/09/15
Add Folder Suggestions dialog Microsoft Corporation 10.0.19041.4239 2025/08/29 11:35:59 2025/08/29
Adobe Acrobat DC (64-bit) Adobe 22.001.20117 2025/08/28 11:18:27 2025/05/11
Adobe Refresh Manager Adobe Systems Incorporated  1.8.0 2025/08/28 11:18:27 2025/08/28
App Installer Microsoft Corporation 1.26.430.0 2025/08/20 06:01:00 2025/08/28
Application Verifier x64 External Package (DesktopEditions) Microsoft 10.1.26100.4188 2025/08/07 03:17:26 2025/07/04
Application Verifier x64 External Package (OnecoreUAP) Microsoft 10.1.26100.4188 2025/08/07 03:17:26 2025/07/04
Assigned Access Lock app Microsoft Corporation 1000.19041.4239.0 2025/08/29 11:35:59 2025/08/29
AsyncTextSenice Microsoft Corporation 10.0.17763.1 2025/08/07 03:17:26 2018/09/15
AsyncTextService Microsoft Corporation 10.0.19041.4239 2025/08/29 11:35:59 2025/08/29
Captive Portal Flow Microsoft Corporation 10.0.17763.1 2025/08/07 03:17:26 2018/09/15
Captive Portal Flow i tion 10.0.19041.4239 2025/08/29 11:35:59 2025/08/29
CapturePicker F Bmtiun 10.0.17763.1 2025/08/07 03:17:26 2018/09/15

¢ A. Admmistrators can view latest application version available and push updates to managed endpoints.

¢ B. Administrators can view and configure automatic patching of endpoints, and first detected date for applications.

¢ (. Admmistrators can view application details, such as vendor, version, and installation dates to identify unwanted or outdated
software.

¢ D. Admnistrators can view and configure endpoint profiles and ZTNA tags.
Answer: C

Explanation:

The software installations page provides detailed information about applications on endpoints, including vendor, version, and
installation dates. This allows administrators to identify unwanted or outdated software. It does not allow direct patching, updates, or
configuration of endpoint profiles or ZTNA tags from this view.

NEW QUESTION # 91

Refer to the exhibit. An endpoint profile configured by a customer is shown.

A workstation user reports that after installing and connecting the FortiSASE client, they no longer have access to their local home
network printers. The customer On-net rule set is mapped to the office public IP address.

‘What the custommer needs to enable so the user can use the local network printer at home?
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A. The customer must create a new firewall policy to give the user access to the local subnet.

B. The customer should enable Allow local LAN access when endpoint is off-net.

C. The customer should increase the Grace period to allow the user to print immediately after booting the computer.
D. The customer should disable Lockdown endpoint when off-net.

Answer: B

Explanation:

When "Lockdown endpoint when off-net" is enabled, all traffic is blocked unless explicitly allowed, which includes access to local
network resources such as home printers. To restore access to local LAN devices while still maintaining FortiSASE protection, the
administrator must enable the option that permits local LAN communication when the endpoint is off-net.



NEW QUESTION # 92
Which policy type is used to control traffic between the FortiClient endpoint to FortiSASE for secure internet access?

A. VPN policy

B. private access policy

C. secure web gateway (SWG) policy
D. thin edge policy

Answer: C

Explanation:

The Secure Web Gateway (SWQ) policy is used to control traffic between the FortiClient endpoint and FortiSASE for secure
internet access. SWG provides comprehensive web security by enforcing policies that manage and monitor user access to the
mternet.

* Secure Web Gateway (SWG) Policy:

* SWG policies are designed to protect users from web-based threats and enforce acceptable use policies.

* These policies control and monitor user traffic to and from the internet, ensuring that security protocols are followed.

* Traffic Control:

* The SWG policy intercepts all web traffic, nspects it, and applies security rules before allowing or blocking access.

* This policy type is crucial for providing secure internet access to users connecting through FortiSASE.

References:

FortiOS 7.6 Administration Guide: Details on configuring and managing SWG policies.

FortiSASE 23.2 Documentation: Explains the role of SWG in securing internet access for endpoints.

NEW QUESTION # 93
A customer wants to ensure secure access for private applications for their users by replacing their VPN. Which two SASE
technologies can you use to accomplish this task? (Choose two.)

A. secure web gateway (SWG) and cloud access security broker (CASB)
B. SD-WAN on-ramp

C. zero trust network access (ZTNA)

D. secure SD-WAN

Answer: C,D

Explanation:

Zero Trust Network Access provides secure, identity-based access to private applications as a VPN replacement by enforcing strict
authentication and least-privilege access. Secure SD-WAN complements this by enabling optimized, secure connectivity from
branch or remote users to SASE points of presence and private resources.

NEW QUESTION # 94
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