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E R #263

A Spanish electricity customer calls her local supplier with questions about the company's upcoming merger. Specifically, the
customer wants to know the recipients to whom her personal data will be disclosed once the merger is final. According to Article 13
ofthe GDPR, what must the company do before providing the customer with the requested nformation?

A. Verify that the personal data has not already been sent to the customer.

B. Verify that the purpose of the request from the customer is in line with the GDPR.

C. Verify that the request is applicable to the data collected before the GDPR entered into force.
D. Verify that the identity of the customer can be proven by other means.

EfE: C

HR #2064
What is the consequence if a processor makes an independent decision regarding the purposes and means of processing it carries

out on behalf of a controller?

A. The processor will be considered to be a controller in respect of the processing concerned

B. The processor will be liable to pay compensation to affected data subjects

C. The controller will be liable to pay an administrative fine

D. The controller will be required to demonstrate that the unauthorized processing negatively affected one or more of the
parties involved

EfE: A

A -

According to the UK GDPR, a processor is a natural or legal person, public authority, agency or other body which processes
personal data on behalf of the controller1. A processor must act only on the documented instructions of the controller and must not
process the data for its own purposes or in a way that is incompatible with the controller's purposes!. If a processor makes an
independent decision regarding the purposes and means of processing it carries out on behalf of a controller, it will be considered to
be a controller in respect of that processing and will be subject to the same obligations and liabilities as a controller under the UK
GDPRI. This means that the processor will have to comply with the data protection principles, ensure the rights of data subjects,
implement appropriate technical and organisational measures, report data breaches, conduct data protection impact assessments,
appoint a data protection officer if required, and cooperate with the supervisory authorityl. The processor will also be exposed to
the risk of administrative fines, compensation claims, and reputational damagel. References: 1
https/ico.org.uk/for-organisations/uk- gdpr-guidance-and-resources/controllers-and-processors/controllers- and-processors/what-
are-controllers-and-processors/

R #265
According to the Personal Data Protection Commission's (PDPC) "Guide to basic data anonymization techniques," recently adopted
by the Spanish Data Protection Agency, which of the following is NOT a valid basic anonymization technique?

A. Attribute Suppression.
B. Swapping,

C. Generalization.

D. Data Adjustiment.

Ef#E: D

R :

Data adjustment is not a valid basic anonymization technique according to the PDPC's guide12. Data adjustment refers to the
modification of the original data values by adding or subtracting a random amount, or multiplyng or dividing by a random factor3.
This technique may preserve some statistical properties of the data, but it also introduces etrors and naccuracies that may affect the
utifity and quality of the data3. Moreover, data adjustment may not sufficiently protect the identity of individuals, as the adjusted data
may still be linked or matched with other data sources3. Therefore, data adjustment is not recommended by the PDPC as a basic
anonymization technique.



References:
1: GUIDE TO BASIC DATA ANONYMISATION TECHNIQUES Published 25 January 2018 - PDPC 2:
GUIDE TO BASIC ANONYMISATION - PDPC 3: Guide to basic anonymisation and free tool from PDPC

I #266
If'a multi-national company wanted to conduct background checks on all current and potential employees, including those based in
Europe, what key provision would the company have to follow?

¢ A. Background checks on employees could be performed only under prior notice to all employees.

¢ B. Background checks on European employees will stem from data protection and employment law, which can vary between
member states.

¢ C. Background checks are only authorized with prior notice and express consent from all employees including those based in
Europe.

¢ D. Background checks may not be allowed on European employees, but the company can create lists based on its legitimate
nterests, identifying individuals who are ineligible for employment.

Ef#: B

fEEL:

The GDPR does not explicitly regulate background checks, but it does apply to the processing of personal data that may be
obtained or used during such checks. Therefore, the company must comply with the GDPR principles, such as lawfulness, fairness,
transparency, data minimization, purpose limitation, accuracy, storage limitation, integrity and confidentiality, and accountability. The
company nust also identify a lawful basis for processing personal data, such as legal obligation, legitimate interest, or consent, and
respect the data subject rights, such as the right to information, access, rectification, erasure, restriction, objection, and portability.
Moreover, the company nust be aware of the specific rules and restrictions regarding the processing of special categories of data
(such as biometric, health, or political data) and data relating to criminal convictions and offences, which are subject to Article 10 of
the GDPR and the laws of each member state. The company must also consider the national employment laws and the guidelines of
the relevant supervisory authorities, which may impose additional conditions or limitations on the scope, methods, and purposes of
background checks. For example, some member states may require prior authorization, notification, or consultation with the
supervisory authority, the data subject, or the works council before conducting background checks. Some member states may also
prohibit or restrict certain types of background checks, such as social media screening, credit checks, or criminal record checks,
unless they are necessary, proportionate, and relevant for the specific job position or sector. Therefore, the company must conduct a
thorough assessment of the legal framework and the risks and benefits of background checks in each member state where it
operates or recruits employees, and ensure that it has a clear and consistent policy and procedure for conducting background
checks in a GDPR-compliant manner. References: How to 'background check’ under the GDPR, How to perform GDPR compliant
background checks, GDPR and the processing of criminal conviction data across Europe, Pre-employment vetting: Data protection
and crimnal records, How GDPR Affects Background Checking

H #267
Which of the following entities would most likely be exempt from complying with the GDPR?

¢ A. A company that stores all customer data in Australia and is headquartered in a European Union (EU) member state.

¢ B. A Chinese company that has opened a satellite office in a European Union (EU) member state to service European
customers.

e C. A South American company that regularly collects European customers' personal data.

e D. A North American company servicing customers in South Afiica that uses a cloud storage system made by a European

company.
Ef@E: B
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