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Topic 4

¢ Automation Tools: This domain focuses on using infrastructure-as-code tools like Terraform, Ansible,
Azure Bicep, and AWS CloudFormation to automate cloud infrastructure and Fortinet solution

deployments.

Fortinet NSE 7 - Public Cloud Security 7.6 Architect Sample Questions (Q64-

Q69):

NEW QUESTION # 64

Refer to the exhibit. A team of AWS administrators is in the process of installing a FortiWeb ingress controller to protect
containerized web applications in an Amazon Elastic Kubernetes Service (EKS) cluster. While customizing the manifest file in the
image, they realize that they do not know the correct value to enter in the fortiweb-loginfield.

How can they determine he correct value for this field?

Manifest file

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: simple-fanout-example
annotations: {
"fortiweb-ip” : "172.16.0.215",
“"fortiweb-login' : 77977727 ’
“"fortiweb-port™ : "8443",
"fortiweb-ctrl-log"” : "disable”,
"virtual-server-ip" : "172.16.0.153",
"virtual-server-addr-type"” : "ipv4",
"virtual-server-interface”™ : "portl”,
"server-policy-web-protection-profile”™ : "Inline Standard Protection”,
"server-policy-https-service™ : "HTIPS",
“server-policy-http-service” : "HTIP®,
"server-policy-syn-cookie™ : "enmable”,
"server-policy-http-to-https™ : "disable"
}
spec:
ingressClassName: fwb-ingress-controller
rules:
- host: training.fortinet.lab
http:
paths:
- path: /info
pathType: Prefix
backend:
service:
name: servicel
port:
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A. The correct value is the password of the FortiWeb admin account.

B. They must create a Kubernetes secret with the kubectlcommand.

C. They can find the expected value in the manifest file used to deploy the pods.
D. They can refer to the output of the EKS cluster deployment.



Answer: B

Explanation:

The fortiweb-login field in the manifest requires credentials for the FortiWeb ingress controller to authenticate. This is not set directly
in plain text; instead, administrators must create a Kubernetes secret using the kubectl command (containing the FortiWeb admin
username and password), and reference it in the manifest. This ensures secure handling of authentication data.

NEW QUESTION # 65

You need a solution to safeguard public cloud-hosted web applications from the OWASP Top 10 vulnerabilities. The solution must
support the same region in which your applications reside, with minimum traffic cost.

‘Which solution meets the requirements?

A. Use FortiWeb
B. Use FortiGate

C. Use FortiCNP
D. Use FortiADC

Answer: A

Explanation:

FortiWeb is a Web Application Firewall (WAF) designed to protect cloud-hosted applications against the OWASP Top 10
vulnerabilities. Deploying FortiWeb in the same region as the applications minimizes latency and traffic costs while ensuring
application-layer security.

NEW QUESTION # 66

Refer to the exhibit. An administrator has deployed a FortiGate VM in Amazon Web Services (AWS) and is trying to access it using
its public IP address from their local computer. However, the connection is not successfll, and at the same time FortiGate is not
receiving any HTTPS or SSH traffic to its external interface.

‘What should the administrator check for possible issue?

FGT-AP-SDN-Active # diagnose sniffer packet any "host 76.€ ¥ "2 and port 443" 4

Using Original Sniffing Mode
interfaces=[any]
filters=[host 76.60 "™ ¥2 and port 443]

A. Check the FortiGate nstance ID.

B. Check the inbound rules of the security groups.
C. Check the FortiGate firewall policies.

D. Check the debug flow for any network ACLs.

Answer: B

Explanation:

Since the FortiGate VM is not receiving any HTTPS or SSH traffic at all, the most likely cause is that the inbound rules of the AWS
Security Group attached to the FortiGate instance are not permitting traffic on ports 22 (SSH) or 443 (HTTPS). Ifthe Security
Group blocks traffic, packets never reach FortiGate, which explains the absence of captured traffic.

NEW QUESTION # 67

Refer to the exhibit. You have deployed a Linux EC2 instance in Amazon Web Services (AWS) with the settings shown on the
exhibit.

What step must the administrator take to access this instance from the nternet?
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B. Enable SSH and allocate it to the device.

D. Configure the user name and password.
Answer: C

Explanation:

C. Allocate an FElastic IP address and assign it to the instance.

A. Create a NAT gateway associated with the terraformsubnet.

In the exhibit, Auto-assign public IP is disabled, so the EC2 instance has no public IP address. To make it accessible from the
internet (for example, via SSH), the administrator must allocate an Elastic IP (EIP) and assign it to the instance. This provides a

reachable public IP while keeping the private IP intact.

NEW QUESTION # 68
Refer to the exhibit.
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After analyzing the native monitoring tools available in Azure, an administrator decides to use the tool displayed in the exhibit.

‘Why would an admistrator choose this tool?

e A To help debug issues affecting virtual network gateways.
e B. To obtain, and later examine, traffic flow data with a visualization tool.

e C. To view details about Azure resources and their relationships across multiple regions.

e D. To compare the latency of an on-premises site with the latency of an Azure application.

Answer: D




NEW QUESTION # 69
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