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Microsoft AZ-104 Exam Syllabus Topics:

Topic Details

Topic 1
Manage Azure identities and governance: This section of the exam covers how to oversee Azure AD
objects, role-based access control, and other governance-based features to secure resources.

Topic 2
Implement and manage virtual networking: This section of the exam covers how to oversee and manage
virtual networks, Azure domain name systems, and network security groups.
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Topic 3
Monitor and maintain Azure resources: In this section, the candidates are tested for their skills in monitoring
Azure resources after utilizing the Azure Monitor. It also includes setting up alerts and adopting backup and
recovery solutions.

Topic 4
Implement and manage storage: This section of the exam covers increasing skills related to overseeing and
setting up Azure storage accounts, file shares, and blob storage.

Topic 5
Deploy and manage Azure compute resources: This section of the exam covers comprehension of
implementing, setting up, and managing virtual machines, App Services, and container instances.
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Microsoft Azure Administrator Sample Questions (Q99-Q104):
NEW QUESTION # 99 
You have an Azure subscription named Sub1.
You plan to deploy a multi-tiered application that will contain the tiers shown in the following table.

You need to recommend a networking solution to meet the following requirements:
* Ensure that communication between the web servers and the business logic tier spreads equally across the virtual machines.
* Protect the web servers from SQL injection attacks.
Which Azure resource should you recommend for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
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Explanation:
Box 1: an internal load balancer
Azure Internal Load Balancer (ILB) provides network load balancing between virtual machines that reside inside a cloud service or
a virtual network with a regional scope.
Box 2: an application gateway that uses the WAF tier
Azure Web Application Firewall (WAF) on Azure Application Gateway provides centralized protection of your web applications
from common exploits and vulnerabilities. Web applications are increasingly targeted by malicious attacks that exploit commonly
known vulnerabilities.
References:
https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/ag-overview

NEW QUESTION # 100 
You have an azure subscription that contains the resources shown in the following table.

You create a public IP address named IPI.
Which two resources can you associate to IP1.
Each correct answer presents a complete solution
NOTE: Each correct selection is worth one point

A. LB1
B. VM1
C. NIC1
D. VNet1
E. VPN1

Answer: A,B

Explanation:
B: NIC1 (Network Interface): Public IP addresses are directly associated with network interfaces. This allows the virtual machine
connected to that interface to communicate with the internet.
D: LB1 (Load Balancer): Load balancers can have a public IP address assigned to their frontend configuration. This allows external
traffic to reach the load balancer, which then distributes it to the backend VMs.

NEW QUESTION # 101 
You have an Azure subscription that contains the following storage account:
You need 10 create a request to Microsoft Support to perform a live migration of storage1 to Zone Redundant Storage (ZRS)
replication. How should you modify storage1 before the Live migration?

A. Set the replication to Locally-redundant storage (IRS)



B. Disable Advanced threat protection
C. Remove the lock
D. Set the access tier to Hot

Answer: A

Explanation:
Explanation
If you want to live migration from RA-GRS to ZRS, at first you have to Switch the storage tier to LRS and then only you can
request a live migration.
Reference:
https://docs.microsoft.com/en-us/azure/storage/common/redundancy-migration?toc=%2Fazure%2Fstorage%2Fb

NEW QUESTION # 102 
You have an Azure subscription that contains the storage accounts shown in the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the
graphic.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:



Reference:
https://docs.microsoft.com/en-us/azure/storage/files/storage-how-to-create-premium-fileshare?tabs=azure-portal
https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers

NEW QUESTION # 103 
You have an Azure virtual machine named VM1 and a Recovery Services vault named Vault1.
You create a backup Policy1 as shown in the exhibit. (Click the Exhibit tab.)

You configure the backup of VM1 to use Policy1 on Thursday, January 1.
You need to identify the number of available recovery points for VM1.
How many recovery points are available on January 8 and on January 15? To answer, select the appropriate options in the answer
area.
NOTE: Each correct selection is worth one point.



Answer:

Explanation:
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