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How to use this handbook

This handbaak cantains infoomation specilic to the IAPPS Arifidal Intelligence Gevernance Profesgianal
centification. All certification holders and candidates are expected to understand and comply with the palicies
fncheded. Plaase see the general IAPP Certificaticn Candidate Hanabook for policies and progedures that apphy 19
&l APR credentials, including how to purchase and ichedule an &cam, réquest spedial sccommodations, comply
with exam.day security requirements, submit an appeal and ciher guidance.

The certification

The IAPP has developed the AiGP certification Tor the emerging Al governance prafessian. An ARGP certified
professional will know now te imglement respansitie Al practices and tools into every stage of Al system
deveiipment, YW are prisaleged Do grow a comarunily of oredentialed Al governance professionals trough which
resources and expanding krowledge can be brought tagethier in one place.

Wheo should pursue the credential?

This designation is most sparopriate for ihose wiha wark in the following areas:

* Al compiance. * Al project managers.
* Risk management, * Model ops teams.

= Legal and governance. * Sacial seientists.

*  Dala sCenlsis. ® Trust P-’QTE'SSK}W'S

The ANGP raining and certiication will prepare and validate the coinpetencs of thede profésdionals
ansd athers acress the Al governance landscape.
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¢ Understanding How to Govern Al Development: This section of the exam measures the skills of Al project
managers and covers the governance responsibilities involved in designing, building, training, testing, and
maintaining Al models. It emphasizes defining the business context, performing impact assessments,

T | applying relevant laws and best practices, and managing risks during model development. The domain also

includes establishing data governance for training and testing, ensuring data quality and provenance, and

documenting processes for compliance. Additionally, it focuses on preparing models for release,

continuous monitoring, maintenance, incident management, and transparent disclosures to stakeholders.

¢ Understanding How to Govern Al Deployment and Use: This section of the exam measures skills of
technology deployment leads and covers the responsibilities associated with selecting, deploying, and using
Al models in a responsible manner. It includes evaluating key factors and risks before deployment,

) understanding different model types and deployment options, and ensuring ongoing monitoring and

maintenance. The domain applies to both proprietary and third-party Al models, emphasizing the

importance of transparency, ethical considerations, and continuous oversight throughout the model’s

operational life.

¢ Understanding the Foundations of Al Governance: This section of the exam measures skills of Al
governance professionals and covers the core concepts of Al governance, including what Al is, why
governance is needed, and the risks and unique characteristics associated with Al It also addresses the
T3 establishment and communication of organizational expectations for Al governance, such as defining roles,
fostering cross-finctional collaboration, and delivering training on Al strategies. Additionally, it focuses on
developing policies and procedures that ensure oversight and accountability throughout the Al lifecycle,
including managing third-party risks and updating privacy and security practices.

¢ Understanding How Laws, Standards, and Frameworks Apply to Al: This section of the exam measures
skills of compliance officers and covers the application of existing and emerging legal requirements to Al
systemns. It explores how data privacy laws, intellectual property, non-discrimination, consumer protection,
and product liability laws impact Al. The domain also examines the main elements of the EU Al Act, such
FE A4 as risk classification and requirements for different Al risk levels, as well as enforcement mechanisis.
Furthermore, it addresses the key industry standards and frameworks, including OECD principles, NIST
Al Risk Management Framework, and ISO Al standards, guiding organizations in trustworthy and
compliant Al implementation.

BT Artificial Intelligence Governance AIGP %4 &% i EL & (Q198-
Q203):

R 8 #198
The main purpose of NIST's Assessing Risks and Impacts of Al (ARIA) program s to:

A. Promote interoperability across Al systemns.
B. Offer a regulatory sandbox for risk reporting,
C. Provide a suite of resources to manage risks.
D. Pilot new standards for Al red-teaming,

ZER: C

fE R A -
NIST's ARIA programis designed to provide organizations with practical resources, guidance, and methodologies to assess and
manage the risks and impacts of Al systemns.

R #199

A company is creating a mobile app to enable individuals to upload images and videos, and analyze this data using ML to provide
lifestyle improvement recommendations. The signup form has the following data fields:

1.First name

2.Last name

3.Mobile number



4.Email ID

5.New password

6.Date of birth

7.Gender

In addition, the app obtains a device's IP address and location information while in use.
‘What GDPR privacy principles does this violate?

A. Purpose Limitation and Data Minimization.
B. Integrity and Confidentiality.

C. Transparency and Accuracy.

D. Accountability and Lawfulness.

BER: A

fifRE R -

The GDPR privacy principles that this scenario violates are Purpose Limitation and Data Minimization.

Purpose Limitation requires that personal data be collected for specified, explicit, and legitimate purposes and not further processed
in a manner that is incompatible with those purposes. Data Minimization mandates that personal data collected should be adequate,
relevant, and limited to what is necessary in relation to the purposes for which they are processed. In this case, collecting extensive
personal information (e.g., IP address, location, gender) and potentially using it beyond the necessary scope for the app's
functionality could violate these principles by collecting more data than needed and possibly using it for purposes not originally
mtended.

R #200
All of the following apply to enforcement of the EU Al Act EXCEPT:

¢ A Fines for violations involving banned Al applications may be up to €35 million or 7% global annual turnover (whichever is
higher).

¢ B. Fines for SMEs and startups will be proportionally capped.

e C. Rules on General Purpose Al will be enforced 6 months after the Act comes into force.

e D. Wamings may be imposed for violations rather than fines.

ER: C

i RE S «

Under the EU Al Act, the enforcement timeline for different provisions varies. While certain rules on prohibited Al practices took
effect on 2 February 2025, the rules for General Purpose Al (GPAI) models are set to be enforced 12 months after the Act's entry
into force, which is 2 August

2025.

=8 #201

A US hospital plans to develop an Al that will review available patient data in order to propose an initial diagnosis to licensed
physicians. The hospital will implement a policy that requires physicians to consider the Al proposal, but conduct their own physical
examinations prior to making a final diagnosis. An important ethical concern with this plan is:

A. Whether patients will receive an economic benefit from the use of AL
B. Whether the Al will have an error rate comparable to human physicians.
C. Whether physicians understand how the Al works.

D. Whether the Al was trained on a representative dataset.

ZX: D

R RE RS :
Ensuring the Al is trained on representative data is crucial to avoid biased or inaccurate diagnostic proposals that could negatively
impact patient care.

i RE #202
An Al system that maintains its level of performance within defined acceptable limits despite real world or adversarial conditions



would be described as:

A. Reinforced.
B. Reliable.
C. Robust.

D. Resilient.

ER:. C
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Robustness describes an Al systents ability to maintain performance despite variations or adversarial conditions in the environment.
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