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o CMMC Ecosystem: This section of the exam measures the skills of consultants and compliance
professionals and focuses on the different roles and responsibilities across the CMMC ecosystem.
Candidates must understand the functions of entities such as the Department of Defense, CMMC-AB,
Organizations Seeking Certification, Registered Practitioners, and Certificd CMMC Professionals, as well
as how the ecosystem supports cybersecurity standards and certification.

Topic 1

¢ Scoping: This section of the exam measures the analytical skills of cybersecurity practitioners, highlighting
their ability to properly define assessment scope. Candidates must demonstrate knowledge of identifying
and classifying Controlled Unclassified Information (CUI) assets, recognizing the difference between in-
scope, out-of-scope, and specialized assets, and applying logical and physical separation techniques to
determine accurate scoping for assessments

Topic 2

¢ CMMC-AB Code of Professional Conduct (Ethics): This section of the exam measures the integrity of
cybersecurity professionals by evaluating their understanding of the CMMC-AB Code of Professional
Conduct. It emphasizes ethical responsibilities, including confidentiality, objectivity, professionalism,
conflict-of-interest avoidance, and respect for intellectual property, ensuring candidates can uphold ethical
standards throughout their CMMC-related duties.

Topic 3

e CMMC Governance and Source Documents: This section of the exam measures the capabilities of legal or
compliance advisors, covering key regulatory frameworks that govern cybersecurity compliance. Topics
include Federal Contract Information, Controlled Unclassified Information, the role of NIST SP 800-171,
DFARS, FAR, and the structure and requirements of CMMC V2.0, including self-assessments and
certification levels.

Topic 4

Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q176-Q181):

NEW QUESTION # 176
Regarding the Risk Assessment (RA) domain, what should an OSC periodically assess?

A. Organizational operations, business processes, and employees

B. Organizational operations, business assets, and employees

C. Organizational operations, organizational processes, and individuals
D. Organizational operations, organizational assets, and individuals

Answer: D

Explanation:

TheRisk Assessment (RA) domainaligns withNIST SP 800-171 control family 3.11 (Risk Assessment)and is designed to help
organizationsidentify, assess, and manage cybersecurity risksthat could impact their operations.

TheRA.3.144 practice(which is a CMMC Level 2 requirenent) explicitly states:

"Periodically assess therisktoorganizational operations (including mission, functions, image, or reputation), organizational assets, and
individualsresulting from the operation of organizational systens and the associated processing, storage, or transmission of CUL"
This means that OSCs (Organizations Seeking Certification) should regularly evaluate risks to:

#Organizational operations(e.g., mission, business continuity, finctions)

#Organizational assets(e.g., data, IT systens, intellectual property)

#Individuals(e.g., employees, contractors, customers affected by security risks) Thus, the correct answer isC. Organizational
operations, organizational assets, and individuals.

* A. Organizational operations, business assets, and employees#Incorrect."Business assets'is not the correct terminology used in
CMMC/NIST SP 800-171. Instead,"organizational assets'is the proper term

* B. Organizational operations, business processes, and enployees#Incorrect."Business processes'is not a part of the formal risk
assessment requirement. The correct scope includesorganizational assetsandindividuals, not just processes.

* D. Organizational operations, organizational processes, and individuals#Incorrect. While processes are important,organizational
assetsmust be considered in the assessment, not just processes.

Why the Other Answers Are Incorrect

* CMMC 2.0 Model (Level 2 - RA.3.144)- Specifies that risk assessments must coverorganizational operations, organizational
assets, and individuals.

* NIST SP 800-171 (3.11.1)- Reinforces the same risk assessment scope.



CMMC Official ReferencesThus,option C (Organizational operations, organizational assets, and individuals) is the correct
answerbased on official CMMC risk assessiment requirements.

NEW QUESTION # 177
As part of CMMC 2.0, the change to Level 1 Self- Assessments supports "reduced assessment costs" allows all companies at Level
1 (Foundational) to:

A. pay no more than $500.00 for their annual assessment.
B. have assessment costs reimbursed by the DoD.

C. opt out of CMMC Assessments.

D. to conduct self-assessments.

Answer: D

NEW QUESTION # 178

A CCP is providing consulting services to a company who is an OSC. The CCP is preparing the OSC for a CMMC Level 2
assessment. The company has asked the CCP who is responsible for determining the CMMC Assessment Scope and who validates
its CMMC Assessment Scope. How should the CCP respond?

e A '"The OSC determmes the CMMC Assessment Scope, and the CCP validates the CMMC Assessment Scope."

e B.'"The CMMC Lead Assessor determines the CMMC Assessiment Scope, and the OSC validates the CMMC Assessment
Scope."

e (. '"The CMMC C3PAO determines the CMMC Assessment Scope, and the Lead Assessor validates the CMMC
Assessment Scope."

e D. "The OSC determines the CMMC Assessment Scope, and the C3PAQO validates the CMMC Assessment Scope."

Answer: D

Explanation:

* InaCMMC Level 2 assessment, theOrganization Seeking Certification (OSC)is responsible for identifying theassessment
scopebased on theCMMC Scoping Guidanceprovided by theCyber AB (Cyber Accreditation Body) and DoD.

* The OSC must determine which assets and systens handleControlled Unclassified Information (CUI) and categorize them
accordingly.

Reference:

CMMC Scoping Guidance for Level 2, which outlines asset categorization and scoping considerations.

Step 2: Role ofthe C3PAO in Scope ValidationOnce the OSC has determined itsCMMC assessment scope, a CMMC Third-
Party Assessment Organization (C3PAQO)is responsible forvalidatingthe scope during the assessment planning phase.

TheC3PAO reviewsthe OSC's scope to ensure it aligns withDoD's scoping guidance, ensuring that all relevant assets, networks, and
policies required forCMMC Level 2 certificationare correctly identified.

Ifthere are discrepancies, the C3PAO works with the OSC to adjust the scope before proceeding with the assessment.
Reference:

CMMC Assessment Process (CAP) Guide, which describes thescope validation responsibilities ofa C3PAO.

Step 3: Why Other Answer Choices Are IncorrectChoice A (Incorrect):A CCP (Certified CMMC Professional) doesnothave the
authority to validate the scope. Their role is to guide and consult, but final validation is the C3PAQ's responsibility.

Choice C (Incorrect) TheCMMC Lead Assessor(part of the C3PAO team) does notdeterminethe scope; instead, the OSC does.
Choice D (Incorrect):TheC3PAO validates the scopebut doesnot determine it-this is the OSC's responsibility.

Final Confirmation of Correct answer:OSC determines the CMMC Assessment Scope.

C3PAO validates the CMMC Assessment Scope.

Thus, the correct answer isB. '"The OSC determines the CMMC Assessiment Scope, and the C3PAQ validates the CMMC
Assessment Scope."

NEW QUESTION # 179

Evidence gathered from an OSC is being reviewed. Based on the assessment and organizational scope, the Lead Assessor requests
the Assessment Team to verify that the coverage by domain, practice. Host Unit.

Supporting Organization/Unit, and enclaves are comprehensive enough to rate against each practice. Which criteria is the assessor
referring to?



A. Objectivity
B. Adequacy
C. Sufficiency
D. Capability

Answer: C

Explanation:

Step 1: Understand the Definitions of Evidence Evaluation CriteriaTheCMMC Assessment Process (CAP) introduces two key
criteria for evaluating evidence:

* Adequacy- Does the evidencealign with the practice?

* Sufficiency- Is the evidencecomprehensive enoughin terns ofcoverage across systens, users, and scope?

CAP v1.0 - Section 3.5.4:

"Evidence must be evaluated for bothadequacy(is it the right evidence?) andsufficiency(is there enough of it across all in-scope assets
and areas?) to score a practice as MET."

#Step 2: Applying to the Scenarioln the question, the Lead Assessor is asking the team toverify that evidence is sufficient across:

* Domains

* Practices

* Host Units

* Supporting Organizations

* Enclaves

## This is adirect reference to sufficiency, which evaluates whether thebreadth and depthof evidence is enough to make an informed
Jjudgment that the control is truly implemented across theentire assessed environment.

* A. Adequacy# Adequacy refers to therelevanceof the evidence to the specific practice - not itscoverageacross scope.

* B. Capability# Not a term used in evidence validation within CMMC CAP documentation.

* D. Objectivity# While objectivity is important, it refers to theunbiased nature of assessiment activities, not to theextent of evidence
coverage.

#Why the Other Options Are Incorrect

When an assessor evaluates whether the evidence is broad enough across all necessary systemns, units, and enclaves to score a
practice as MET, they are evaluatingsufficiency- one of the two core criteria for evidence validity ina CMMC assessment.

NEW QUESTION # 180

In preparation for a CMMC Level 1 Self- Assessment, the I'T manager for a DIB organization is documenting asset types in the
company's SSP The manager determines that identified machine controllers and assembly machines should be documented as
Specialized Assets. Which type of Specialized Assets has the manager identified and documented?

A. Restricted IS

B. Operational technology
C.loT

D. Test equipment

Answer: B

NEW QUESTION # 181
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