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CompTIA Cloud+ (2025) Sample Questions (Q100-Q105):

NEW QUESTION # 100
Which of the following should be considered when using cloud-managed services?

e A. Patching the operating system
e B. Compiling sources

e C. Configuring IAM

e D. Installing the service

Answer: C

Explanation:

‘When using cloud-managed services, the cloud provider handles infrastructure management, including installation, patching, and
maintenance. However, Identity and Access Management (IAM) remains the responsibility of the user. Proper IAM configuration
ensures that only authorized users and applications have the necessary permissions to access and interact with the managed service,
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enhancing security and compliance.

NEW QUESTION # 101
Which of'the following is part of software change control?

A. Validation checks

B. Maintenance windows
C. Requirements definition
D. Rollback plans

Answer: D

Explanation:
A key element of change control is having a rollback plan, which allows recovery to a previous stable state if the change causes
instability. This is part of operational support to maintain service availability and mmnimize downtime during updates.

NEW QUESTION # 102

A company runs a discussion forum that caters to global users. The company's monitoring system reports that the home page
suddenly is seeing elevated response times, even though internal monitoring has reported no issues or changes. Which of the
following is the most likely cause of this issue?

A. Cryptojacking
B. Phishing

C. Human error
D. DDoS

Answer: D

Explanation:

Elevated response times without reported issues or changes internally could indicate a Distributed Denial of Service (DDoS) attack,
where mutltiple systems flood the bandwidth or resources of a targeted system, usually one or more web servers. References:
CompTIA Security+ Guide to Network Security Fundamentals by Mark Ciampa.

NEW QUESTION # 103
Which of the following best explains the concept of migrating from on premises to the cloud?

e A The creation of virtual instances in an external provider to transfer operations of selected servers into a new. remotely
managed environment

¢ B. The extension of company IT infrastructure to a managed service provider

¢ C. The physical transportation, installation, and configuration of company IT equipment in a cloud services provider's facility

¢ D. The configuration of a dedicated pipeline to transfer content to a remote location

Answer: A

Explanation:

Migrating from on-premises to the cloud generally involves creating virtual instances in an external provider's environment and
transferring the operations of selected servers to this new, remotely managed setup. This process allows organizations to leverage the
cloud provider's resources and services.References: The migration process and strategies are topics included in the Business
Principles of Cloud Environments within the CompTIA Cloud+ curriculum

NEW QUESTION # 104
Which of the following is the best tool to deploy template-based, containerized workloads on premises and on the cloud?

o A Gt
e B. Jenkins
e (. Terraform



e D. Docker
Answer: C

Explanation:
Terraform s designed to deploy and manage infrastructure as code, including template-based, containerized workloads across both
on-premises and cloud environments.

NEW QUESTION # 105
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