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¢ User Management: Covers syncing Active Directory, importing profiles, configuring LDAP
FE1 ¢SSO, and managing user roles and access permissions.

¢ Quarantine: Covers managing quarantine folders, configuring settings, releasing messages, and
FE2 understanding rule precedence.

¢ Smart Search & Logging: Covers using Smart Search, analyzing logs, configuring syslogs, and leveraging
FE3 the PoD API for operational insights.

¢ Product Overview: Covers key product finctionalities and how Proofpoint's components integrate within
FE 4 the overall email security suite.

¢ Virus Protection: Covers configuring virus protection policies, restricting message processing, and editing
F&ES related rules.

¢ Message Processing: Covers building policies and rules for filtering and message disposition, along with
FE6 configuring SMTP profiles.

e User Notifications: Covers setting up email warning tags, configuring tag routes, and managing email digests
FE7 for end users.

B 1) Threat Protection Analyst TPADO1 4 & 2% il H /B (Q38-Q43):

i RE #38
Which of the following is required to configure an outbound mail route in the Proofpoint Protection Server?
Pick the 3 correct responses below.

A. Mailer type that is utilized for the route.

B. Email domain to be routed.

C. Email authentication information for the domain.
D. Destination / Error Message for the routed mail.
E. DKIM key records for the domain.

F. Domain admmistrator email address.

Z%: ABD
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The correct answers are Destination / Error Message for the routed mail, Email domain to be routed , and Mailer type that is utilized
for the route . In Proofpoint route configuration, the essential elements of a mail route are the domain or host the route applies to, the
mailer method used for handling the route, and the destination host or error behavior associated with that route. Proofpoint interface
examples for inbound and outbound mail routes show these same core fields: domaimvhost, mailer, and destination/error message.
These are the pieces that define how mail should be routed operationally.

The other options are not required route-definition elements. DKIM records and general email authentication data are important for
overall mail security, but they are not the required fields used to create the outbound route itself. Similarly, a domain administrator
email address is not a routing parameter. The route configuration needs to know what mail the rule applies to, how it should be sent,
and where it should go.

That maps directly to the three correct choices in this question. In the Proofpoint Threat Protection Administrator course, Mail Flow
focuses on route construction and message delivery logic, and those route objects are built from exactly these operational fields
rather than policy-side authentication details. So for outbound mail routing in PPS, the required configuration ttens are C, D, and E .

FIRE #39
You need to use CTR to manually quarantine a suspicious email that has been delivered. What is the first step you should take?

e A Forward the email as an attachment to an abuse mailbox for further investigation
¢ B. Find the delivered message in Smart Search
e (. Select the "Quarantine” option directly from the inbox



¢ D. Loginto the mail server and manually delete the email as quickly as possible
EXR: B

e

The correct answer is D. Find the delivered message in Smart Search . In Proofpoint workflows, Smart Search is the investigation
entry point used to locate the exact delivered message before taking remediation actions such as manual quarantine or response
operations. The Threat Protection Administrator course consistently uses Smart Search as the place where administrators trace
messages, confirm final disposition, and then launch appropriate actions.

This makes sense operationally. Before an administrator can manually quarantine a delivered email in Cloud Threat Response, the
message must first be identified accurately. Smart Search provides the evidence record for that message, including recipients,
timestamps, and disposition details. From there, the administrator can proceed with the remediation workflow. Selecting
"Quarantine" directly from the inbox is not the tested administrative procedure in CTR, forwarding it to an abuse mailbox is a
different ntake workflow, and directly deleting from the mail server bypasses the structured nvestigation-and-response process
taught in the course.

In the Threat Response module, the course emphasizes disciplined mvestigation before action. That means finding the delivered
message in Smart Search first, then applying the appropriate containment step.

Therefore, the verified answer is D .

FIRE #40
If one of your corporate email accounts is sending excessive outbound emails, the Outbound Throttle feature can help. Which of the
following is true regarding Outbound Throttle?

A. The protection server automatically calculates server load and allows excessive emails to be delivered unfiltered.
B. After a threshold is reached, the messages are quarantined and automatically delivered at a later, less busy time.
C. It automatically warns corporate users who are sending too many emails so they can reduce the load.

D. After a threshold is reached, a warning email can be sent to the administrator with details of the sender' s account.
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Outbound Throttle in Proofpoint is an administrative control used to manage excessive outbound sending behavior from internal
accounts. In the course structure for Threat Protection Admmnistrator, Outbound Throttle is taught alongside send mail thresholds,
which indicates that the feature is threshold-driven and intended to help admmnistrators monitor and respond to abnormal outbound
activity. Among the options provided, the behavior that aligns with this operational purpose is the ability to send a warning email to
the admmnistrator once the configured threshold is reached, including details about the sending account. That fits how an administrator
would use the feature in a real environment: detect possible abuse, compromised accounts, or bulk-mail anomalies, then alert the
responsible admin for investigation or remediation. The other options do not match standard Proofpoint throttling behavior. The
feature is not described as a user self- warning mechanism, it does not calculate load and bypass filtering, and it is not simply a
delayed quarantine- and-redelivery scheduler. Because the publicly accessible course outline references configuring Outbound
Throttle and send mail thresholds but does not expose the full internal lab text, this answer is aligned to the administrator-facing
threshold-and-alert behavior taught in the course context. On that basis, the correct option is the administrator warning email after
threshold breach.

P& #41
Based on the message details shown, which two findings are true for this email?

A. The message passed all checks and was released automatically

B. The message was blocked only because the sender was internal

C. URL Defense is blocking the message due to a malicious link, and the message has been flagged as spam
D. The attachment was stripped, but no URL issues or spam indicators were present

ZR: C
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The correct answer is A. URL Defense is blocking the message due to a malicious link, and the message has been flagged as spam.
This answer is based on the message-status information shown in the screenshot prompt and aligns with TAP behavior in Proofpoirt,
where URL Defense is responsible for handling risky or malicious URLs and spam classification can be applied as a separate
message assessment result.



Proofpoint's TAP capabilities include URL-focused protection that rewrites or evaluates links and can block user access when a link
is determined to be dangerous. That makes a URL Defense block a standard TAP outcome for suspicious messages containing
malicious destinations. At the same time, spam status can still be part of the overall message classification, reflecting layered analysis
rather than a single-point decision.

Proofpoint's public email-fittering and TAP materials support this layered approach: a message can be analyzed for malicious URLs,
phishing indicators, and spam characteristics in parallel and then display multiple findings in the investigation view.

The alternative options do not fit what is shown in the question image. There is no indication the message fully passed, that the
sender's internal status was the key cause, or that only attachment stripping occurred without spam or URL concerns. This is a
classic TAP-style investigation question where the admin must read the findings displayed for the message. Based on those displayed
results, the correct choice is A .

P& #42
When accessing Threat Response/TRAP, you are unable to edit workflows. What is the first thing you should do?

A. Add a new workflow and make sure you are selected as the Workflow Owner

B. Check that your user account is assigned to the proper team or role

C. Open a support case and request that the "Modify Workflows" license be enabled for your account
D. Log out and log in to Threat Response with the "podadmin' account

ZX: B
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The correct answer is D. Check that your user account is assigned to the proper team or role . Proofpoint' s Cloud Threat Response
deployment guidance tells administrators to create accounts for other administrators and to create other teans with different
pernissions if needed. That makes permissions and team assignment the first place to check when a user cannot edit workflows. If
the account lacks the correct role or team permissions, the workflow-edit capability will not be available even if the user can log in
successflly.

This is exactly the kind of access-control troubleshooting the Threat Response section of the course expects.

The issue is not most likely a license problem, not something solved by becoming the workflow owner after the fact, and not a
reason to log in with a platform admn account like podadmin. In role-based administrative systens, nability to edit configuration
objects usually means the account lacks the necessary authorization.

Proofpomt's guidance around creating users and teams with different permissions supports that model directly. Therefore, when
workflow editing is unavailable in TRAP or CTR, the first thing to verify is whether the user belongs to the right team or has the
correct role assigned. That makes D the verified and course- aligned answer.
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