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Microsoft SC-401 Exam Syllabus Topics:

Topic Details

Topic 1

Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk
management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.

Topic 2

Protect Data Used by AI Services: This section evaluates AI Governance Specialists on securing data in
AI-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
Posture Management (DSPM) for AI, and monitoring AI-related security risks to ensure compliance and
protection.

Topic 3

Implement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using
Microsoft Purview.

Topic 4

Implement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting
policies for data security, configuring Endpoint DLP, and managing retention labels and policies.
Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.
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Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q97-Q102):
NEW QUESTION # 97 
You have a Microsoft J65 subscription linked to a Microsoft Entra tenant that contains a user named User1.
You need to grant User1 permission to search Microsoft 365 audit logs. The solution must use the principle of least privilege. Which
role should you assign to User1?

A. the Reviewer role in the Microsoft Purview portal
B. the View Only Audit Logs role in the Exchange admin center
C. the Security Reader role in the Microsoft Entra admin center
D. the Compliance Management role in the Exchange admin center

Answer: B

NEW QUESTION # 98 
At the end of a project, you upload project documents to a Microsoft SharePoint Online library that contains many files. The
following is a sample of the project document file names:
* aei_AA989.docx
* bd_WS098.docx
* cei_DF112.docx
* ebc_QQ454.docx
* ecc_BB565.docx
All documents that use this naming format must be labeled as Project Documents:
You need to create an auto-apply retention label policy.
What should you use to identify the files?

A. A sensitive info type
B. A trainable classifier
C. A retention label

Answer: A

Explanation:
To auto-apply a retention label to documents based on a specific file naming pattern (like abc_XX123.docx), you need to use a
detection method that can recognize patterns.
Retention label: This is the outcome (what you apply), not the detection mechanism. It cannot itself identify files.
Trainable classifier: Used for identifying content based on text meaning/semantics (e.g., HR documents, contracts). It is not suitable
for structured patterns like file names.
Sensitive info type (SIT): Best option. Custom SITs can be created with regular expressions to match naming formats (such as
xxx_XX999). Once the SIT is defined, you can configure an auto-apply retention label policy to apply the "Project Documents"
label when the SIT is detected.
Reference: Auto-apply a retention label

NEW QUESTION # 99 
You have 4 Microsoft 565 E5 subscription that contains two Microsoft SharePoint Online sites named Site1 and Site2. You plan to
configure a retention label named Labe1 and apply label1 to all the files in Site1 You need to ensure that two years after a file is
created in Site1. the file moves automatically to Site2. How should you configure the Choose what happens after the retention period
setting for Label1?

A. Start a disposition review
B. Run a Power Automate flow
C. Deactivate retention settings
D. Change the label

Answer: B

Explanation:



You want files in Site1 that are labeled with Label1 to automatically move to Site2 two years after creation.
In Microsoft Purview Retention Labels, under "Choose what happens after the retention period", the available options are:
Deactivate retention settings - Ends retention but does not move files.
Start a disposition review - Sends items to reviewers for approval (manual process, not auto-move).
Change the label - Applies a new retention label (but does not move files to another site).
Run a Power Automate flow - Executes an automated workflow such as moving the file to another SharePoint library or site,
notifying users, or applying custom business processes.
Since the requirement is automatic movement of files from Site1 to Site2 after 2 years, the only valid choice is Run a Power
Automate flow.
Reference:
Microsoft Learn: Actions after a retention period for retention labels
Quote: "For retention labels, you can choose to trigger a Power Automate flow when the retention period

NEW QUESTION # 100 
Your company has a Microsoft 365 tenant.
The company performs annual employee assessments. The assessment results are recorded in a document named
AssessmentTemplate.docx that is created by using a Microsoft Word template. Copies of the employee assessments are sent to
employees and their managers.
The assessment copies are stored in mailboxes, Microsoft SharePoint Online sites, and OneDrive folders. A copy of each
assessment is also stored in a SharePoint Online folder named Assessments.
You need to create a data loss prevention (DLP) policy that prevents the employee assessments from being emailed to external
users. You will use a document fingerprint to identify the assessment documents. The solution must minimize effort.
What should you include in the solution?

A. Create a sensitive info type that uses Exact Data Match (EDM).
B. Create a fingerprint of AssessmentTemplate.docx.
C. Import 100 sample documents from the Assessments folder to a seed folder.
D. Create a fingerprint of 100 sample documents in the Assessments folder.

Answer: B

Explanation:
It is just created document fingerprint using the template, this will be used as "Sensitive Info Type" to discover any employee
assessment and apply the control over this file as required.

NEW QUESTION # 101 
Drag and Drop Question
You have a Microsoft 365 E5 subscription.
You plan to implement Microsoft Purview Insider Risk Management.
You obtain a file named File1.csv that contains employee resignation data.
You need to implement the HR data connector and upload File1.csv by using the connector.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Answer:

Explanation:
Explanation:
Microsoft Purview, Set up a connector to import HR data
You can set up a data connector to import human resources (HR) data related to events such as a user's resignation or a change in a
user's job level. The HR data is used by the insider risk management solution to generate risk indicators that can help you identity
possible malicious activity or data theft by users inside your organization.
Step 1: From the Microsoft Entra admin center, create an app registration Task 1: Prepare a CSV file with your HR data The first
step is to create a CSV file that contains the HR data that the connector imports to Microsoft 365. This data is used by the insider
risk solution to generate potential risk indicators.
Task 2: Create an app in Microsoft Entra ID
The next step is to create and register a new app in Microsoft Entra ID. The app corresponds to the HR connector that you create
in Task 3.



Creating this app allows Microsoft Entra ID to authenticate the HR connector when it runs and attempts to access your organization.
This app will also be used to authenticate the script that you run in Task 4 to upload your HR data to the Microsoft cloud. During the
creation of this Microsoft Entra app, be sure to save the following information. These values are used in Task 3 and Task 4.
Step 2: From the Microsoft Purview portal, add the data connector.
Task 3: Create the HR connector
The next step is to create an HR connector in the Microsoft Purview portal. After you run the script in Task 4, the HR connector
that you create will ingest the HR data from the CSV file to your Microsoft 365 organization.
Step 3: Run a sample script to upload File1.csv
Task 4: Run the sample script to upload your HR data
The last step in setting up an HR connector is to run a sample script that will upload the HR data in the CSV file.
Reference:
https://learn.microsoft.com/en-us/purview/import-hr-data

NEW QUESTION # 102
......
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