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A B E (Q14-Q19):

R #14

On the Cluster worker node, enforce the prepared AppArmor profile
#include <tunables/global>
profile docker-nginx flags=(attach_disconnected,mediate _deleted) {
#include <abstractions/base>
network inet tcp,

network inet udp,

network inet icmp,

deny network raw,

deny network packet,

file,

umount,

deny /biV** wi,

deny /boot/** wi,

deny /dev/** wl,

deny /etc/** wi,

deny /home/** wl,

deny /lib/** wl,

deny /lib64/** wi,

deny /media/** wl,

deny /mnt/** wl,

deny /opt/** wi,

deny /proc/** wi,

deny /root/** wil,

deny /sbin/** wi,

deny /srv/** wi,

deny /tmp/** wi,

deny /sys/** wi,

deny /ust/** wi,

audit /** w,
/var/run/nginx.pid w,
/ust/sbin/nginx ix,

deny /bin/dash mrwklx,

deny /bivsh mrwklx,

deny /ust/bivtop mrwkIx,
capability chown,

capability dac_override,
capability setuid,

capability setgid,

capability net_bind_service,
deny @{PROC}/* w, # deny write for all files directly in /proc (not in a subdir)
# deny write to files not in /proc/<number>/** or /proc/sys/**
deny @{PROC}/{[
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