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FEY 7 th A 8
e Concepts and Initial Configuration: This domain covers organizing infrastructure devices within FortiNAC-
FEw 71 F and understanding isolation networks for quarantining non-compliant devices. It includes using the

configuration wizard for initial system setup and deployment.

¢ Integration: This domain addresses connecting FortiNAC-F with other systenrs using Syslog and SNMP
traps, managing multiple instances through FortiNAC-F Manager, and integrating Mobile Device

FEY 22 . .
7 Management for extending access control to mobile devices.

¢ Deployment and Provisioning: This domain focuses on configuring security automation for automatic event
FEy 23 responses, implementing access control policies, setting up high availability for system redundancy, and
creating security policies to enforce network security requirements.
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o Network Visibility and Monitoring; This domain covers managing guest and contractor access, utilizing

. logging options for tracking network events, configuring device profiling for automatic device identification
FEw 7 4 P . . S
and classification, and troubleshooting network device connection issues.

Fortinet NSE 5 - FortiNAC-F 7.6 Administrator 52 & NSE5 FNC_AD 7.6 &
Bif & (Q12-Q17):

HA #12
An administrator wants FortiNAC-F to return a group of user-defined RADIUS attributes in RADIUS responses.
‘Which condition must be true to achieve this?

¢ A The requesting device must support RFC 5176.

¢ B. RADIUS accounting must be enabled on the FortiNAC-F RADIUS server configuration.

¢ (. The device models in the inventory view must be configured for proxy-based authentication.
¢ D. Inbound RADIUS requests must contain the Calling-Station-ID attribute.

Ef#E: D

fEEHL -

In FortiNAC-F, the RADIUS Attribute Groups feature allows administrators to return customized RADIUS attributes (such as
specific VLAN IDs, filter IDs, or vendor-specific attributes) in an Access-Accept packet sent back to a network device. This is
particularly useful for supporting "Generic RADIUS" devices that are not natively supported but can be managed using standard
AVParrs.

According to the FortiNAC-F Generic RADIUS Wired Cookbook and the RADIUS Attribute Groups section of the
Administration Guide, there is one critical prerequisite for this feature to function: the inbound RADIUS request must contain the
Calling-Station-1D attribute. The Calling-Station-ID typically contains the MAC address of the connecting endpoint. Because
FortiNAC-F is a host-centric system, it uses the MAC address as the unique identifier to look up the host record, evaluate the
associated Network Access Policy, and determine which Logical Network (and thus which Attribute Group) should be applied. If
the incoming request lacks this attribute, FortiNAC-F cannot reliably identify the host and, as a safety mechanism, will not include
any user-defined RADIUS attributes in the response. This ensures that unauthorized or unidentifiable devices do not receive
privileged access through misapplied attributes.

"Configure a set of attributes that must be included in the RADIUS Access-Accept packet returned by FortiNAC... Requirement:
Inbound RADIUS request must contain Calling-Station-Id. Otherwise, FortiNAC will not include the RADIUS attributes. This
attribute is used to identify the host and its current state within the FortiNAC database." - FortiNAC-F 7.6.0 Generic RADIUS
Wired Cookbook: Configure RADIUS Attribute Groups.

R #13

An administrator manages a corporate environment where all users log into the corporate domain each time they connect to the
network. The administrator wants to leverage login scripts to use a FortiNAC-F agent to enhance endpoint visibility Which agent
can be deployed as part of a login script?

A. Dissolvable
B. Passive

C. Mobile

D. Persistent

IEf@E: D

AR :

In a corporate domain environment where "enhanced endpoint visibility" is required, the Persistent Agent is the recommended
choice. Unlike the Dissolvable Agent, which is temporary and intended for one-time compliance scans during registration, the
Persistent Agent is an "install-and-stay-resident" application.

The Persistent Agent is specifically designed to be distributed through automated enterprise methods, including login scripts, Group
Policy Objects (GPO), or third-party software management tools. When deployed via a login script, the agent can be configured to
silently install and immediately begin commumnicating with the FortiNAC-F service interface. Once active, it provides continuous
visibility by reporting host details such as logged-on users, installed applications, and adapter information. It also listens for Windows
session events (logon/logoft) to trigger autormatic single-sign-on (SSO) registration in FortiNAC-F, ensuring that as soon as a user
connects to the domain, their device is identified and assigned the correct network access policy.



"The Persistent Agent can be distributed to Windows domain machines via login script or by any other software distribution method
your organization might use. The Persistent Agent remains installed on the host at all times. Once the agent is installed it runs in the
background and communicates with FortiNAC at intervals established by the FortiNAC administrator." - FortiNAC-F
Administration Guide: Persistent Agent Overview.

HH #14

A network administrator is troubleshooting a network access issue for a specific host. The administrator suspects the host is being
assigned a different network access policy than expected.

Where would the administrator look to identify which network access policy, if any, is being applied to a particular host?

¢ A The Policy Logs view

¢ B. The Port Properties view of the hosts port
e (. The Policy Details view for the host

e D. The Connections view

Ef: C

A -

‘When troubleshooting network access in FortiNAC-F, it is often necessary to verify exactly why a host has been granted a specific
level of access. Since FortiNAC-F evaluates policies from the top down and assigns access based on the first match, an
administrator needs a clear way to see the results of this evaluation for a specific live endpoint.

The Policy Details (C) view is the designated tool for this purpose. By navigating to the Hosts > Hosts (or Adapter View) in the
Admmistration Ul an administrator can search for the specific MAC address or IP of the host in question. Right-clicking on the host
record reveals a context menu from which Policy Details can be selected. This view provides a real-time "look" into the policy
engmne's decision for that specific host, showing the Network Access Policy that was matched, the User/Host Profile that triggered
the match, and the resulting Network Access Configuration (VLAN/ACL) currently applied.

While Policy Logs (A) provide a historical record of all policy transitions across the system, they are often too high-volume to
efficiently find a single host's current state. The Connections view (B) shows the physical port and basic status but lacks the granular
policy logic breakdown. The Port Properties (D) view shows the configuration of the switch interface itself; which is only one
component of the final access determination.

"To identify which policy is currently applied to a specific endpoint, use the Policy Details view. Navigate to Hosts > Hosts, select
the host, right-click and choose Policy Details. This window displays the specific Network Access Policy, User/Host Profile, and
Network Access Configuration currently in effect for that host record." - FortiNAC-F Administration Guide: Policy Details and
Troubleshooting,

R #15

An administrator wants to create a conference manager administrator account but would like to limit the number of conference
accounts that can be generated to 30.

Which statement about conference accounts is true?

¢ A The conference account limit is defined in the onboarding conference portal.

¢ B. In FortiNAC-F, conference accounts can be limited by multiples of 25, so the conference administrator could create 50
accounts.

e (. The admnistrator can set a maximum of 30 conference accounts in the administrative profile for the conference manager.

¢ D. Conference account limits are defined in the conference guest and contractor template.

Ef: C

AR :

In FortiNAC-F, the Conference Manager is a specialized administrative role designed for delegated admnistration, often used by
receptionists or event organizers to create temporary guest accounts. To maintain security and prevent the over-provisioning of
credentials, FortiNAC-F allows for granular restrictions on these accounts.

According to the ForttiNAC-F Administration Guide regarding Administrative Profiles, when an administrator creates a profile for a
Conference Manager, they can define specific "Account Limits." Under the profile settings (located in System > Settings > Admin
Profiles), there is a field specifically for "Max Accounts." By entering "30" into this field, the administrator ensures that any user
assigned to this profile cannot exceed 30 active conference accounts at any given time.

This setting is distinct from the Portal configuration or the Guest tenmplates. While templates define the type of account (e.g., duration
and access level), the Administrative Profile defines the capabilities and limitations of the person creating those accounts. This
ensures that even if a guest template allows for unlimited registrations, the specific administrator is physically restricted by the system



from generating more than the allotted 30.

"Admmistrative Profiles define what an administrator can see and do within the system. For delegated administration roles like the
Conference Manager, the Max Accounts' field in the Administrative Profile is used to specify the maximum number of accounts the
user is permitted to create. Once this limit is reached, the user will be unable to generate additional accounts until existing ones expire
or are deleted." - FortiNAC-F Admmistration Guide: Administrative Profiles and Delegated Administration.

HE #16

An administrator has created several device profiling rules and evaluated all existing devices in the database. Some of the devices
appear in the profiled devices view because they matched a rule, but they remain unknown and the registration colunmn in the profiled
devices view shows "No".

What is the most likely cause?

A. The confirm device profiling rule option is not enabled.
B. The device profiling rule has registration set to manual.
C. The devices have persistent agents installed, and the point of connection has PA optimization enabled.
D. The devices match more than one device profiling rule.

EfE: A

fEE -

In FortiNAC-F, Device Profiling Rules are used to automatically identify and categorize devices (such as IP cameras, printers, or
[oT devices) based on fingerprints like DHCP fingerprints, OIDs, or MAC prefixes. When a device matches a rule, it appears in the
Profiled Devices view.

However, matching a rule does not automatically register the device in the database unless the rule is configured to do so. Ifthe
devices appear in the view but remain "Unknown" and show "No" in the registration column, it indicates that the "Confirm'" (or
"Auto-register") action has not been triggered. In the Device Profiling Rule configuration, there is a setting called "Allow Auto-
Approval" or "Confirm'". Ifthis is not enabled, the system identifies the device but waits for an administrator to manually approve the
match before changing the host status from "Unknown' to "Registered".

This is a common "safety" configuration used during the initial deployment phase to ensure that the profiling rules are accurate before
the system begins automatically granting network access based on those matches.

"Ifa device matches a rule but is not registered, check the rule configuration. The Confirm option (within the Method or Rule
settings) determines if the system automatically registers the device upon a match. If Confirm is not enabled, the device will remain in
the 'Profiled' state with a registration status of "No' until an administrator manually promotes the device." - FortiNAC-F
Administration Guide: Device Profiling Rules.
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