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Based on the configuration shown, in which two ways will FortiSASE process sessions that require FortiSandbox inspection?
(Choose two answers)

A. All files executed on a USB drive will be sent to FortiSandbox for analysis.
B. FortiClient quarantines only infected files that FortiSandbox detects as medium level.
C. All files will be sent to an on-premises FortiSandbox for inspection.
D. Only endpoints assigned a profile for sandbox detection will be processed by the sandbox feature.

Answer: A,D

Explanation:
The exhibit (image_595357.jpg) illustrates the Sandbox configuration tab within a FortiSASE Endpoint Profile. This profile dictates
how the managed FortiClient agent handles suspicious files and interacts with the sandbox service.
* Profile-Based Enforcement: In the FortiSASE architecture, security features are not applied globally by default; they are enabled
through specific profiles assigned to endpoints. Therefore, the sandbox inspection and remediation logic will only be active for
endpoints that have been assigned a profile where the Sandbox feature is enabled.
* Removable Media Protection: Under the File Submission Options in the exhibit, the setting All Files Executed from Removable
Media is toggled on. This ensures that any file executed from a USB drive or other external storage is sent to the FortiSandbox for
analysis before being permitted to run on the endpoint.
* Sandbox Mode: The Sandbox Mode is set to FortiSASE, indicating that files are sent to the integrated cloud-native sandbox
rather than an on-premises appliance. This makes Option A incorrect.
* Quarantine Threshold: The Remediation Actions show that the Action is set to Quarantine for files meeting the Sandbox Detection
Verdict Level of Medium. This acts as a minimum threshold; FortiClient will quarantine files identified as Medium, High, or



Malicious. Option B is incorrect because it implies only medium-level files are quarantined, whereas higher-risk levels would also be
blocked.

NEW QUESTION # 16 
Your FortiSASE customer has a small branch office in which ten users will be using their personal laptops and mobile devices to
access the internet.
Which deployment should they use to secure their internet access with minimal configuration?

A. Deploy FortiAP to secure internet access.
B. Deploy FortiClient endpoint agent to secure internet access.
C. Deploy FortiGate as a LAN extension to secure internet access.
D. Deploy SD-WAN on-ramp to secure internet access.

Answer: A

Explanation:
Deploying FortiAP enables secure internet access for unmanaged personal devices in small branch offices with minimal configuration
by automatically directing traffic through FortiSASE, eliminating the need for endpoint installation or complex setup.

NEW QUESTION # 17 
Refer to the exhibits. Antivirus is installed on a Windows 10 endpoint, but the windows application firewall is stopping it from
running.
What will the endpoint security posture check be?





A. FortiClient will trigger network lockdown on the endpoint.
B. FortiClient will tag the endpoint as FortiSASE-Non-Compliant.
C. FortiClient will prompt the user to enable antivirus.
D. FortiClient will be unmanaged from FortiSASE due to failed compliance.

Answer: B

Explanation:
Although the antivirus is installed, it is not running due to the Windows application firewall blocking it. According to the FortiSASE-
Non-Compliant rule, antivirus software must be both installed and running. Since this condition fails, FortiClient assigns the
FortiSASE-Non-Compliant tag to the endpoint.

NEW QUESTION # 18 
Refer to the exhibit. An organization must inspect all the endpoint internet traffic on FortiSASE, and exclude Google Maps traffic
from the FortiSASE VPN tunnel and redirect it to the endpoint physical interface.
Which configuration must you apply to achieve this requirement?



A. Configure a steering bypass tunnel firewall policy using Google Maps FQDN to exclude and redirect the traffic.
B. Exempt Google Maps in URL filtering in the web filter profile.
C. Add the Google Maps URL as a steering bypass destination in the endpoint profile.
D. Add the Google Maps URL in the zero trust network access (ZTNA) TCP access proxy forwarding rule.

Answer: C

Explanation:
To exclude specific internet traffic (such as Google Maps) from being tunneled through FortiSASE and instead direct it out the local
endpoint interface, you must configure it as a steering bypass destination in the FortiClient endpoint profile. This ensures traffic
matching the URL bypasses the FortiSASE tunnel.

NEW QUESTION # 19 
You are designing a new network for Company X and one of the new cybersecurity policy requirements is that all remote user
endpoints must always be connected and protected Which FortiSASE component facilitates this always-on security measure?

A. thin-branch SASE extension
B. inline-CASB
C. unified FortiClient
D. site-based deployment

Answer: C

Explanation:
The unified FortiClient component of FortiSASE facilitates the always-on security measure required for ensuring that all remote user
endpoints are always connected and protected.
* Unified FortiClient:
* FortiClient is a comprehensive endpoint security solution that integrates with FortiSASE to provide continuous protection for
remote user endpoints.
* It ensures that endpoints are always connected to the FortiSASE infrastructure, even when users are off the corporate network.
* Always-On Security:
* The unified FortiClient maintains a persistent connection to FortiSASE, enforcing security policies and protecting endpoints against
threats at all times.
* This ensures compliance with the cybersecurity policy requiring constant connectivity and protection for remote users.
References:
FortiOS 7.6 Administration Guide: Provides information on configuring and managing FortiClient for endpoint security.
FortiSASE 23.2 Documentation: Explains how FortiClient integrates with FortiSASE to deliver always-on security for remote
endpoints.
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