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NEW QUESTION # 118
‘Which one of the following portions of information is communicated by bits in the PHY Header?

e A Signal strength
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* B. Noise
e C.SNR
e D. Data rate

Answer: D

Explanation:

One of the information that is communicated by bits in the PHY header is data rate. Data rate is the speed at which data is
transmitted or received over the wireless medium Data rate depends on factors such as modulation, coding, channel width, spatial
strears, and guard interval. Data rate is indicated by bits in different fields of the PHY header, depending on the type of PPDU
(e.g, OFDM, HT, VHT, HE). The receiver uses these bits to determine how to decode and demodulate the rest of the PPDU. The
other options are not correct, as they are not communicated by bits in the PHY header. SNR (Signal-to-Noise Ratio), noise, and
signal strength are measured by the receiver based on its own capabilities and environment. References: [Wireless Analysis
Professional Study Guide CWAP-405], Chapter 4: 802.11 Physical Layer, page 101-105

NEW QUESTION # 119

You have implemented an AP at a remote office. It is a single-band AP supporting 802.11ac. Several users complain that their
laptops cannot connect to the WLAN. These laptops are from multiple vendors and range in age from 2 to 4 years. The SSID and
security profile settings are correct. All default settings were used on the AP with the exception of the SSID and security settings.
What is the most likely issue preventing these STAs from connecting to the AP?

A. They do not support VHI and only support OFDM
B. They do not support the basic data rates

C. They are 5 GHz-only devices

D. They are 2.4 GHz-only devices

Answer: C

NEW QUESTION # 120

Recently, three rogue APs have been connected to the network and later discovered. You want to prevent future rogue AP
installations as much as possible.

What is the first step to elimmnating or reducing rogue APs on the network?

A. Create a hash of the MAC addresses of all authorized devices and continually scan for non-matching hashes
B. Enable rogue detection in the existing authorized APs

C. Use IPSec between every AP and the network infrastructure

D. Define a direct policy that stipulates the ramifications of installing unauthorized devices

Answer: B

NEW QUESTION # 121
Prior to a retransmission what happens to the CWmax value?

A. Increases by 1

B. Resetto 0

C. Doubles and increases by |
D. Set to the value of the AIFSN

Answer: C

Explanation:

Before a retransmission, the CWmax (Contention Window maximum) value doubles and increases by 1. The CWmax is a
parameter that determines the upper limit of the random backoff time that a STA (station) has to wait before attempting to access the
medium The random backoff time is chosen from a range of values between CWmin (Contention Window minimum) and CWmax.
The CWmn and CWmax values depend on the AC (Access Category) of the traffic and the PHY type of the STA. If a transmission
fails due to a collision or an error, the STA has to retransmit the frame after waiting for another random backoft time. However, to
reduce the probability of another collision, the STA increases its CWmax value by doubling it and adding 1.

This increases the range of possible backoff values and spreads out the STAs more evenly. The STA resets its CWmax value to its



original value after a successful transmission or after reaching a predefined limit. References: [Wireless Analysis Professional Study
Guide CWAP-405], Chapter 7: QoS Analysis, page
196-197

NEW QUESTION # 122
You are attempting to determine timing information within a packet capture of a WLAN protocol analyzer.
What time is used to display the time the packet was captured based on the system clock in the computer?

A. Delta

B. Arrival

C. Relative
D. Interframe

Answer: B

NEW QUESTION # 123
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