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Topic 1

Enable secure software development and ensure compliance: This section of the exam measures skills of
GitHub Enterprise Administrators and deals with applying GitHub’s security and compliance capabilities. It
covers policies, auditing, scrubbing sensitive data, secret scanning, code scanning with CodeQL,
dependency management with Dependabot, and implementing security response plans. It also explores
authentication tokens, app security policies, and enterprise managed users.

Topic 2

Manage access and permissions based on membership: This section of the exam measures skills of
DevOps Engineers and reviews how to manage organizations, teams, and repository permissions. It
includes default permission settings, team synchronization through AD, scripting across multiple
organizations, and aligning enterprise policies with trust requirements. It also contrasts roles such as
organization members, owners, collaborators, and billing managers.

Topic 3

Manage user identities and GitHub authentication: This section of the exam measures skills of DevOps
Engineers and focuses on managing authentication and identity across organizations using SAML SSO,
SCIM, and team synchronization. Candidates need to understand identity providers, user membership
implications, authorization models, and enforcing security measures such as two-factor authentication.

Topic 4

Manage GitHub Actions: This section of the exam measures skills of DevOps Engineers and emphasizes
managing workflows, reusable actions, and distribution strategies within the enterprise. It explains
configuring organization-level policies, managing self-hosted and GitHub-hosted runners, controlling access
through IP allow lists, handling encrypted secrets, and integrating third-party vaults for workflow security.

Microsoft GitHub Administration Sample Questions (Q55-Q60):
NEW QUESTION # 55 
You have subscribed to GitHub Premium Support, and you need to submit a support ticket. GitHub Premium Support can help you
with:

A. integrating with third-party applications.
B. writing scripts.
C. installing GitHub Enterprise Server.
D. setting up hardware.

Answer: C

Explanation:
GitHub Premium Support includes assistance with installing and using GitHub Enterprise Server, ensuring your deployment is
configured correctly and any installation issues are resolved.

NEW QUESTION # 56 
Which of the following are valid ways to pass data to a reusable workflow in a separate repository?

A. Define the secrets in the reusable workflow's repository and reference the secret using the 'secrets' context.
B. Use environment variables to pass data directly to the reusable workflow.
C. Define the secrets in the caller repository and call the reusable workflow using the 'secrets' keyword.
D. Define inputs in the reusable workflow and pass values from the calling workflow.

Answer: C,D

Explanation:
You declare namedinputs in the reusable workflow's on.workflow_call block and then pass values from the caller using
thewithkeyword, allowing the called workflow to consume those parameters.
You define required secrets in the caller repository and supply them to the reusable workflow via thesecretskeyword in the
workflow-call step, ensuring sensitive values are securely passed.

NEW QUESTION # 57 



Which of the following correctly describes the difference between controlling actions at the enterprise level versus the organization
level in GitHub?

A. Enterprise policies apply only to public repositories, while organization policies apply to public, internal, and private
repositories.
B. Enterprise policies and organization policies are independent, with organization policies taking precedence for repositories
within the organization.
C. Enterprise policies configure mandatory settings for organizations.
D. Enterprise policies can block specific actions, while organization policies can only enable or disable actions entirely.

Answer: C

Explanation:
Enterprise policies let you define and enforce mandatory settings across all member organizations - organization-level policies then
operate within the options that the enterprise policy exposes.

NEW QUESTION # 58 
How does GitHub handle secrets found via secret scanning in a public repository?

A. It immediately blocks the commit to protect the secret.
B. It alerts the service provider (e.g., AWS, Stripe).
C. It notifies the admin via webhook.
D. It deletes the secret from the repository automatically.

Answer: B

Explanation:
When secret scanning detects a supported credential in a public repository, GitHub notifies the issuing service provider so they can
revoke or rotate the exposed secret.

NEW QUESTION # 59 
Our organization is updating its enterprise policies. Which of the following steps should you take to ensure alignment with security
requirements?

A. Regularly assess and adjust policies based on evolving risks.
B. Maintain clear documentation of existing policies and policy changes.
C. Implement the new enterprise policies across the organization first and then consult with the security team to identify- any
necessary adjustments or retrofits
D. Implement changes without consulting stakeholders.

Answer: B,C

NEW QUESTION # 60
......

Our GH-100 test question with other product of different thing is we have the most core expert team to update our GH-100 study
materials, learning platform to changes with the change of the exam outline. If not timely updating GH-100 training materials will let
users reduce the learning efficiency of even lags behind that of other competitors, the consequence is that users and we don't want to
see the phenomenon of the worst, so in order to prevent the occurrence of this kind of risk, the GH-100 Practice Test materials give
supervision and update the progress every day, it emphasized the key selling point of the product.
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