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¢ Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
T | devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and

troubleshooting communication issues.

¢ Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in

FRE2 managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in

place.
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¢ System Configuration: This section assesses the capabilities of network and security analysts in managing
13 FortiAnalyzer systens. It includes tasks like performing initial configurations, setting up high-availability
systemrs, and configuring RAID for storage.

¢ Admunistration: This section evaluates the ability of network and security analysts to configure

admunistrative access and manage Administrative Domains (ADOMs). It covers tasks such as setting user
FEE4 permissions, managing backups, and disk quotas, and ensuring secure and efficient management of
admunistrative privileges within FortiAnalyzer systems.
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& #97
‘Which statement about the FortiSIEM management extension is correct?

A. Tt requires a licensed FortiSIEM supervisor.

B. Its use of the available disk space is capped at 50%.

C. Allows you to manage the entire life cycle of a threat or breach.
D. It can be installed as a dedicated VM.

ER: C

P& #98
What is the purpose of a predefined template on the FortiAnalyzer?

A. Tt specifies the report layout which contains predefined texts, charts, and macros

B. It specifies report settings which contains time period, device selection, and schedule
C. It contains predefined data to generate mock reports

D. It can be edited and modified as required

ER: A

i RE B -

Reference:

2300 Reports/0010 Predefined reports.htn#~text=FortiAnalyzer%s20includes?%620a%20number%o
20of,create%20and%e2For%20build%20reports. &text=A%20template%s2 Opopulates¥620the%s20Layout, that%o
20is%20t0%20be%:20created.
https/help.fortinet.com/fa/faz50hlp/56/5-6-2/FMG-FAZ/2300_Reports/0010_Predefined reports.htm

F /8 #99
Which two statements are true regarding FortiAnalyzer operating modes? (Choose two.)
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A. Collector mode is the default operating mode.

B. When in collector mode, FortiAnalyzer collects logs from multiple devices and forwards these logs in the original binary
format.

C. When in collector mode. FortiAnalyzer supports event management and reporting features.

D. By deploying different FortiAnalyzer devices with collector and analyzer mode in a network, you can improve the overall
performance of log receiving, analysis, and reporting

EXR: BD
i RE B -

Reference:
httpsz/docs.fortinet.conydocument/fortianalyzer/7.0.0/administration- guide/3 1 2644/analyzer-collector-collaboration

=8 #100

You finished registering a FortiGate device. After traffic starts to flow through FortiGate. you notice that only some of the logs
expected are being received on FortiAnalyzer.

What could be the reason for the logs not arriving on FortiAnalyzer?

A. This FortiGate is part of an HA cluster but it is the secondary device.
B. This FortiGate model is not fully supported.

C. FortiGate was added to the wrong ADOM type.

D. FortiGate does not have logging configured correctly.

ZX: D

fE AR A«
This FortiGate is part of an HA (High Availability) cluster, but it is a secondary device. In an HA configuration, typically only the
primary device is responsible for sending logs to FortiAnalyzer, while the secondary device may not send logs unless the primary
device fails.

F 8 #101
For which two purposes would you use the command set log checksum? (Choose two.)

A. To prevent log modification or tampering

B. To help protect against man-in-the-middle attacks during log upload from FortiAnalyzer to an SFTP server
C. To send an identical set of logs to a second logging server

D. To encrypt log communications

Z%: AB

fRRER A «

To prevent log modification or tampering: The set log-checksum command with options like md5 or shal calculates a checksum
value for the log data. This checksum acts as a digital signature, allowing FortiAnalyzer to verify the integrity of the logs and detect
any unauthorized modifications.

To protect log data from man-in-the-middle attacks: By using checksuns, FortiAnalyzer can ensure that the logs received have not
been altered in transit during a man-in-the-middle attack. Ifthe checksum of the received logs doesn't match the expected value, it
indicates potential tampering,
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