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NEW QUESTION # 17
Refer to the exhibit, which contains a partial BGP combination.

You want to configure a loopback as the OGP source.
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A. bgp-enfoce-multihop
B. ebgp-enforce-multihop
C. update-source

D. recursive-next-hop

Answer: B,C

Explanation:

To configure a loopback as the BGP source, you need to set the "ebgp-enforce-multhop" and "update-source" parameters in the
BGP configuration. The "ebgp-enforce-multihop" allows EBGP connections to neighbor routers that are not directly connected,
while "update-source" specifies the IP address that should be used for the BGP sessionl. References = BGP on loopback,
Loopback mterface, Technical Tip: Configuring EBGP Multihop Load-Balancing, Technical Tip: BGP routes are not installed in
routing table with loopback as update source

NEW QUESTION # 18
‘Which ADVPN configuration must be configured using a script on fortiManager, when using VPN Manager to manage fortiGate
VPN tunnels?

A. Configure IP addresses on [Psec virtual interlaces
B. Disable add-route on hub

C. Enable AD-VPN in [Psec phase 1

D. Set protected network to all

Answer: C

Explanation:

To enable AD-VPN, you need to edit an SD-WAN overlay template and enable the Auto- Discovery VPN toggle. This will
automatically add the required settings to the IPsec template and the BGP template. You cannot enable AD-VPN directly in the
IPsec phase 1 settings using VPN Manager.

NEW QUESTION # 19
Refer to the exhibit which shows config system central-management information.

confﬁg system central-management
set type fortimanager
set allow-push-firmware disable
set allow-remote-firmware-upgrade ‘disable
set fmg "18.1.8.241"
config server-list
edit 1

set server4qtype update
set serpveEr-address 10.1.0.241
next
end
set include-default-servers disable

Which setting must you configure for the web ﬁlterirTg_fe;tu?e to function?

e A. Configure securewtf. fortiguard.net on the default servers
¢ B. Configure server-type with the rating option
e (. Add server.fortiguard.net to the Server list



¢ D. Set update-server-location to automatic
Answer: B

Explanation:

For the web filtering feature to function effectively, the FortiGate device needs to have a server configured for rating services. The
rating option in the server-type setting specifies that the server is used for URL rating lookup, which is essential for web filtering. The
displayed configuration does not list any FortiGuard web filtering servers, which would be necessary for web filtering. The setting set
include-default-servers disable indicates that the default FortiGuard servers are not being used, and hence, a specific server for web
filtering (like securewf fortiguard.net) needs to be configured.

NEW QUESTION # 20
Refer to the exhibit, which shows a network diagram.
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Which IPsec phase 2 conﬁgutatlon should you impalement so that only one remote s1te is connected at any time?

A. Set route-overlap to allow.

B. Set net-device to enable

C. Set single-source to enable

D. Set route-overlap to either use-new or use-old

Answer: D

Explanation:

To ensure that only one remote site is connected at any given time in an IPsec VPN scenario, you should use route-overlap with the
option to either use-new or use-old. This setting dictates which routes are preferred and how overlaps in routes are handled,
allowing for one connection to take precedence over the other (C).

NEW QUESTION # 21
Which statement is true regarding the Bidirectional Forwarding Detection protocol in BGP?

A. BFD is enabled under config router bfd configuration

B. BFD is used to detect one way device failure

C. BFD is only supported when two FortiGate devices are directly connected on the same network
D. BFD is using BGP keepalive messages to check the status of BGP peer

Answer: B

NEW QUESTION # 22
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