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An admmnistrator needs to ensure all web traffic (HTTP/HTTPS) from a specific subnet (10.100.20.0/24) is redirected through a
third-party virtual firewall inside the VPC for Layer 7 inspection before reaching the internet. The firewall VM has an IP of
10.100.30.5 and is connected to a different subnet. What should be done to enforce this specific traffic path?

¢ A. Move the Firewall VM into the same subnet and set the default GW of the web servers to 10.100.30.5.

B. Create a Network Policy with a high priority with the source 10.100.20.0/24, destination of 10.100.30.5 on port 80 &
443,

C. Create a FNS policy with an allow rule for the FW IP 10.100.30.5.

D. Configure a Policy-Based Route (PBR) on the VPC with a re-route IP 10.100.30.5.
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This tem s best solved by thinking like an operator in Prism Central: first identify whether the problem is design, control-plane state,
or policy logic, then pick the option tied to that layer. The correct response is A, meaning "Configure a Policy-Based Route (PBR)
on the VPC with a re-route IP 10.100.30.5.". The winning option is the one tied to the native Nutanix object or control that governs
the outcome described in the scenario. In practice, this falls into virtual network design: VPC structure, subnet type, external
network behavior, routing intent, and address exposure are what determine the result.

Seen froma design perspective, the correct answer is the least ambiguous and most supportable implementation path inside Prism
Central and AHV. Notice that B does not fit because it targets a different layer of the Nutanix networking and security stack than the
one causing the outcome here. C does not fit because it targets a different layer of the Nutanix networking and security stack than
the one causing the outcome here. That is the underlying Nutanix principle being validated: solve the issue at the feature that owns the
behavior, not by changing unrelated infrastructure settings that happen to sound network-oriented.
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Which step is required before placing the Flow Network Security software bundle on a local web server?

A. Set up a local web server and download both the required software LCM bundle and compatibility bundle.

B. Extract the downloaded bundle using 7zip and upload it directly to Prism Central.

C. Perform an inventory on the Nutanix cluster before transferring any bundle files to the web server.

D. Enable Direct Upload in Life Cycle Manager so the bundles can be transferred automatically to the Nutanix cluster.
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This itemis best solved by thinking like an operator in Prism Central: first identify whether the problem is design, control-plane state,
or policy logic, then pick the option tied to that layer. The correct response is D, meaning "Set up a local web server and download
both the required software LCM bundle and compatibility bundle.”. The winning option is the one tied to the native Nutanix object
or control that governs the outcome described in the scenario. In lifecycle terms, Nutanix expects administrators to respect
prerequisites, compatibility, and dependency order before enabling or upgrading Flow-related services. By contrast, A does not fit
because it targets a different layer of the Nutanix networking and security stack than the one causing the outcome here. B does not fit
because it targets a different layer of the Nutanix networking and security stack than the one causing the outcome here. In practice,
administrators who anchor their decisions to Prism Central constructs-such as VPCs, external networks, ERPs, categories, and
policy modes-arrive at the correct answer faster and avoid unnecessary changes. A strong exam habit is to ask which Nutanix
construct would have to change for the symptom or requirement.
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An admmnistrator has a VPC with a single active gateway node that successfully peers with an external router using a single BGP GW
and session. To elimmate a single point of failure, the administrator deploys a second BGP gateway to the VPC. After the second
gateway is added and shows a healthy state, the external router still only sees a single BGP session. What is the most likely reason
for the second session not being established on the external router?

A. The BGP Hold-down timer on the external router is set too high.

B. The second BGP gateway requires a BGP session configured to peer with the external router.

C. The external router needs BGP peering configuration pointing to the IP address of the first gateway node.
D. Network Security Groups are blocking BGP traffic from the second gateway's IP address.
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The most professional way to evaluate this question is to map the symptom to the Nutanix feature responsible for that finction rather
than reacting to secondary details in the prompt. The correct response is D, meaning

"The second BGP gateway requires a BGP session configured to peer with the external router.". With BGP in Flow Virtual
Networking, route exchange depends on both gateway objects and a correctly defined peering session. A healthy gateway alone is
not enough; the session, peer parameters, and advertised prefixes must all align. Operationally, Flow Virtual Networking should be
checked fromthe control plane outward: gateway health, peering state, route advertisement, ERP coverage, external path, and MTU
when encapsulation is involved. By contrast, A does not fit because it targets a different layer of the Nutanix networking and security
stack than the one causing the outcome here. B does not fit because it targets a different layer of the Nutanix networking and security
stack than the one causing the outcome here. The key takeaway is that Flow is intentionally modular. Networking objects determine
reachability, security objects determine permission, and lifecycle steps determine supportability. Mixing those layers usually produces
the distractor answers..
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A VM with IP address 172.20.10.5 on a Subnet with CIDR 172.20.10.0/24 is unable to be routed externally from the VPC. The
VPC is successfully peered via BGP... However, when checking the BGP Session, no routes are being advertised by the VPC.
What is the most likely configuration issue?

A. The VM does not have a Floating IP assigned to allow external connectivity.

B. There is no default route within the VPC to send traffic to the NAT external network.
C. The VPC does not have a NO-NAT network configured to advertise the routes.

D. A network Policy is blocking outbound access for the VM.
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From a Nutanix exam perspective, this question is really testing whether the administrator understands the control point that actually
governs the behavior shown in the scenario. The correct response is C, meaning

"The VPC does not have a NO-NAT network configured to advertise the routes.". A Floating IP is the normal mechanism for
exposing a workload in an overlay-backed VPC to external clients. It preserves internal VM addressing while publishing a reachable
external address through the VPC's north-south path. With BGP in Flow Virtual Networking, route exchange depends on both
gateway objects and a correctly defined peering session. A healthy gateway alone is not enough; the session, peer parameters, and
advertised prefixes must all align. Operationally, Flow Virtual Networking should be checked from the control plane outward:
gateway health, peering state, route advertisement, ERP coverage, external path, and MTU when encapsulation is involved. A strong
exam habit is to ask which Nutanix construct would have to change for the symptom or requirement to change. That mental shortcut
usually separates the real answer from distractors that mention generic networking steps, disruptive resets, or unrelated configuration
objects. Notice that A is not appropriate because NAT changes addressing.
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An administrator configures a VPN gateway with eBGP for dynamic route exchange. After setup, routes are not advertised to the
remote peer. Which configuration is most likely missing?

A. Peer IP address required for establishing the BGP session.

B. VLAN ID alignment between local and remote networks.

C. DHCP options for assigning IP addresses to remote endpoints.

D. ASN configuration for the local gateway to identify its autonomous system
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A reliable method here is to translate the scenario into Nutanix terms- VPC routing, external connectivity, policy scope, identity
mapping, or upgrade readiness-and then choose the answer that directly addresses that domain. The correct response is B, meaning
"ASN configuration for the local gateway to identify its autonomous system.". With BGP in Flow Virtual Networking, route
exchange depends on both gateway objects and a correctly defined peering session. A healthy gateway alone is not enough; the
session, peer parameters, and advertised prefixes must all align. A VPN showing an "Up" state confirns tunnel establishment, but it
does not guarantee end-to-end reachability. Actual traffic flow still depends on route advertisement or static routing, proper prefixes,
and correct MTU considerations. Operationally, Flow Virtual Networking should be checked from the control plane outward:
gateway health, peering state, route advertisement, ERP coverage, external path, and MTU when encapsulation is involved. By
contrast, A does not fit because it targets a different layer of the Nutanix networking and security stack than the one causing the
outcome here. C does not fit because it targets a different layer of the Nutanix networking and security stack than the one causing
the outcone here..
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