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EE#59

A GIS administrator is responsible for maintaining the stability of a large internal ArcGIS Enterprise deployment. After the Domain
CA certificate is replaced with a new one andthe new PKCS#12 format PFX file is imported into all Portal for ArcGIS, ArcGIS
Server, and ArcGIS Data Store deployments, the following issues are identified:

* When connecting directly to the Portal for ArcGIS administration endpoint via port 7443, the new certificate is not recognized and
is considered mvalid

* When connecting directly to the ArcGIS Server administration endpoint via port 6443, the new certificate is not recognized and is
considered mvalid

* When connecting to the ArcGIS Data Store endpoint via port 2443, the new certificate is recognized and considered valid What is
causing this issue?

¢ A. Domain CA certificates are no longer supported by ArcGIS Server and Portal for ArcGIS and should be replaced by self-
signed certificates

¢ B. ArcGIS Server and Portal for ArcGIS are not compatible with PKCS#12 certificates

e C. ArcGIS Server and Portal for ArcGIS require that new root and new issuing authority certificates be imported explicitly
mto the software

¢ D. Domain CA certificates must be imported using a DER encoded binary X.509 (CER) format file for ArcGIS Server and
Portal for ArcGIS

e C

M.

When replacing SSL certificates in ArcGIS Enterprise components,ArcGIS Server and Portal for ArcGIS require the root and
mtermediate (issuing) certificates to be explicitly importedinto their trust stores.

Unlike the ArcGIS Data Store, which can often rely on the systentlevel trust store, ArcGIS Server and Portal maintain their
owncertificate trust management.

From the official ArcGIS Enterprise documentation:

"When using certificates issued by an internal or external CA, it is essential to also import the corresponding root and intermediate
certificates into the Portal for ArcGIS and ArcGIS Server trust stores to ensure the certificate chain is validated properly."

* OptionBis incorrect. Domain CA certificatesare supported and recommendedover self-signed certificates for internal deployments.
* OptionCrefers to an acceptable format butdoes not address the issue, which is about importing the chain of trust.

* OptionDis incorrect; PKCS#12 (.pfx) certificates are supported but must be paired with the correct chain files.
Reference:ArcGIS Enterprise -Managing CA certificates in Portal and ArcGIS Server environments

EE2 #60

An organization configures an ArcGIS Enterprise portal to allow single sign-on using Integrated Windows Authentication (IWA).
Configuration includes:

* All accounts in the Active Directory group gisusers are added to the portal

* Existing users can sign in without entering credentialsHowever, new employees assigned to the same gisusers group cannot log in,
create content, or join groups. What is causing this issue for the new employees?

A. Their Active Directory accounts have not had sufficient time to sync to the portal

B. Their Active Directory accounts have not been added to the portal

C. Therir Active Directory accounts have been assigned an incompatible default user type
D. The Web Adaptor cache must be cleared

o2
m

: C

EE #o1

After upgrading, a GIS administrator tries to log in to Portal for ArcGIS using admin credentials. The portal site doesn't display
correctly and an error is shown. Login fails.

What should the administrator do?

A. Clear the browser's cache

B. Roll back the upgrade

C. Run portalscan.py

D. Reinstall the ArcGIS Web Adaptor



HE: A

Y.

After an upgrade, Portal for ArcGIS often changes web elements, scripts, and cached content. If the browser is usingold cached
files, the portal page may not render correctly, and authentication may fail. Clearing the browser cacheensures that new files are
loaded.

From Esri documentation:

"After upgrading ArcGIS Enterprise, clear the browser's cache to ensure that all updated components and scripts are loaded
properly."

* OptionAis a diagnostic tool, not a fix.

* OptionBmay be excessive if the issue is simply browser cache.

* OptionDis not a standard troubleshooting step.

Reference:ArcGIS Enterprise -Post-Upgrade Troubleshooting and Web Adaptor Behavior

HEE #62

An organization is configuring ArcGIS Enterprise. They want to enable asingle sign-on experiencefor users using theirexisting SAML
identity provider.

‘What action should the organization perform?

A. Set up Lightweight Directory Access Protocol with portal-tier authentication
B. Register the portal's service provider metadata with the identity provider

C. Register the identity provider as a web-tier authenticator

D. Configure ArcGIS Web Adaptor to use Integrated Windows Authentication

He: B

ME:

To enableSAML-based SSO, the ArcGIS Enterpriseportal acts as the Service Provider (SP). To link it to an Identity Provider
(IdP), you mustregister the portal's SP metadatawith the IdP and configure the portal to trust it.

From Esri's documentation:

"To complete SAML configuration, register the portal's SAML service provider metadata with your organization's identity provider,
then configure the portal with the IdP metadata.”

* OptionAis for IWA (Kerberos), not SAML.

* OptionCrefers to LDAP but doesn't configure SAML or SSO.

* OptionDis not a valid standalone action for SAML integration.

Reference:ArcGIS Enterprise -Configuring SAML Identity Providers for Single Sign-On

A2 #63

An ArcGIS Pro user receives the following error when trying to publish to ArcGIS Enterprise:

"Unable to publish to ArcGIS Server, error 001369: failed to create service" The ArcGIS Server logs reveal:
* Failed to create service

* Internal server error

* Unable to instantiate class for XML schema type

* Invalid XML registry file

* 390 ArcSOC processes running

* Server uses only half of available RAM

Which action should the administrator perform?

e A. Use more dedicated instances instead of shared
¢ B. Increase the non-interactive desktop heap size
e C. Scale up the ArcGIS Server machine resources

HE:. A

Y.

This issue is consistent with desktop heap exhaustion, especially when a high number of ArcSOC processes (e.g., 390) are running
on Windows. Desktop heap is a limited memory resource used for GUI and system object management. When it runs out, services
can fail to start and produce XML-related errors.

Increasing the non-interactive desktop heap size in the Windows registry resolves this.



From Esri documentation:

"If the Windows desktop heap size is too low, ArcGIS Server may be unable to create new processes (ArcSOC), causing service
failures and related mternal server errors."

* Option B is a generic fix and won't address the specific heap exhaustion issue.

* Option C doesn't help if the root issue is OS-level heap size limits.

Reference:ArcGIS Enterprise - ArcSOC process limits and Windows desktop heap size
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