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FH 1

Wireless monitoring and protection: This section of the exam measures skills of network engineers and
covers monitoring and managing wireless infrastructure. It focuses on identifying wireless threats, detecting
malicious activities, and ensuring access point performance and stability. It also involves implementing guest
services and location-based presence features.

FH 2

Wireless network security and access: This section of the exam measures skills of security administrators
and covers the design and deployment of secure wireless networks. It includes configuring wireless access
controls, implementing VLANS, and using network access control (NAC) to segment and protect the
wireless environment.

=M 3

Wireless fndamentals and FortiAP management: This section of the exam measures skills of network
engineers and covers the foundational understanding of wireless technologies and standards. It includes
knowledge of deploying FortiAP devices using the integrated FortiOS wireless controller and configuring
them using custom access point profiles.

=M 4

Wireless diagnostics and analytics: This section of the exam measures skills of security administrators and
covers the tools and techniques used to diagnose and analyze wireless issues. It includes gathering
mnformation from clients and devices, troubleshooting common wireless problens, and reviewing logs and
debug data to apply effective fixes.
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(Q152-Q157):

EHE #152

What is the purpose of configuring WPA3 encryption on a wireless network?

Response:

°

°

°

°
HE: D
HEE #153

Refer to the exhibit.

A. To enable load balancing for wireless clients

B. To manage guest accounts on the network

C. To improve wireless signal strength

D. To provide strong security for wireless communications




Ifthe signal is set to -68 dB on the FortiPlanner site survey reading, which statement is correct regarding the coverage area?
Response:

e A. Areas with the signal strength weaker than -68 dB are highlighted in orange and red to indicate that no signal was
propagated by the APs.

e B. Areas with the signal strength equal or stronger than -68 dB are highlighted in multicolor

e C. Areas with the signal strength equal to -68 dB are zoomed in to provide better visibility

e D. Areas with the signal strength weaker than -68 dB are cut out of the map

HE: A

EE #154
Why is capturing and analyzing AP-to-controller traffic essential?
Response:

A. Monitoring the number of connected client devices

B. Determining client browsing history

C. Identifying any RF mterference

D. Troubleshooting potential connectivity or performance issues

(1]
m

: D

HEE #155
‘What would be a primary concern if rogue APs are not monitored and suppressed in a network?
Response:

A. Inability to detect other rogue APs in the future.
B. Unauthorized access and potential data breaches.
C. Decreased Wi-Fi signal strength.

D. Reduced number of available IP addresses.

: B

o
m

HE #156



Which feature allows for the logical segregation of a wireless network without the need for multiple physical networks?
Response:

A. VLANs on SSIDs

B. Advanced bridge mode options
C. FortiAP load balancing

D. FortiGate guest management
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