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Antworten

ZertSoft bietet Thnen die zielgerichteten Fragenkataloge von guter Qualitit, mit denen Sie sich gut auf die Fortinet FCP_FSM_AN-
7.2 Zertifizierungspriifing vorbereiten kénnen. Die Ubungen von ZertSoft sind den echten Priifingen sehr dhnlich. Wir versprechen,
dass Sie nur einmal die Fortinet FCP_FSM_AN-7.2 Zertifizierungspriifung bestehen konnen. Sonst gaben wir Thnen eine
Riickerstattung.

Fortinet FCP_FSM_AN-7.2 Priifungsplan:

Thema Einzelheiten

¢ Rules and subpatterns: This section of the exam measures the skills of SOC Engineers and focuses on the

construction and implementation of analytics rules. It involves identifying the different components that
Thema 1 make up a rule, utilizing advanced features like subpatterns and aggregation, and practically configuring
these rules within the FortiSIEM platform to detect security events.

¢ Incidents, notifications, and remediation: This section of the exam measures the skills of Incident

Responders and enconpasses the entire incident management lifecycle. This includes the skills required to
Thema 2 manage and prioritize security incidents, configure policies for alert notifications, and set up automated
remediation actions to contain and resolve threats.

¢ Machine learning, UEBA, and ZTNA: This section of the exam measures the skills of Advanced Security

Architects and covers the integration of modern security technologies. It involves performing configuration
Thema 3 tasks for machine learning models, incorporating UEBA (User and Entity Behavior Analytics) data into
rules and dashboards for enhanced threat detection, and understanding how to integrate ZTNA (Zero
Trust Network Access) principles into security operations.

¢ Analytics: This section of the exam measures the skills of Security Analysts and covers the foundational

techniques for building and refining queries. It focuses on creating searches from events, applying grouping
Therm 4 and aggregation methods, and performng various lookup operations, including CMDB and nested queries
to effectively analyze and correlate data.
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mit Losungen (Q20-Q25):

20. Frage
What can you use to send data to FortiSIEM for user and entity behavior analytics (UEBA)?

A. FortiSIEM agent
B. FortiSIEM worker
C. SSH

D. SNMP

Antwort: A

Begrindung;
The FortiSIEM agent can be used to send detailed endpoint data such as user activity and process behavior to FortiSIEM, which is
essential for performing User and Entity Behavior Analytics (UEBA).

21. Frage
Refer to the exhibit. The analyst is troubleshooting the analytics query shown in the exhibit.
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Analytics Search

Filter By: Event Keywords [Event Attribute CMDE Attribute Clear All Load Save
Paren Attribute Operator Value Paren Next Row
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@ © Event Type ™ ~ “Group: Logon Failure e © AND OR 4 T

Time Range: FReal-time Relative Absolute

W Ei:RTINET

Why is this search not producing any results?

A. The Boolean operator is wrong between the attributes.

B. The Time Range is set incorrectly.

C. The inner and outer nested query attribute types do not match.

D. You camnot reference User and Event Type attributes in the same search.

Antwort: C

Begriindung:

The issue is that the "User" attribute is incorrectly assigned a Device IP group value, which is a mismatch of attribute types. "User"
expects a user name or identity, not a device IP group. This mismatch between the attribute type and the provided value causes the
search to return no results.

22. Frage
Youneed a model for predicting a target field based on other fields in a dataset and then trigger an anomaly if the value does not
match the prediction. Which machine learning algorithm will build this type of model?

A. Clustering

B. Regression
C. Regression
D. Forecasting

Antwort: B

23. Frage
‘Which running mode takes the most time to perform machine learning tasks?

A. Local auto

B. Local

C. Forecasting
D. Regression

Antwort: B

Begriindung;
In Local mode, FortiSIEM performs machine learning tasks using the full dataset without optimization shortcuts, making it the most
time-consuming mode compared to Local Auto, Forecasting, or Regression.

24. Frage
Refer to the exhibit.



Event Attribute

Filter By: Event Keywords Event Attribute CMDB Attribute Clear All Load Save
Paren Attribute Operator Value Paren Next Row
(= © RawEvent Log - v udp (-] © AND OR 4 [

Time Range: FReal-time Relative Absolute

Last 2 Hours +

- M s R | § e

Trend Interval: Auto v

Result Limit: 100 K rows
Apply & Rum Apply Cancel

A FortiSIEM device is receiving syslog events froma FortiGate firewall. The FortiSIEM analyst is trying to search the raw event
logs for the last two hours that contain the keyword "udp". However, they are getting no results from the search, which they know
should be available. Based on the filter shown in the exhibit, why are there no search results?

A. The analyst selected = in the Operator column. That is the wrong operator.

B. The Time Range value should be set to Real-Time.

C. The analyst selected AND in the Next column. This is the wrong Boolean operator.

D. The keyword is case sensitive. Instead of typing udp in the Value field, the analyst should type UDP.

Antwort: A

Begrindung;

The operator is set to "=", which performs an exact match on the entire raw event log, not a substring search. To find logs that
contain the keyword "udp", the analyst should use the CONTAIN operator instead. This will return all logs where "udp" appears
anywhere in the raw log message.
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