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i 8 #18
You have detected a Rogue AP using the Security Dashboard Which two actions should you take in responding to this event?
(Select two)

¢ A. You should receive permission before containing an AP. as this action could have legal Implications.

¢ B. This is a serious security event, so you should always contain the AP immediately regardless of your company's specific
policies.

¢ C. For forensic purposes, you should copy out logs with relevant information, such as the time mat the AP was detected and
the AP's MAC address.

e D. There is no need to locate the AP Ifthe Aruba solution is properly configured to automatically contain it.

¢ E. There is no need to locale the AP If you manually contain It.
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‘When responding to the detection of a Rogue AP, it's important to consider legal implications and to gather forensic evidence:

You should receive permission before containing an AP (Option C), as containing it could disrupt service and may have legal
implications, especially if the AP is on a network that the organization does not own.

For forensic purposes, it is essential to document the event by copying out logs with relevant information, such as the time the AP
was detected and the AP's MAC address (Option D). This information could be crucial if legal action is taken or if a detailed
analysis of the security breach is required.

Automatically containing an AP without consideration for the context (Options A and E) can be problematic, as it might inadvertently
interfere with neighboring networks and cause legal issues. Immediate containment without consideration of company policy (Option
B) could also violate established incident response procedures.

Aruba Networks security resources that discuss the appropriate steps in responding to security events.
Industry guidelines on responsible handling of rogue access point detections, including legal considerations and incident
documentation.

i =8 #19

A company has AOS-CX switches deployed in a two-tier topology that uses OSPF routing at the core.

You need to prevent ARP poisoning attacks. To meet this need, what is one technology that you could apply to user VLANSs on
access layer switches? (Select two.)

A. DHCPv4 snooping

B. BPDU filtering

C. ARP mspection

D. OSPF passive interface
E. BPDU guard (protection)

ER: AC
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The scenario nvolves AOS-CX switches in a two-tier topology (access and core layers) using OSPF routing at the core. The goal is
to prevent ARP poisoning attacks on user VLANS at the access layer switches, where end-user devices connect. ARP poisoning
(also known as ARP spoofing) is an attack where a malicious device sends fake ARP messages to associate its MAC address with
the IP address of another device (e.g,, the default gateway), allowing the attacker to intercept traffic.

ARP Inspection (Dynamic ARP Inspection, DAI): This feature prevents ARP poisoning by validating ARP packets against a trusted
database of IP-to-MAC bindings. On AOS-CX switches, ARP inspection uses the DHCP snooping binding table to verify that
ARP messages cone from legitimate devices. Ifan ARP packet does not match the binding table, it is dropped.

DHCPv4 Snooping: This feature protects against rogue DHCP servers and builds a binding table of legitimate IP-to-MAC mappings
by snooping DHCP traffic. The binding table is used by ARP inspection to validate ARP packets. DHCP snooping must be enabled
before ARP inspection can flinction effectively, as it provides the trusted data for validation.

Option A, "ARP inspection," is correct. ARP inspection (DAI) directly prevents ARP poisoning by ensuring that ARP packets are
legitimate, making it a key technology for this purpose.

Option B, "OSPF passive nterface," is incorrect. OSPF passive interface is used to prevent OSPF from sending routing updates on
specific interfaces, typically to reduce routing protocol traffic on user-facing interfaces. It does not prevent ARP poisoning, which is
a Layer 2 attack.

Option C, "BPDU guard (protection)," is incorrect. BPDU guard protects against spanning tree protocol (STP) attacks by disabling
a port if it receives BPDUs (e.g., from an unauthorized switch). It does not address ARP poisoning, which is unrelated to STP.
Option D, "DHCPV4 snooping," is correct. DHCP snooping is a prerequisite for ARP inspection, as it builds the binding table used
to validate ARP packets. It also protects against rogue DHCP servers, which can indirectly contribute to ARP poisoning by
assigning incorrect IP addresses.

Option E, "BPDU filtering," is incorrect. BPDU filtering prevents a port from sending or receiving BPDUs, which can be used to
protect against STP attacks, but it does not prevent ARP poisoning,

The HPE Aruba Networking AOS-CX 10.12 Security Guide states:

"To prevent ARP poisoning attacks on user VLANSs, enable Dynamic ARP Inspection (DAI) on access layer switches. DAI
validates ARP packets against the DHCP snooping binding table to ensure they come fiom legitimate devices. Use the command ip
arp inspection vlan <vlan-list> to enable DAI on the specified VLANs. DHCP snooping must be enabled first with dhcp-snooping
and dhep-snooping vlan <vlan-list> to build the binding table used by DAL" (Page 145, ARP Inspection and DHCP Snooping
Section) Additionally, the guide notes:

"DHCP snooping and ARP inspection work together to protect against Layer 2 attacks like ARP poisoning. DHCP snooping builds
a trusted database of [P-to-MAC bindings, which ARP inspection uses to filter out malicious ARP packets." (Page 146, Best
Practices Section)



HPE Aruba Networking AOS-CX 10.12 Security Guide, ARP Inspection and DHCP Snooping Section, Page 145.
HPE Aruba Networking AOS-CX 10.12 Security Guide, Best Practices Section, Page 146.

R #20
The first exhibit shows roles on the MC, listed in alphabetic order. The second and third exhibits show the configuration for a
WLAN to which a client connects. Which description of the role assigned to a user under various circunstances is correct?

Refer to the exhibits.

— Mobility Controller > Aruba_MC

Dashboard
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e A. A user fails 802.1X authentication. The client remains connected, but is assigned the "guest" role.



¢ B. A user authenticates successfully with 802.1 X. and the RADIUS Access-Accept includes an Aruba-User-Role VSA set
to "employeel." The client's role is "guest."

o C. A user authenticates successfully with 802.1X, and the RADIUS Access-Accept includes an Aruba-User-RoleVSA set to
"employeel." The client's role is "employeel."

¢ D. A user authenticates successfully with 802.1X. and the RADIUS Access-Accept includes an Aruba-User-Role VSA set
to "employee." The client's role is "guest."
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Ina WLAN setup that uses 802.1X for authentication, the role assigned to a user is determined by the result of the authentication
process. When a user successfully authenticates via 802.1X, the RADIUS server may include a Vendor-Specific Attribute (VSA),
such as the Aruba-User-Role, in the Access-Accept message.

This attribute specifies the role that should be assigned to the user. Ifthe RADIUS Access-Accept message includes an Aruba-
User-Role VSA set to "employee", the client should be assigned the "employeel" role, as per the VSA, and not the default "guest"
role. The "guest" role would typically be a fallback if no other role is specified or if the authentication fais.

i RE #21
What is one way that WPA3-Enterprise enhances security when compared to WP A2-Enterprise?

e A WPA3-Enterprise implements the more secure simultaneous authentication of equals (SAE), while WPA2-Enterprise uses
802.1X.

¢ B. WPA3-Enterprise uses Diffie-Hellman in order to authenticate clients, while WP A2-Enterprise uses 802.1X
authentication.

e C. WPA3-Enterprise provides built-in mechanisimns that can deploy user certificates to authorized end-user devices.

¢ D. WPA3-Enterprise can operate in CNSA mode, which mandates that the 802.11 association uses secure algorithims.
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WPA3-Enterprise enhances network security over WP A2-Enterprise through several improvements, one of which is the ability to
operate in CNSA (Commercial National Security Algorithm) mode. This mode mandates the use of secure cryptographic algorithms
during the 802.11 association process, ensuring that all communications are highly secure. The CNSA suite provides stronger
encryption standards designed to protect sensitive government, military, and industrial commumications. Unlke WPA2, WPA3's
CNSA mode uses stronger cryptographic primitives, such as AES-256 in Galois/Counter Mode (GCM) for encryption and SHA-
384 for hashing, which are not standard in WPA2-Enterprise.

PR #22

You are setting up an Aruba mobility solution which includes a Mobility Master (MM), Mobility Controllers (MCs), and campus
APs (CAPs) for a university. The university plans to enforce WPA2-Enterprise for all users' connections. The university wants to
apply one set of access control rules to faculty users' traffic and a different set of rules to students' traffic.

What is the best approach for applying the correct rules to each group?

e A Create two roles, a "faculty" role and a "student" role. Apply firewall policies with the correct rules for each group to each
role.

e B. Create two VLANS, one for faculty and one for students. Create one set of firewall access control rules that specify faculty
IP addresses for the source and a second set of rules that specify the student IP addresses for the source. Apply the rules to
the WLAN.

e C. Create two WLANS, one for faculty and one for students. Apply firewall policies with the correct rules for each group to
each WLAN.

e D. Create two VLANS, one for faculty and one for students. Apply firewall policies with the correct rules for each group to
each VLAN.

BE: A
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To differentiate access control for faculty and students, the best approach is to use roles. By creating two roles - "faculty” and
"student" - and applying the appropriate firewall policies to each, the university can enforce different access rules for each group.
This is more efficient than managing nultiple VLANs or WLANS because it allows for role-based access control, which is directly



tied to user identity rather than just IP addresses or the network they are connected to.
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