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HE#99
Refer to the exhibit of a FortiNAC configuration.

B 550> | coren | oen | poimy | G | v oo
Filer
Add Fiter: [ Select v Update
Ports - Displayed. 31 Total: 31
1 300 v
M supigthw VLAN 4092  sup-fgt-hwVLAN_4092 10122402  Not Connectéd 4092 4092 On Link Up
M supighw VLAN 4093  supigt-hw\VLAN_4093 10122402  MNot @obnectpd 4093 4093 On Link Up
M supighw pond S10BENANITO01STI potd 1012240 2 'mcmmd 1 1 On Link Down
S sup-igt-hw S10BENANTTO015T9 portB 10 12 200°2 llﬂfmd Uplink 1 1 On Link Up
H H n mms pot7 32 MD2  Not Connected 100 100 On Link Up
I l 01579 paathy ’ll\.mﬂ? 2 Not Connected 100 100 On Link Down
S10BENAN1TOSTY ponts iﬂl 122402  MNot Connected 100 100 On Link Down
L sup-igt-hw pond S10BENANITOMETTpoE 10 12240 2 Not Connected 100 100 On Link Down

In this scenario, which two statements are correct? (Choose two.)

A. A device that is modeled in FortiNAC is connected on VLAN 4093.
B. Port8 is connected to a FortiGate in FortiLink mode.

C. Anunknown host is connected to port3.

D. The IP address ofthe FortiSwitch is 10.12.240.2.

H¥e: CD

EE #100
Refer to the exhibit.

A customer has deployed a FortiGate 200F high- availabﬂlty (HA) cluster that contains & TPM chip. The exhiblt shows output from
the FortiGate CLI session where the administrator enabled TPM.

Following these actions, the administrator immediately notices that both FortiGate high availability (HA) status and FortiManager
status for the FortiGate are negatively impacted.

‘What are the two reasons for this behavior? (Choose two.)

A. The FortiGate has not finished the auto-update process to synchronize the new configuration to FortiManager yet.

B. Configuration for TPM is not synchronized between FortiGate HA cluster members.

C. The private-data-encryption key entered on the primary did not match the value that the TPM expected.

D. TPM functionality is not yet compatible with FortiGate HA D The administrator needs to manually enter the hex private
data encryption key in FortiManager



dY: BC

Y.

The two reasons for the negative impact on the FortiGate HA status and FortiManager status after enabling TPM are:

The private-data-encryption key entered on the primary unit did not match the value that the TPM expected. This could happen if
the TPM was previously enabled and then disabled, and the key was changed in between. The TPM will reject the new key and
cause an error in the configuration synchronization.

Configuration for TPM is not synchronized between FortiGate HA cluster members. Each cluster member must have the same
private-data-encryption key to forma valid HA cluster and synchronize their configurations. However, enabling TPM on one unit
does not autormatically enable it on the other units, and the key must be manually entered on each unit. To resolve these issues, the
administrator should disable TPM on all units, clear the TPM data, and then enable TPM again with the same private-data-
encryption key on each unit. References: https://docs.fortinet.com/document/fortigate/6.4.0/cookbook/103437/mbound-ssl-
inspection httpsz/docs. fortinet.com/document/fortigate/6.4.0/cookbook/103438/application-detection-on-ssl-offloaded- traffic

HEE #101
Refer to the exhibit showing a FortiSOAR playbook.

Active  |nvestigate Suspicious Email

westigates an alert of type ‘Suspicious Email’,

ManualAction x

Check for Drive by Downl... .

Mark Drive byBowiiload

v
G j'l, Update summary — e Has Malicious Content

You are nvestigating a suspicious e-mail alert on FortiSOAR, and after revie the e laybook, you can see that it
requires intervention.

‘What should be your next step?

xecuted p

A. Click on the notification icon on FortiSOAR GUI and run the pending input action
B. Go to the Incident Response tasks dashboard and run the pending actions

C. Reply to the e-mail with the requested Playbook action

D. Run the Mark Drive by Download playbook action

HE. A

Y.

To intervene in a suspicious e-mail alert on FortiSOAR, after reviewing the executed playbook, the next step is to click on the
notification icon on FortiSOAR GUI and run the pending input action. The notification icon will show a badge with the number of
pending input actions that require manual intervention from the user. The user can click on the notification icon and see a list of
pending nput actions, along with their details, such as playbook name, step name, record ID, and trigger time. The user can then
click on the Run button to execute the pending input action and resume the playbook execution. Reference:

https7/docs. fortinet.conYdocument/fortisoar/7.0.0/administration-guide/ 1 03440/automation-stitches

https7/docs. fortinet.convdocument/fortisoar/7.0.0/administration- guide/ 1 0344 1/mcoming-webhook



AE #102
Refer to the exhibit showing a FortiSOAR playbook.
1 i

ManualAction x

Check for Drive by Down

Mark Drive by@owifoad

User Community

- &/“E Add Drive By Download T...
- | 1

o

v v t
% Update summary
(i3
3 ]

—— - Has Maliclous Content

You are investigating a suspicious e-mail alert on FortiSOAR, and after reviewing the executed playbook, you can see that it
requires intervention.
‘What should be your next step?

A. Click on the notification icon on FortiSOAR GUI and run the pending input action
B. Go to the Incident Response tasks dashboard and run the pending actions

C. Reply to the e-mail with the requested Playbook action

D. Run the Mark Drive by Download playbook action

2
m

SH: B

ME:

The exhibited playbook requires intervention, which means that the playbook has reached a point where it needs a human operator
to take action. The next step should be to go to the Incident Response tasks dashboard and run the pending actions. This will allow
you to see the pending actions that need to be taken and to take those actions.

The other options are not correct. Option B will only show you the notification icon, but it will not allow you to run the pending input
action. Option C will run the Mark Drive by Download playbook action, but this is not the correct action to take in this case. Option
D is not a valid option.

Here are some additional details about pending actions in FortiSOAR:

* Pending actions are actions that need to be taken by a human operator.

* Pending actions are displayed in the Incident Response tasks dashboard.

* Pending actions can be run by clicking on the action in the dashboard.

EE #103
A customer wants to use the FortiAuthenticator REST API to retrieve an SSO group called SalesGroup. The following API call is
being made with the 'curl' utility:

I SEETTRATEERINLINY

T h ”
curl -k —w —u “admin:zeyDz ‘ . —

= i HmE S —X PUT —dt
‘Centent-Type: applicacionsjson’ httpa:.//10.10. 10 . _az/'-n.{/vlf--nqroup/:.og'/

Which two statements correctly describe the expetd behavior of the FortiAuthenticator REST API? (Choose two.)

e A The syntax is incorrect because the API calls needs the get method.



e B. This API call will fail because it requires that API version 2
e C. Only users with the "Full permission” role can access the REST API
¢ D. Ifthe REST API web service access key is lost, it cannot be retrieved and must be changed.

HH: AB

Y.

To retrieve an SSO group called SalesGroup using the FortiAuthenticator REST API, the following issues need to be fixed in the
API call:

* The API version should be v2, not v1, as SSO groups are only supported in version 2 of the REST APL

* The HTTP method should be GET, not POST, as GET is used to retrieve information from the server, while POST is used to
create or update information on the server. Therefore, a correct API call would look like this: curl -X GET -H "Authorization:
Bearer <token>" https/fac.example.comvapi/v2/sso

/groups/SalesGroup References: https://docs. fortinet.com/document/fortiauthenticator/6.4. 1/rest-api- solution-
guide/927310/introduction https:/docs. fortinet.convdocument/fortiauthenticator/6.4. 1 /rest-api- solution-guide/927311/sso-groups
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