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M #86
Which two statements about bounce address tagging and verification (BATV) on FortiMail are true? (Choose two.)

A. BATV will use symmetric keys to verify the bounce address tag.

B. FortiMail will insert the BATV tag to the sender address in the envelope.

C. Emails with an empty sender address will be subjected to bounce verification.
D. You must publish the BATV public key as a DNS TXT record.

IE%: B\ C

B #87
Refer to the exhibit.
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What is happening in this scenario?

e A. The user is authenticating against a FortiGate Captive Portal.
C The user is authenticating against an IdP.

e B. The user has not authenticated on their external browser.

e C. The user status changed at FortiClient EMS to off-net.

IFf#: B

H #88
A customer wants to use the FortiAuthenticator REST API to retrieve an SSO group called SalesGroup. The following API call is

being made with the 'curl' utility:

‘Which two statements correctly describe the expected behavior of the FortiAuthenticator REST API? (Choose two.)


https://www.jpshiken.com/NSE8_812_shiken.html

A. The syntax is incorrect because the API calls needs the get method.

B. This API call will fail because it requires that API version 2

C. Ifthe REST API web service access key is lost, it cannot be retrieved and must be changed.
D. Only users with the "Full permission' role can access the REST API

Eﬁ: A\ B

fEE N -

To retrieve an SSO group called SalesGroup using the FortiAuthenticator REST API, the following issues need to be fixed in the
API call:

* The API version should be v2, not v1, as SSO groups are only supported in version 2 of the REST APL

* The HTTP method should be GET, not POST, as GET is used to retrieve information from the server, while POST is used to
create or update information on the server. Therefore, a correct API call would look like this: curl -X GET -H "Authorization:
Bearer <token>" https:/fac.example.comyapi/v2/sso

/groups/SalesGroup References: https://docs. fortinet.com/document/fortiauthenticator/6.4. 1/rest-api- solution-
guide/927310/introduction https:/docs. fortinet.convdocument/fortiauthenticator/6.4. 1 /rest-api- solution-guide/927311/sso-groups

HM #89
Which two methods are supported for importing user defined Lookup Table Data into the FortiSIEM? (Choose two.)

® A Report
e B.FTP
e C.API
e D.SCP

Ef: A. C

fEEL:

FortiSIEM supports two methods for importing user defined Lookup Table Data:

Report: You can import lookup table data from a report. This is the most common method for importing lookup table data.

APIL: You can also import lookup table data using the FortiSIEM APL. This is a more advanced method that allows you to import
lookup table data programmatically.

FTP, SCP, and other file transfer protocols are not supported for importing lookup table data into FortiSIEM.

B #90
You are troubleshooting a FortiMail Cloud service integrated with Office 365 where outgoing emails are not reaching the recipients'
mail What are two possible reasons for this problem? (Choose two.)

A. The FortiMail DKIM key was not set using the Auto Generation option.

B. A Mail Flow connector from the Exchange Admin Center has not been set properly to the FortiMail Cloud FQDN.
C. The FortiMail access control rules to relay fiom Office 365 servers public IPs are missing,

D. The FortiMail access control rule to relay from Office 365 servers FQDN is missing,

Ef#: B. C

AR :

FortiMail Cloud service is a cloud-based email security solution that integrates with Office 365 to provide protection against spam,
malware, phishing, data loss, etc. To use FortiMail Cloud service with Office 365, users need to configure both FortiMail Cloud
settings and Office 365 settings properly. One possible reason for outgoing emails not reaching the recipients’ mailboxes is that the
FortiMail access control rules to relay from Office 365 servers public IPs are missing. This means that FortiMail Cloud service does
not recognize the Office 365 servers as authorized senders and rejects the outgoing emails. Users need to add the Office 365
servers public IPs to the FortiMail access control rules to allow relaying, Another possible reason for outgoing emails not reaching
the recipients' mailboxes is that a Mail Flow connector from the Exchange Admin Center has not been set properly to the FortiMail
Cloud FQDN. This means that Office 365 does not route the outgoing emails to the FortiMail Cloud service for scanning and
delivery. Users need to create a Mail Flow connector from the Exchange Admin Center and specify the FortiMail Cloud FQDN as
the smart host. Reference: httpsz/docs.fortinet.convdocument/fortimail-cloud/6.4.0/administration-guide/19662/integrating- fortimail-
cloud-with-office-365
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