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CompTIA SY0-701 Exam Syllabus Topics:

Section Weight Objectives
- Vulnerabilities and risks

e 1. Software and hardware vulnerabilities
e 2. Risk assessmment strategies
e 3. Zero-day exploits

- Threat actors and motivations
¢ 1. Social engineering

e 2. Types of threat actors
e 3. Attack vectors and surfaces

Topic 1: Threats, Vulnerabilities, and Mitigations 22%

- Attack types and defenses

¢ 1. Application attacks
e 2. Mitigation techniques
e 3. Network attacks
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Topic 2: General Security Concepts

Topic 3: Security Architecture

Topic 4: Security Operations

- Security findamentals

e 1. Security controls types
e 2. Confidentiality, integrity, availability
e 3. Defense in depth

- Security frameworks and governance

e 1. Compliance requirements
e 2. Security models
e 3. Security policies and standards

12%

- Cryptography basics

e 1. Encryption algorithims

e 2. Hashing and digital signatures
e 3. Public key infrastructure

- Secure network design

e 1. Network segmentation
e 2. Secure protocols and services
e 3. Software-defined networking

- Zero trust and secure nfrastructure

e |. Infrastructure hardening
18% e 2. Zero trust principles
e 3. Secure deployment models

- Cloud and virtualization security

e 1. Virtual machine security
e 2. Cloud security controls
¢ 3. Cloud service models

- Endpoint and application security

e 1. Endpoint protection platforms
e 2. Patch and vulnerability management
e 3. Application security controls

- Incident response and forensics

¢ 1. Recovery and post-incident activities
e 2. Evidence collection and handling
e 3. Incident response lifecycle

0,
8% Identity and access management
e 1. Identity governance

e 2. Access control models
e 3. Authentication and authorization

- Security monitoring and logging

e ]. Continuous monitoring
e 2. Alert analysis and response
e 3. SIEM and log management



- Risk management

e 1. Third-party risk management
e 2. Risk identification and assessment
e 3. Risk mitigation strategies

- Compliance and audit

¢ 1. Audit and assessment processes
e 2. Regulatory compliance frameworks
e 3. Data privacy and protection

Topic 5: Security Program Management and Oversight 20%

- Security strategy and governance

e 1. Security metrics and reporting
e 2. Security training and awareness
e 3. Security policy development
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B #300

Which of'the following allows a systems administrator to tune permissions for a file?

A. Least privilege
B. Configuration enforcement
C. Patching

D. Access control list
IEf@E: D
fRE:

Access control lists (ACLs) allow administrators to fine-tune file permissions by specifying which users or groups have access to a
file and defining the level of access.

HA #301
A security engineer would like to enhance the use of automation and orchestration within the SIEM. Which of the following would be
the primary benefit of this enhancement?

A. Tt acts as a workforce multiplier.
B. It increases complexity.

C. It adds additional guard rails.

D. It removes technical debt.

Ef: A
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R #302
Which of the following should a systems administrator use to ensure an easy deployment of resources within the cloud provider?

A. Infrastructure as code

B. Software as a service

C. Software-defined networking
D. Internet of Things

EfE: A

it

Explanation

Infrastructure as code (IaC) is a method of using code and autormation to manage and provision cloud resources, such as servers,
networks, storage, and applications. IaC allows for easy deployment, scalability, consistency, and repeatability of cloud
environments. [aC is also a key component of DevSecOps, which integrates security into the development and operations
processes. References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, Chapter 6: Cloud and Virtualization
Concepts, page 294.

M #303

A company recently purchased a new building that does not have an existing wireless or wired infrastructure. A network engineer at
the company needs to determine the placement of the access points in the new building. Which of the following accurately describes
the task the network engineer will be performing?

A. Heat map

B. Internal assessment

C. Stte survey

D. Corporate reconnaissance

Ef#: C

L2
A site survey involves evaluating the physical environment, measuring building materials, interference sources, and coverage
requirenents, to determine optimal access-point placement.

R #304
Multiple users report that they cannot access a certain application after a recent security update.
Which of'the following should the security team check first to help find the root cause?

A. Proxy logs
B. IPS/IDS logs
C. SIEM logs
D. DNS logs

IEf#: B

AR
After a security update, an IPS or IDS may begin blocking or resetting connections it now identifies as malicious or noncompliant, so
reviewing its logs first helps quickly determine whether the update is preventing access to the application.

B #305
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