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Microsoft GH-100 Exam Syllabus Topics:

Topic Details

¢ Manage GitHub Actions: This section of the exam measures skills of DevOps Engineers and emphasizes
managing workflows, reusable actions, and distribution strategies within the enterprise. It explains

Topic 1 configuring organization-level policies, managing self-hosted and GitHub-hosted runners, controlling access

through IP allow lists, handling encrypted secrets, and integrating third-party vaults for workflow security.

o Manage user identities and GitHub authentication: This section of the exam measures skills of DevOps
Engineers and focuses on managing authentication and identity across organizations using SAML SSO,

Topic 2 SCIM, and team synchronization. Candidates need to understand identity providers, user membership

implications, authorization models, and enforcing security measures such as two-factor authentication.

¢ Support GitHub Enterprise for users and key stakeholders: This section of the exam measures skills of
GitHub Enterprise Administrators and covers supporting users, identifying issues that can be resolved
mternally versus those needing GitHub Support, and generating support bundles and diagnostics. It also

Topic 3 mvolves recognizing underutilized features, managing workflows like branching and pull requests,
understanding CI

¢ (D strategies, recommending tooling, and extending capabilities through APIs or Marketplace apps.

¢ Enable secure software development and ensure compliance: This section of the exam measures skills of
GitHub Enterprise Administrators and deals with applying GitHub’s security and compliance capabilities. It
covers policies, auditing, scrubbing sensitive data, secret scanning, code scanning with CodeQL,
dependency management with Dependabot, and implementing security response plans. It also explores
authentication tokens, app security policies, and enterprise managed users.

Topic 4
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¢ Manage GitHub Packages:This section of the exam measures skills of GitHub Enterprise Administrators
and focuses on managing GitHub Packages, their use in workflows, and how they differ fromreleases. It

Topic 5 mnvolves accessing, writing, and sharing packages across teans while ensuring integration into CI

¢ CD pipelines.

¢ Manage access and permissions based on membership: This section of the exam measures skills of
DevOps Engineers and reviews how to manage organizations, teams, and repository permissions. It
includes default permission settings, team synchronization through AD, scripting across muiltiple
organizations, and aligning enterprise policies with trust requirements. It also contrasts roles such as
organization members, owners, collaborators, and billing managers.

Topic 6
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Our PassSureExam have a huge IT elite team. They will accurately and quickly provide you with Microsoft certification GH-100
exam materials and timely update Microsoft GH-100 exam certification exam practice questions and answers and binding, Besides,
PassSureExam also got a high reputation in many certification industry. The the probability of passing Microsoft Certification GH-
100 Examis very small, but the reliability of PassSureExam can guarantee you to pass the examination of this probability.

Microsoft GitHub Administration Sample Questions (Q10-Q15):

NEW QUESTION # 10

You are using GitHub-hosted runners and need to securely deploy to an internal system. The security team requires that these
runners use [P address ranges that would not be shared with other companies. Which of the following approaches would meet their
requirements?

A. GitHub-hosted larger runners with static IP addresses

B. GitHub-hosted standard runners, using the [P addresses provided in "actions" from https/api. github.com/meta
C. GitHub-hosted larger runners with Azure private networking

D. GitHub-hosted standard runners, using the IP addresses provided in "api" from https/api.github.com/meta

Answer: A

Explanation:
GitHub's larger runners let you reserve dedicated static IP addresses for your workflows - so you can allow-list those IPs in your
firewall and be sure they aren't shared with any other tenant.

NEW QUESTION # 11
Which of'the following is the responsibility of a Team Maintainer in a GitHub organization? (Choose two.)

A. Managing nested sub-teams.

B. Modifying organization-wide settings.

C. Adding or removing team members.

D. Deleting repositories assigned to the team

Answer: A,C

Explanation:
Team maintainers can manage nested sub-teans - requesting to add or change parent/child teams within the organization's hierarchy.
Team maintainers have permission to add and remove members from their team, controlling day-to-day team membership.

NEW QUESTION # 12
You want to ensure a secret is autormatically available to only workflows in internal and private repositories in the organization.
Where do you configure the required access policy?
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A. Runner groups

B. Rulesets

C. Actions policies

D. Organization secret

Answer: D

Explanation:
You set the access policy on the Organization Secret itself - configuring its visibility so it's scoped automatically to only internal and
private repositories.

NEW QUESTION # 13
You are managing a repository in your organization's GitHub account. A team member asks you to confirm who has access to the
repository and their permission levels. Which tool should you use to review and manage repository access?

A. Branch Protection Rules.

B. Repository Settings > Manage Access.
C. GitHub Pages Settings.

D. GitHub Actions Logs.

Answer: B

Explanation:
Use theRepositorySettingsManage Access page to view all users and teams with access and their assigned permission levels.

NEW QUESTION # 14
Which Git operation is not included in the Git activity audit log?

A. Push
B. Clone
C. Delete branch
D. Fetch

Answer: C

Explanation:
Delete branch operations aren't tracked as Git-activity events; the Git activity audit log only records Git events such as clone, fetch
(pull), and push.

NEW QUESTION # 15

Team of PassSureExam is dedicated to giving Microsoft GH-100 exam takers the updated GH-100 practice exam material to
enable themto clear the exam in one go. Our customers may be sure they are getting the Microsoft GH-100 Real Exam Questions
PDF from PassSureExam for speedy preparation. You can also carry the GH-100 PDF exam questions in hard copy as they are
printable as well.
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