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Z| &I NSE 5 Network Security Analyst NSE5 FSM-6.3 F2MZ 2| (Q38-
Q43):

EAE #38
Where do you configure rule notifications and automated remediation on FortiSIEM?

A. Notification engine
B. Notification policy
C. Remediation policy
D. Remediation engine

He: B

MY

Rule Notifications and Automated Remediation: In FortiSIEM, notifications and automated remediation actions can be configured to
respond to specific incidents or alerts generated by rules.

Notification Policy: This is the section where administrators configure the settings for notifications and specify the actions to be taken
when a rule triggers an alert.

* Configuration Options: Includes defining the recipients of notifications, the type of notifications (e.g., email, SMS), and any
automated remediation actions that should be executed.

Importance: Proper configuration of notification policies ensures timely alerts and automated responses to incidents, enhancing the
effectiveness of the SIEM system

References: FortiSIEM 6.3 User Guide, Notifications and Automated Remediation section, which details how to configure
notification policies for rule-triggered actions and responses.

A2 #39
Which protocol is almost always required for the FortiSIEM GUI discovery process?

A. SNMP
B. Syslog
C. Telnet
D. WMI

o2
m

: A

EAE #40
In the advanced analytical rules engine in FortiSTEM, multiple subpatterms can be referenced using which three operation? (Choose
three.)

A NOT

B. OR

C.ELSE

D. FOLLOWED BY
E. AND

o2
m

: B,D,E

A2 #41
Refer to the exhibit.
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Ifevents are grouped by Reporting IP, Event Type, and user attributes in FortiSIEM, how ,many results will be displayed?

A. Five results will be displayed.

B. Unique attribute carmot be grouped.
C. Seven results will be displayed.

D. There results will be displayed.

Y. C

ME.

Grouping Events: Grouping events by specific attributes allows for the aggregation of similar events.

Grouping Criteria: For this question, events are grouped by "Reporting IP," "Event Type," and "User." Unique Combinations
Analysis:

*10.10.10.10, Failed Logon, Ryan, 1.1.1.1, Web App

*10.10.10.11, Failed Logon, John, 5.5.5.5, DB

*10.10.10.10, Failed Logon, Ryan, 1.1.1.1, Web App(duplicate, counted as one unique result)

*10.10.10.10, Failed Logon, Paul, 3.3.2.1, Web App

*10.10.10.11, Failed Logon, Ryan, 1.1.1.15, DB

*10.10.10.11, Failed Logon, Wendy, 1.1.1.6, DB

*10.10.10.10, Failed Logon, Ryan, 1.1.1.15, DB

Result Calculation: There are seven unique combinations based on the specified grouping attributes.

References: FortiSIEM 6.3 User Guide, Event Management and Reporting sections, explaining how events are grouped and
reported based on selected attributes.

A2 #42
If FortiSIEM supervisor is deployed with the worker using the proprietary flat file database, which action is required?

A. A FortiSIEM service provider license must be obtained

B. An event database must be placed on NFS

C. A separate network interface nust be used for the storage network
D. Collectors must be deployed
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