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Exam Sample Questions (Q31-Q36):

NEW QUESTION # 31

You are helping a new Google Security Operations (SecOps) customer configure access for their SOC team. The Google SecOps
administrators currently have access to the instance. The customer is reporting that new Google SecOps users are not getting
authorized to access the instance, but they are able to authenticate to the third-party identity provider (IdP). How should you fix the
issue? (Choose two.)

e A. Grant the Basic permission to the appropriate IdP groups in the Google SecOps SOAR Advanced Settings.
¢ B. Integrate Google SecOps with the third-party IdP using Workforce Identity Federation.
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¢ C. Link Google SecOps to a Google Cloud project with the Chronicle APL
¢ D. Grant the roles/chronicle.viewer role to the SOC team's IdP group in [AM.
¢ E. Grant the appropriate data access scope to the SOC team's IdP group in IAM.

Answer: AD

Explanation:

Granting the roles/chronicle.viewer role to the SOC teami's IdP group in IAM provides the necessary permissions for users to access
the Google SecOps instance.

Granting the Basic permission to the appropriate IdP groups in the Google SecOps SOAR Advanced Settings ensures that these
users have the correct access at the application level

NEW QUESTION # 32

You are implementing Google Security Operations (SecOps) for your organization. Your organization has their own threat
ntelligence feed that has been ingested to Google SecOps by using a native integration with a Malware Information Sharing Platform
(MISP). You are working on the following detection rule to leverage the command and control (C2) indicators that were ingested
into the entity graph.

‘What code should you add in the detection rule to filter for the domain IOCS?

¢ A. Sioc.graph.metadata.entity type = "DOMAIN_NAME"
$ioc.graph.metadata.source type = MDERIVED CONTEXT"

¢ B. Sioc.graph.metadata.entity type = MDOMAIN NAME"
$ioc.graph.metadata.scurce _type = "EIfITY]
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