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Microsoft Cybersecurity Architect Sample Questions (Q30-Q35):

NEW QUESTION # 30
Your company plans to move all on-premises virtual machines to Azure. A network engineer proposes the Azure virtual network
design shown in the following table.

You need to recommend an Azure Bastion deployment to provide secure remote access to all the virtual machines. Based on the
virtual network design, how many Azure Bastion subnets are required?

A0
B. 1
C.2
D.3
E 4

Answer: A

Explanation:
https:/docs.microsoft.com/en-us/azure/bastion/vnet-peering
https:/docs.microsoft.com/en-us/learn/modules/connect-vim-with-azure- bastion/2-what-is-azure-bastion

NEW QUESTION # 31

Hotspot Question

You have an Azure subscription that contains a Microsoft Sentinel workspace named MSW1.

MSWI11 includes 50 scheduled analytics rules.

You need to design a security orchestration automated response (SOAR) solution by using Microsoft Sentinel playbooks. The
solution must meet the following requirements:

- Ensure that expiration dates can be configured when a playbook runs.

- Minimize the administrative effort required to configure individual

analytics rules.

What should you use to nvoke the playbooks, and which type of Microsoft Sentinel trigger should you use? To answer, select the
options in the answer area.

NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

Box 1: Automation rules

You can respond to threats by using playbooks with automation rules in Microsoft Sentinel Box 2: Incident Use triggers and actions
in Microsoft Sentinel playbooks For most use cases, incident-triggered automation is the preferable approach. In Microsoft Sentinel,
an incident is a "case file" ?an aggregation of all the relevant evidence for a specific mvestigation. It's a container for alerts, entities,
comments, collaboration, and other artifacts.

Unlike alerts which are single pieces of evidence, incidents are modifiable, have the most updated status, and can be enriched with
comments, tags, and bookmarks. The incident allows you to track the attack story which keeps evolving with the addition of new
alerts.

For these reasons, it makes more sense to build your automation around incidents. So the most appropriate way to create
playbooks is to base them on the Microsoft Sentinel incident trigger in Azure Logic Apps.

Reference:

https://learn.microsoft. conven-us/azure/sentinel/automate- incident-handling-with-automation- rules

https://learn.microsoft. comven-us/azure/sentinel/tutorial-respond-threats-playbook

NEW QUESTION # 32

You need to recommend a solution to evaluate regulatory compliance across the entire managed environment. The solution must
meet the regulatory compliance requirements and the business requirements.

‘What should you recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer:



Explanation:

NEW QUESTION # 33
Your company has the virtual machine infrastructure shown in the following table.

The company plans to use Microsoft Azure Backup Server (MABS) to back up the virtual machines to Azure.
You need to provide recommendations to increase the resiliency of the backup strategy to mitigate attacks such as ransomware.
‘What should you include in the recommendation?

A. Tmplement Azure Site Recovery replication.

B. Require PINS to disable backups.

C. Use customer-managed keys (CMKSs) for encryption.
D. Use geo-redundant storage (GRS).

Answer: B

Explanation:
https:/docs.microsoft.com/en-us/azure/security/ fmdamentals/backup- plan-to-protect-against-ransomware#azure

NEW QUESTION # 34

You have an Azure subscription that contains a Microsoft Sentinel workspace named WSI.
Youneed to configare WS1 to meet the following requirements:

* Create custom dashboards to visualize the workload of security analysts that use Microsoft Sentinel.
* Enable autormated responses for the security alerts generated by Microsoft Sentinel analytics rules.
What should you use for each requirement? To answer, select the options in the answer area.

NOTE: Each correct answer is worth one point.

Answer:

Explanation:

NEW QUESTION # 35
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